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Abstract
This submission resolves CID 3279 and 3346.

Revisions:

· Rev 0: Initial version of the document.
· Rev 1: Change resolution for 3279 to revised.
· Rev 2: Editorial change in resolution of 3279, and defer it.




CID 3279

	CID
	Clause
	Page
	Comment
	Proposed Change
	Resolution

	3279
	35.3.14.1
	205.01
	Sensing procedure is a per-link basis procedure. The Sensing Report frames shall be transmitted in the measurement sequence, hence should not be transmitted in another link in an MLD.
	Add Sensing Report frames into the frame list at the beginning of 35.3.14.1 of Draft P802.11be_D4.0
	Revised.

In short, the frames list at the beginning of 35.3.14.1 are not supposed to be transmitted to another STA (other than the intended STA) affiliated with the MLD.

TGbf editor to add the following into the frame list at the beginning of 35.3.14.1 of 11be D4.0: 
· Public Action Sensing Measurement Report frame 
· Public SBP Report frame
· Protected Sensing Measurement Report frame
· Protected SBP Report frame




Reference text (in 11be D4.0):
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Clause 35.3.14.3 Identification of the intended STA specifies to include an MLO Link Information element that identifies the intended link of the MMPDU.



CID 3346

	CID
	Clause
	Page
	Comment
	Proposed Change
	Resolution

	3346
	12.5.2.4.4
	194.40
	It is unnecessary to repeat that the To DS subfield is equal to 1, as the requirement only applies to individually addressed robust Management frames with the To DS subfield equal to 1.
	Delete "that are received with the To DS subfield equal to 1"
	Revised.

Agree with the commentor and apply same change in clause 12.5.4.4.4 too.

TGbf editor to make the changes shown in Https://mentor.ieee.org/802.11/dcn/23/11-23-1577-02-00bf-lb276-cids-3279-3346.docx under all headings that include CID 3346
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Resolution:

12.5.2.4.4 PN and replay detection
TGbf Editor: please change P194L40 in D2.0 as follows (marked in blue):
d) If dot11RSNAProtectedManagementFramesActivated is true and dot11QMFActivated is also true, the
recipient shall maintain an additional replay counter for each ACI for received individually addressed robust
Management frames except Protected Fine Timing frames (9.6.34 Protected Fine Timing Frame details) and
robust PV1 Management frames except protected PV1 Protected Fine Timing frames (see 9.6.34 (Protected
Fine 30 Timing Frame details)) that are received with the To DS subfield equal to 1., except Protected Fine
Timing frames (see 9.6.34 (Protected Fine Timing Frame details)), protected PV1 Protected Fine Timing
frames (see 9.6.34 (Protected Fine Timing Frame details)), and Protected Sensing frames (see 9.6.36 (Protected
Sensing frame details)) that are received with the To DS subfield equal to 1 (3346). The QMF receiver shall
use the ACI encoded in the Sequence Number field of the received frame to select the replay counter to use
for the received frame, and shall use the PN from the received frame to detect replays. A replayed frame
occurs when the PN from the frame is less than or equal to the current value of the management frame replay
counter that corresponds to the ACI of the frame.


12.5.4.4.4 PN and replay detection
TGbf Editor: please change P195L21 in D2.0 as follows (marked in blue):
d) If dot11RSNAProtectedManagementFramesActivated is true and dot11QMFActivated is also true, the
recipient shall maintain an additional replay counter for each ACI for received individually addressed robust
Management frames except Protected Fine Timing frames (see 9.6.34 (Protected Fine Timing Frame
details)) and robust PV1 Management frames except Protected Fine Timing frames (see 9.6.34 (Protected
Fine Timing Frame details)) that are received with the To DS subfield equal to 1., except Protected Fine
Timing frames (see 9.6.34 (Protected Fine Timing Frame details)), protected PV1 Protected Fine Timing
frames (see 9.6.34 (Protected Fine Timing Frame details)), and Protected Sensing frames (see 9.6.36 (Protected
Sensing frame details)) that are received with the To DS subfield equal to 1(3346).  The QMF receiver shall
use the ACI encoded in the Sequence Number field of the received frame to select the replay counter to use
for the received frame, and shall use the PN from the received frame to detect replays. A replayed frame
occurs when the PN from the frame is less than or equal to the current value of the management frame replay
counter that corresponds to the ACI of the frame.
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Do you support resolutions to the following CID and incorporate the text changes into the latest TGbf draft: 3279, 3346,  in 11-23/1577r2 
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Between an MLD and an associated peer MLD, a STA affiliated with the MLD shall not transmit other
individually addressed Management frames (execpt the frames listed at the beginning of 35.3.14.1 (General))
over a setup link while the current individually addressed Management frame (sxsept the frames listed at the

_beginning of 35.3.14.1 (General)) having been assigned ifs sequence number from the same sequence
number and being transmitted by any STA affiliated with the same MLD over a setup link has not yet

completed to the point of suceess, failed due to retry limit, or other MAC discard (c.g., lifetime expiration).

Between an AP MLD and an associated non-AP MLD subject to additional constraints (sce 35.3.7 (Link
‘management)), an MLD may transmit an individually addressed MMPDU, which is not a TWT Setup frame
that includes a Link ID Bitmap subficld in its TWT element and is intended for one STA affiliated with the
associated MLD operating on enabled link, to another STA (other than the intended STA) affiiated with the
associated MLD operating on a setup link through a STA affiliated with the MLD operating on the setup link if
the MMPDU satisfies all the following conditions:

— The MMPDU is a Class 3 frame

—  The MMPDU is not a TPC Request frame, a TPC Report frame, a Link Measurement Request frame

or a Link Measurement response frame
—  The MMPDU is classified as a bufferable MMPDU
—  The MMPDU is not one of the frames listed at the beginning of 35.3.14.1 (General).

'NOTE—MMPDU only includes the Frame Body field of the Management frame and does not include a MAC header
and a frame check sequence (FCS) of the Management frame (see 3.2 (Definitions specific to IEEE 802.11).

Otherwise, an MLD shall not transmit an individually addressed MMPDU, which is nota TWT Sefup frame
that includes a Link ID Bitmap subfield in its TWT clement and is intended for one STA affiliated with the
associated MLD operating on an enabled link, to another STA (other than the intended STA) affiliated with
the associated MLD operating on a sctup link through an STA affiliated with the MLD operating on the
sctup link subject to additional constraints (see 35.3.7 (Link management)).

An individually addressed MMPDU, which is not a TWT Sctup frame that includes a Link ID Bitmap
subficld in its TWT clement and is transmitted by an MLD through an affiliated STA s intended for a STA
affliated with the peer MLD unless specificd otherwise to be intended for an MLD.
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Between an AP MLD and a non-AP MLD, the following individually addressed MMPDUs shall be intended

for an MLD:

Authentication frame that includes a Basic Multi-Link element
(Re)Association Request/Response frame that includes a Basic Multi-Link element
Deauthentication frame

Disassociation frame

Block Ack Action frame

SA Query Action frame

Multi-link probe request/response

WNM Sleep Mode Request/Response frame

TID-To-Link Mapping Request/Response/Teardown frame

EPCS Priority Access Enable Request/Enable Response/Teardown frame

EML Operating Mode Notification frame

SCS Request/Response frame

MSCS Request/Response frame

BSS Transition Management Request/Response frame

FT Action frame

Link Recommendation frame
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—  Link Reconfiguration Notify/Request/Response frame
—  QMF Policy Change frame and QMF Policy frame




image6.png
[12.5.2 CTR with CBC-MAC protocol (CCMP)

12.!

.4 CCMP decapsulation

12.!

4 PN and replay detection

Change the third and fourth paragraphs of 12.5.2.4.4 (PN and replay detection) as defined in IEEE
P802.11az/D7.0 as follows:

¢) If dot11RSNAProtectedManagementFramesActivated is true. the recipient shall maintain a single replay
counter for received individually addressed robust Management frames except Protected Fine Timing
frames (see 9.6.34 (Protected Fine Timing Frame details)) and Protected Sensing frames (see 9.6.36 (Pro-
tected Sensing frame details)) that are received with the To DS subfield equal to 0. and a single replay
counter for received individually addressed robust PV1 Management frames except Protected Fine Timing
frames (see 9.6.34 (Protected Fine Timing Frame details)) and shall use the PN from the received frame to
detect replays.

‘NOTE—For sensing. PV1 Management frames are not applicable.

d) If dot11RSNAProtectedManagementFramesActivated is true and dotl1QMFActivated is also true, the
recipient shall maintain an additional replay counter for eac].\ AcT for received mdmdually addressed robust
Management frames exe i 2 and
robust PV1 Management ﬁ'am:s e ine T4 2 d
Fine 30 Timing Frame detaile)} that are received with the To DS awbficld equal to 1-, except Protected Fine
Timing frames (see 9.6.34 (Protected Fine Timing Frame details). protected PV1 Protected Fine Timing
frames (see 9.6.34 (Protected Fine Timing Frame details)). and Protected Sensing frames (see 9.6.36 (Pro-
tected Sensing frame details) that are received with the To DS subfield equal to 1. The QMF receiver shall
use the ACT encoded in the Sequence Number field of the received frame to select the replay counter to use
for the received frame. and shall use the PN from the received frame to detect replays. A replayed frame

occurs when the PN from the frame is less than or equal to the current value of the management frame replay
counter that corresponds to the ACT of the frame.
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12.5.4 GCM protocol (GCMP)
12.5.4.4 GCMP decapsulation
12.5.4.4.4 PN and replay detection

Change the third and fourth paragraphs of 12.5.4.4.4 (PN and replay detection) as defined in IEEE
P802.11az/D7.0 as follows:
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<) If dot1 IRSNAProtectedManagementFramesActivated is true. the recipient shall maintain a single replay
counter for received individually addressed robust Management frames except Protected Fine Timing
frames (see 9.6.34 (Protected Fine Timing Frame details)) and Protected Sensing frames (see 9.6.36 (Pro-
tected Sensing frame details)) that are received with the To DS subfield equal to 0. and a single replay
counter for received individually addressed robust PV1 Management frames except PV1 Protected Fine
Timing frames (see 9.6.34 (Protected Fine Timing Frame details)) and shall use the PN from the received
frame to detect replays.

‘NOTE—For sensing. PV1 Management frames are not applicable.

d) If dot11RSNAProtectedManagementFramesActivated is true and dotl1QMFActivated is also true, the
recipient shall maintain an additional replay couter for cach ACI for received individually addressed robust
Management frames exeeptProtectedFi fras Py dFre—Fs Framme
detaib and robust PV1 Management fmm:s e ; 4
Fine Tt ¥ detailsy} that are received with the To DS subﬂeld equal to 1 excem Pm!ec!ed Fme
Timing frames (sce 9.6.34 (Protected Fine Timing Frame details)). protected PV1 Protected Fine Timing
frames (see 9.6.34 (Protected Fine Timing Frame details)). and Protected Sensing frames (see 9.6.36 (Pro-
tected Sensing frame details)) that are received with the To DS subficld equal to 1. The QMF receiver shall
use the ACT encoded in the Sequence Number field of the received frame to select the replay counter to use
for the received frame. and shall use the PN from the received frame to detect replays. A replayed frame
occurs when the PN from the frame is less than or equal to the current value of the management frame replay

counter that corresponds to the ACI of the frame.
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35.3.14 Multi-link device ind

ually addressed Management frame delivery
35.3.14.1 General

This subclause describes rules for individually addressed management frame delivery by an MLD with the
cxception of the following frames:

—  CSI frame
—  Noncompressed Beamforming frame

—  Compressed Beamforming frame

—  VHT Compressed Beamforming frame

—  HE Compressed Beamforming/CQI frame
—  EHT Compressed Beamforming/CQI frame
—  Probe Response frame

—  Public Action LMR frame

—  Public Action FTM frame

—  Public Action FTM Request frame

—  Protected Fine Timing frame

An MLD shall follow the rules described in 10.3.2.14.2 (Transmitter requirements) to determine the

sequence number of an individually addressed Management frame (except the frames listed at the beginning

of 35.3.14.1 (General)) that is delivered fo the associated MLD.

An MLD shall follow the rules as deseribed in 10.3.2.14.3 (Receiver requirements) to discard duplicate

individually addressed Management frames (cxcept the frames listed at the beginning of 35.3.14.1
(General)) that are delivered from the associated MLD.

An MLD shall maintain a transmit MMPDU timer for cach MMPDU (except the frames listed at the
beginning of 35.3.14.1 (General)). The transmit MMPDU timer shall be started when the MMPDU is passed
to the MAC.

For an MLD, the frame retry counter and retry limit for cach MMPDU that belongs to a TC that requires
acknowledgment are implementation specific.
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An MLD shall continue to deliver the failed individually addressed Management frame (cxcept the frames
listed at the beginning of 35.3.14.1 (General)) to an associated MLD on the setup links subject to additional
constraints (see 35.3.7 (Link management))) until any of the following conditions oceurs:

The retry limit is met.

The transmit MMPDU timer for the MMPDU exceeds dot1 IEDCATableMSDULifetime for a non-
AP MLD or dot11QAPEDCATableMSDULifetime for an AP MLD.

‘The individually addressed Management frame is successfully delivered.




