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Comments
CID 2053
	CID
	Page
	Clause
	Duplicate of CID
	Resn Status
	Comment
	Proposed Change

	2053
	3532.00
	Annex A
	
	
	Bibliography items: B1, B4, B5, B8, B10, B12, B17, B19, B36, B38, B43, B45, B52, B54, B57, B60 are orphaned: there is no reference to them outside the bibligography
	Consider removing these items.


Discussion:

· Summary of cross-references:

· B1 – Referenced in Annex R, clause 5.1 (4562.28) – 3GPP reference to latest spec is: https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationId=799
· B4 – 3GPP2 X.S0060-0 IMS emergency sessions architecture: http://www.3gpp2.org/Public_html/specs/X.S0060-0_v1.0_080729.pdf.  No cross-reference.

· B5 – ANSI Z136.1-1993, American National Standard for the Safe Use of Lasers. No cross-reference
· B8 – ARIB STD-T71 (5.0), Broadband Mobile Access Communication System (CSMA), ARIB, Dec. 2007. No cross-reference.
· B10 – Code of Federal Regulations, Title 47, Telecommunication, Part 90, Private Land Mobile Radio Services, Section 90.210(m), Emission masks. Referenced in E2.2 (4344.7)
· B12 – Engwer, D., and Zweig, J., “Algorithmically Derived Hop Sequences,” submission 99/195 to the IEEE P802.11 Working Group, Sept. 1999. No cross-reference.

· B17 – GSMA, IR.34 v4.6, Inter-Service provider IP Backbone Guidelines, http://gsmworld.com/documents/IR3446.pdf, Apr. 2009. Annex R 3.1 (4555.9) – should be [B17], not [B16]
· B19 –IEC 60825-1:1993, Safety of laser products—Part 1: Equipment classification, requirements and user’s guide. No cross-reference.

· B36 – [B36] IETF RFC 2898, PKCS #5: Password-Based Cryptography Specification Version 2.0. RFC 2898 is cited in J2.4.1. (4465.7)
· B38 – [B38] IETF RFC 3222, Terminology for Forwarding Information Base (FIB) based Router Performance. No cross-reference. 
· B43 – IETF RFC 3693, Geopriv Requirements, Feb. 2004. No cross-reference
· B45 – IETF RFC 4493, The AES-CMAC Algorithm. RFC is referenced in clause 12.7.2 (2616.22)

· B52 – ITU Radio Regulations, volumes 1–4. No cross-reference.

· B54 –ITU-T Recommendation V.41 (11/88), Code-independent error-control system. No cross-reference.
· B57 – Maric, S. V., and Titlebaum, E. L., “A Class of Frequency Hop Codes with Nearly Ideal Characteristics for Use in Multiple-Access Spread-Spectrum Communications and Radar and Sonar Systems,” IEEE Transactions on Communications , vol. 40, no. 9, pp. 1442–1447, Sept. 1992. No cross-reference.
· B60 – Tarkoma, S., Rothenberg, C. E., and Lagerspetz, E., “Theory and Practice of Bloom Filters for Distributed Systems,” IEEE Communications Surveys and Tutorials , vol. 14, no. 1, pp. 131–155, Feb. 2011. No cross reference.
· Some cross-references exist from this list. Others reference the document in the bibliography. 

· The bloom filter reference is missed in the text introducing bloom filter.
Proposed Resolution:

REVISED. With respect to D2.0, 
Remove the following references from the Bibliography: [B4], [B5], [B8], [B12], [B19], [B38], [B43], [B52], [B54], and [B57].
Replace the bibliography entry for [B1] with:

“[B1] 3GPP TS 23.167, IMS emergency sessions architecture: https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationId=799.”

At 4434.37, change “Part 90 Subpart Z” to “Part 90 Subpart Z [B10]”
At 4555.9, change “IR.34 v4.6 [B16]” to “IR.34 v4.6 [B17]”

At 2616.22, change “IETF RFC 4493” to “IETF RFC 4493 [B45]”

At 4465.7, change “IETF RFC 2898” to “IETF RFC 2898 [B36]”

At 1435.60, change “stochastic characteristics of a Bloom filter” to “stochastic characteristics of a Bloom filter [B60]”

CID 2194
	CID
	Page
	Clause
	Duplicate of CID
	Resn Status
	Comment
	Proposed Change

	2194
	3537.00
	B.2
	
	
	WS is defined as wakeup schedule in most of the specification, but in B.2 it is defined as white spaces 3217.39 and is then is not used in B only TVWS is used and hence the definition in B.2 for WS should be deleted.  WS also shows up in the MIB, where I believe it is used as an example and means work station. WS is also used in E 3983.30 where it means white spaces. Also it would be useful to add WS into the 3.4: WS  wakeup schedule.
	Delete: "WS  white spaces"
And in E.2.5, page 4347 line 42, replace "WS" with "White Space"


Discussion:

· In 9.4.2.130, The acronym WS is introduced (1284.23): “The DMG Wakeup Schedule element is used to communicate the wakeup schedule (WS) of DMG STAs.”
· Adding the WS acronym to clause 3 would also be a good idea.
Proposed Resolution:

ACCEPTED. In addition to the Proposed Change, add “WS wakeup schedule” to clause 3.4.
CID 2199
	CID
	Page
	Clause
	Duplicate of CID
	Resn Status
	Comment
	Proposed Change

	2199
	2658.00
	12.9.2
	
	
	There has been number of attempts to fix issues in the RSNA frame pseudocode subclauses over the years, but this has never really succeeded in getting sufficient contributions and review. Consequently, the current state of clause 12.9 is not exactly ideal and it is difficult to change anything in frame encryption without making these subclauses even less in sync with rest of the standard. Taken into account the inaccuracies in the current pseudocode for TKIP/CCMP/GCMP and BIP processing, it is questionable whether these pseudocode descriptions are of any real value to implementers. In fact, they may result in incorrect implementation. Based on lack of progress in cleaning this up in the past, it does not look likely that this would get sufficient work done within the REVmd schedule. Since the related requirements on the STAs should be covered elsewhere in the standard, the time to remove these pseudocode subclauses may have arrived. If there is anything within 12.9 and its subclauses that is not covered elsewhere in the standard, such contents should be added in the other security subclauses to keep it more maintainable.
	Delete 12.9.2 and all its subclauses (page 2658 line 42 - page 2669 line 21).
In 5.1.2 (page 298 line 45), replace "the decision tree for CCMP, GCMP, and BIP defined in 12.9 is driven by MIB attributes" with "the decision tree for CCMP, GCMP, and BIP is driven by MIB attributes".
In B.4.4.1 (page 3553 lines 24-39) PC34, delete References column items 12.9.2, 12.9.2.2, 12.9.2.4, 12.9.2.6, 12.9.2.8.
In B.4.1.1 (page 3557 lines 43-56) PC34.1.10, delete References column items 12.9.2.3, 12.9.2.5, 12.9.2.7, 12.9.2.9.


Discussion:

· Clause 12.9.2 is not normative and could be removed.
· Changes in 5.1.2:

“The MAC sublayer security services provided by CCMP, GCMP, and BIP rely on information from non

MAC sublayer management or system entities. Management entities communicate information to CCMP,

GCMP, and BIP through a set of MAC sublayer management entity (MLME) interfaces and MIB attributes;

in particular, the decision tree for CCMP, GCMP, and BIP defined in 12.9 (Per-frame pseudocode) is driven

by MIB attributes.”

· The changes to the PICS look correct.
· No changes are proposed to 2583.54, but since TKIP is no longer maintained, there should be no changes to that sub-clause.

Proposed Resolution:

ACCEPTED. 
CID 2295
	CID
	Page
	Clause
	Duplicate of CID
	Resn Status
	Comment
	Proposed Change

	2295
	3778.00
	C.3
	
	
	dot11AuthenticationResponseTimeout is deprecated, but it doesn't say why (by convention, it should).  There is no obvious reason why this is deprecated.
	Change "Deprecated" to "current"


Discussion:

· 802.11 Authentication frames are used for more than just WEP protocols. For instance, they are used for Open, SAE, FT.
· dot11AuthenticationResponseTimeout behavior is described for FILS, see 2678.34:

“If the STA was attempting EAP-RP Authentication and did not successfully receive an Authentication frame within the time of dot11AuthenticationResponseTimeout, then the STA should perform retransmission procedure as defined in IETF RFC 6696. If the retransmission procedure fails, then the STA shall abandon the FILS authentication and should perform full EAP authentication via IEEE 802.1X authentication.”  

· dot11AuthenticationResponseTimeout behavior should be described for SAE and FT. It be associated with the transaction sequence number in authentication frames (for instance, it could be related to a transaction sequence number greater than 1).
· Bottom line is that this parameter cannot be deprecated.
Proposed Resolution:

ACCEPTED
CID 2341

	CID
	Page
	Clause
	Duplicate of CID
	Resn Status
	Comment
	Proposed Change

	2341
	4110.00
	C.3
	
	
	dot11RTSThreshold is limited to 65536.  This is a threshold on PSDU size.  This in turn means that it is not possible to not enable RTS/CTS for medium-size or bigger A-MPDUs
	Change 65536 to 6500631 (looking forward to HE)


Discussion:

· Mib specification text:

dot11FragmentationThreshold OBJECT-TYPE

SYNTAX Unsigned32 (256..65535)

UNITS "octets"

MAX-ACCESS read-write 

· The maximum MPDU size is 4692480
· Not sure about HE (?) but it likely makes sense to align the threshold with the maximum MPDU size.
Proposed Resolution:

REVISED. Change 65536 to 4692480.
CID 2352

	CID
	Page
	Clause
	Duplicate of CID
	Resn Status
	Comment
	Proposed Change

	2352
	2564.00
	12.5.3.4.3
	
	
	"The AAD does not include the header Duration
field, because the Duration field value might change due to normal IEEE 802.11 operation (e.g., a
rate change during retransmission). The AAD includes neither the Duration/ID field nor the HT
Control field because the contents of these fields might change during normal operation (e.g., due to
a rate change preceding retransmission)." -- duplication
	Delete the first of the cited sentences at the referenced location


Discussion:

· Text at the cited location:

“The AAD is constructed from the MPDU header. The AAD does not include the header Duration field, because the Duration field value might change due to normal IEEE 802.11 operation (e.g., a rate change during retransmission). The AAD includes neither the Duration/ID field nor the HT Control field because the contents of these fields might change during normal operation (e.g., due to a rate change preceding retransmission). The HT Control field might also be inserted or removed during normal operation (e.g., retransmission of an A MPDU where the original A MPDU included an MRQ that has already generated a response). For similar reasons, several subfields in the Frame Control field are masked to 0.  For PV0 MPDUs, the AAD construction is performed as follows.”
Proposed Resolution:

ACCEPTED.
CID 2353

	CID
	Page
	Clause
	Duplicate of CID
	Resn Status
	Comment
	Proposed Change

	2353
	2571.00
	12.5.4.3
	
	
	"The Duration
field in the AAD shall be masked to 0." - there is no Duration field in the AAD, so this statement is meaningless
	Delete the cited text at the referenced location


Discussion:

· The context of the text is as follows
The BIP Additional Authentication Data (AAD) shall be constructed from the MPDU header. The Duration

field in the AAD shall be masked to 0. The AAD construction shall use a copy of the IEEE 802.11 header

without the SC field for the MPDU, with the following exceptions:

a) FC—MPDU Frame Control field, with:

1) Retry subfield (bit 11) masked to 0

2) Power Management subfield (bit 12) masked to 0

3) More Data subfield (bit 13) masked to 0

b) A1—MPDU Address 1 field.

c) A2—MPDU Address 2 field.

d) A3—MPDU Address 3 field.
· The normative statement about the duration field should be included but could be worded more accurately.
· It would be better to include Duration in the letter list. 

· Accept the editing instruction for the change but add the text at the beginning of the bulleted list.
Proposed Resolution:

REVISED. Delete the cited text as the referenced location.
Replace:

“with the following exceptions:

a) FC—MPDU Frame Control field, with:”

with 

“with the following exceptions:

a) Duration – MPDU duration field masked to 0

b) FC—MPDU Frame Control field, with:”
CID 2354

	CID
	Page
	Clause
	Duplicate of CID
	Resn Status
	Comment
	Proposed Change

	2354
	2571.00
	12.5.4.3
	
	
	"The AAD construction shall use a copy of the IEEE 802.11 header
without the SC field for the MPDU" -- no, it doesn't, it uses the fields shown in Figure 12-25---BIP AAD Construction
	Change the cited text at the referenced location to "The AAD construction shall use fields copied from the MAC header, with the following modifications:"


Discussion:

· The context of the cited text is as follows:

The BIP Additional Authentication Data (AAD) shall be constructed from the MPDU header. The Duration field in the AAD shall be masked to 0. The AAD construction shall use a copy of the IEEE 802.11 header without the SC field for the MPDU, with the following exceptions fields copied from the MAC header, with the following modifications:

a) FC—MPDU Frame Control field, with:

1) Retry subfield (bit 11) masked to 0

2) Power Management subfield (bit 12) masked to 0

3) More Data subfield (bit 13) masked to 0

b) A1—MPDU Address 1 field.

c) A2—MPDU Address 2 field.

d) A3—MPDU Address 3 field.

Figure 12-25 (BIP AAD Construction) depicts the format of the AAD. The length of the AAD is 20 octets.
Proposed Resolution:

ACCEPTED.
CID 2403

	CID
	Page
	Clause
	Duplicate of CID
	Resn Status
	Comment
	Proposed Change

	2403
	
	C.3
	
	
	In a few places in the MIB, ^ is used for exponentiation.  Everywhere else it's for XOR
	Change ^ to ** throughout C.3


Discussion:

· In the front matter of Annex C, the draft states: “Follow the guidelines for writing MIB modules in http://www.rfc-editor.org/rfc/rfc4181.txt (including any updates thereto).” This document uses “^”.

· https://tools.ietf.org/html/rfc3418 describes a mib definition. This document uses “^”.

· https://tools.ietf.org/html/rfc2579 describes textual conventions. This document uses “^”.
· From these documents “^” should be used to express an exponent.

· In annex C, the occurrences of “**” are:

· 3794.55

· 3795.9

· 3969.34

· 3973.39

· 4045.5

· 4045.7

· 4045.23

· 4045.24 (2 times)

· 4045.39

· 4045.40

· 4055.32

· 4056.58

· 4112.38

· 4112.54

· 4135.11

· 4135.31

· 4137.44

· 4137.64

· In Annex C, the occurrences of “^” are:
· 4075.23
· 4077.55

· 4086.39

· 4101.20

· IETF seems to have adopted the convention of using “^”
Proposed Resolution:

REVISED. According to IETF documents regarding MIB modules, the convention for exponent is to use “^”. At the following locations, change “**” to “^”:
· 3794.55

· 3795.9

· 3969.34

· 3973.39

· 4045.5

· 4045.7

· 4045.23

· 4045.24 (2 times)

· 4045.39

· 4045.40

· 4055.32

· 4056.58

· 4112.38

· 4112.54

· 4135.11

· 4135.31

· 4137.44

· 4137.64

CID 2408

	CID
	Page
	Clause
	Duplicate of CID
	Resn Status
	Comment
	Proposed Change

	2408
	2593.00
	12.6.10.2
	
	
	This is the only "EAP-Packet" in the whole document.  802.1X-2010 states that "The EAPOL-EAP Packet Type was referred to as the EAP-Packet Packet Type in previous
revisions of this standard."
	Change the cited text at the referenced location to "EAPOL-EAP"


Discussion:

· For context, here is the text:
“Preauthentication uses the IEEE 802.1X protocol and state machines with EtherType 88-C7, rather than the

EtherType 88-8E. Only IEEE 802.1X frame types EAP-Packet and EAPOL-Start are valid for

preauthentication.”

· There is no “frame type” in IEEE 802.1X-2010, the field is defined as a “packet type”
Proposed Resolution:

REVISED. 
At cited location, replace “Only IEEE 802.1X frame types EAP-Packet and EAPOL-Start are valid …” with “Only IEEE 802.1X packet types EAPOL-EAP and EAPOL-Start are valid …”
CID 2493

	CID
	Page
	Clause
	Duplicate of CID
	Resn Status
	Comment
	Proposed Change

	2493
	
	12
	
	
	The resolution to CID 1365 failed to fix the two Figures referenced (and F12-47 also needs fixing in fact and F13-3 in 13.4.2 etc.)
	In Figure 12-47 change "Anonce, 0, 0, 0" to "0, Anonce, 0, {}", ", RSNE" to ", { RSNE }", "MIC, 0" to "MIC, {}" and put curly brackets around the last three arguments of the third EAPOL-Key frame.  In Figure 12-48 put curly brackets around the last two arguments of the first EAPOL-Key frame and make the fifth argument of each of the EAPOL-Key frames be "G" not "0" and change "0)" to "{} )".  Put curly brackets around the last 4 arguments of StaProcessEAPOL-Key in 12.7.9.4.  In 12.7.9.4 change "RSNE)" to "{RSNE})".  In Figure 12-50 change "0)" to "{})" in the first EAPOL-Key argument list and put curly brackets around the last 3 arguments of the second EAPOL-Key argument list.    In Figure 12-52 put curly brackets around the last argument of the EAPOL-Key argument list.  In Figure 13-2 insert ", {}" as the last argument of the first and last EAPOL-Keys; ", 0" as the sixth argument of all the EAPOL-Keys; put curly brackets around the arguments of the second and third EAPOL-Keys from the "RSNE" (included) to the closing paren (excluded).  In Figure 13-15 change "ANonce, 0)" to "0, Anonce, 0, {})" in the first EAPOL-Key argument list and put curly brackets around the last 3 arguments and insert "0," as the sixth argument of the second EAPOL-Key argument list.  In Figure 13-18 put curly brackets around the last 3 arguments and insert "0," as the sixth argument of the first EAPOL-Key argument list and change "MIC-KCK" to "0, MIC-KCK, {}" in the second EAPOL-Key argument list


Discussion:

· The EAPOL-Key notation in the figures is not consistent with the text with the new Key Data notation (the use of curly brackets): 
· After the MIC, place the key data arguments inside curly brackets “{…}”, and replace “0” with “{}”

· The proposed resolution updates figure 12-47, 12-48, 12-50, 12-52, 13-2, 13-15, 13-18 and text in 12.7.9.4
· For figures 13-2, 13-15, and 13-18 the resolution contains a proposal adding the missing key data argument as {}, to make the notation consistent throughout the standard.
· The changes for 12.7.9.4 are at 2647.15 and 2648.45, respectively.

Proposed Resolution:

ACCEPTED
CID 2512

	CID
	Page
	Clause
	Duplicate of CID
	Resn Status
	Comment
	Proposed Change

	2512
	2587.00
	12.6.3
	
	
	12.6.3 RSNA policy selection in an infrastructure BSS has lots of variation on whether it's just an AP/STA or an RSNA capable AP/STA or an RSNA-enabled AP/STA etc.
	Insert a new para at the start of the referenced subclause add "The requirements in this subclause apply to all RSNA enabled APs/STAs." then delete "RSNA capable" and "RSNA-enabled" and "RSNA enabled" throughout


Discussion:

· Paragraphs 3 and 5 of the cited clause use AP and STA without any qualifier.
· Note there is one case at 2588.27 where “RSNA enabled” is used. If we are removing “RSNA-enabled”, we should also remove “RSNA enabled”
Proposed Resolution:
ACCEPTED. Also remove “RSNA enabled” at 2588.27.
CID 2522

	CID
	Page
	Clause
	Duplicate of CID
	Resn Status
	Comment
	Proposed Change

	2522
	
	C.3
	
	
	The MIB has some variables that are "It is written by the SME or external management entity.", some that are "It is written by an external management entity." and some that are "It is written by the SME."  This implies that the SME is not considered an "external management entity", but this is not clear
	At the end of 4.9.2 add a "NOTE---The SME is not considered an external management entity."


Discussion:

· The SME is clearly defined in clause 4.9.2 and its evident from figure 4-24 that a SME is is defined as part of the IEEE 802.11 reference model. 
· There are normative requirements specified for an SME in the IEEE 802.11 specification. There are no requirements specified on an external management entity in the IEEE 802.11 standard.

· The use of “external management entity” in Annex C.3 describes which MIB variables are written by the SME as opposed to an external management entity.

· Consider the example of dot11DesiredSSID:

"This is a control variable.

It is written by an external management entity.

Changes take effect for the next MLME-SCAN.request primitive.

This attribute reflects the Service Set ID (SSID) used in the SSID

parameter of the most recent MLME-SCAN.request primitive. This value may

be modified by an external management entity and used by the local SME to

make decisions about the Scanning process."
· Clearly an external management entity is distinct from the SME. 
· Given that external management entity is only used in the PICS (Annex C), a note could be added in the PICS. 

Proposed Resolution:

REVISED. The SME is a required component to operate an IEEE 802.11 STA.  An external management entity is separate and distinct from the SME and its specification are beyond the scope of the standard. At the end of C.2, add the following as a list bullet at the end of the bulleted list:
“Note that an external management entity is a component that provides configuration that is beyond the scope of the standard.”
CID 2523

	CID
	Page
	Clause
	Duplicate of CID
	Resn Status
	Comment
	Proposed Change

	2523
	
	C.3
	
	
	The MIB has some variables that are "It is written by the STA".  It is not clear what this means, regarding whether the SME is part of the STA, i.e. whether if a MIB variable is set by the STA, that includes being set by the STA's SME, or whether necessarily means the MLME, MAC or lower layers
	Change all instances of "It is written by the STA" in C.3 to "It is written by the MAC"


Discussion:

· There are two occurences of “It is written by the STA”: 3872.50 (dot11RMLCIConfigured) and 3873.6 (dot11RMCivicConfigured). 
· For dot11RMLCIConfigured, the description states:
“It is written by an external management entity which sets the Value to true after it configures dot11STALCIEntry.

It is written by the STA when an external management entity configures dot11STALCIEntry.

Changes take effect as soon as practical in the implementation. This attribute, when true, indicates that that the station is configured with an LCI location (LCI is not Unknown). false indicates the station is not configured with an LCI location or the configured LCI Location is set to Unknown (as defined in 9.4.2.21.10 (LCI report (Location configuration information report))).”
· For dot11RMCivicConfigured), the description states:

“It is written by an external management entity which sets the Value to true when it configures dot11STACivicLocationEntry. 
It is written by the STA when an external management entity configures dot11STALCIEntry.

Changes take effect as soon as practical in the implementation. This attribute, when true, indicates that that the station is configured with a civic location (civic location is not Unknown). false indicates the station is not configured with and civic location or the configured civic Location is set to Unknown (as defined in 9.4.2.21.13 (Location Civic

report)).”

· The two boolean variables are mutually exclusive so when dot11RMLCIConfigured is set to true, dot11RMCivicConfigured would need to be false, and visa versa.
· For dot11RMLCIConfigured, the second “dot11STALCIEntry” should be “dot11RMCivicLocationEntry”
Proposed Resolution:

REVISED. 
At 3872.50 and 3873.6, change “It is written by the STA” to “It is written by the SME”
At 3872.51, change “dot11STALCIEntry” to “dot11RMCivicLocationEntry”
CID 2541

	CID
	Page
	Clause
	Duplicate of CID
	Resn Status
	Comment
	Proposed Change

	2541
	2625.00
	12.7.6.1
	
	
	The "{blah} or {boo}" notation is not clear and not all args (e.g. PMKID) are mentioned in the "Here," below
	At the end of the list in the referenced subclause add "- PMKID represents the appropriate PMKID" and "- "{a} or {b}" means that exactly one of {a} and {b} is present"


Discussion:

· The assumptions in the current draft do not include a reference to the PMKID or an explanation of the “or” notation.
· Not sure what is meant in the proposed resolution by “appropriate PMKID”, so it would be better to word the assumption more consistently with the description in message 1.
Proposed Resolution:

REVISED. At the end of the list in the referenced subclause, add:
"- PMKID represents the PMKID for the selected PMK
- in the EAPOL-key notation, an "{a} or {b}" means that exactly one of {a} and {b} is present as the KeyData”
CID 2552

	CID
	Page
	Clause
	Duplicate of CID
	Resn Status
	Comment
	Proposed Change

	2552
	
	12.12.2.1
	
	
	"To prevent key reinstallation attacks, the non-AP STA shall maintain a copy of the most recent GTK
and most recent IGTK installed as part of the FILS authentication protocol as if they were installed as a
result  of  receipt  of  EAPOL-Key  frames" -- but the requirements in 6.3.19 only apply to keys installed as a result of receipt of EAPOL-Key frames, those installed "as if".  Same issue in 13.5.1
	In 6.3.19.1.4 change "installed  as  a  result  of  receipt  of  EAPOL-Key  frames" to "installed  as  a  result  of, or as if as a result of,  receipt  of  EAPOL-Key  frames"


Discussion:

· The original text is:
“When the Key Type is Group or IGTK, and the key matches the existing GTK or IGTK installed as a result of exiting WNM sleep mode (see 11.2.3.16.1 (WNM sleep mode capability)), if any, or matches the existing GTK or IGTK installed as a result of receipt of EAPOL-Key frames (see 12.7.7.4 (Group key handshake implementation considerations)) receipt of this primitive shall have no effect.”

· The key piece is “matches the existing GTK or IGTK installed” – so why do we need the “as a result…” bit. 

· What about:

“When the Key Type is Group or IGTK, and the key matches the most recent GTK or IGTK installed, receipt of this primitive shall have no effect.”

Proposed Resolution:

REVISED. Replace
“When the Key Type is Group or IGTK, and the key matches the existing GTK or IGTK installed as a result of exiting WNM sleep mode (see 11.2.3.16.1 (WNM sleep mode capability)), if any, or matches the existing GTK or IGTK installed as a result of receipt of EAPOL-Key frames (see 12.7.7.4 (Group key handshake implementation considerations)) receipt of this primitive shall have no effect.”
With 

“When the Key Type is Group or IGTK, and the key matches the most recent GTK or IGTK installed, receipt of this primitive shall have no effect.”
CID 2626

	CID
	Page
	Clause
	Duplicate of CID
	Resn Status
	Comment
	Proposed Change

	2626
	
	12
	
	
	"Hash is" wording is inconsistent ("Hash  is  the  hash  algorithm  identified  by  the  AKM  suite  selector  (see  Table 9-151)", "Hash is the hash algorithm identified by the negotiated AKM suite selector specified in Table 9-151", "Hash is the AKM-specific hash algorithm", "Hash is the hash algorithm(#307) specific to the negotiated AKM")
	Change each of the instances of the text cited in the parenthesis in the comment to "Hash is the hash algorithm specific to the negotiated AKM (see Table 9-151)"


Discussion:

· Here is the context for each of the quoted text:

· 2612.39:
“where

— Hash is the hash algorithm identified by the AKM suite selector (see Table 9-151 (AKM suite selectors)).(

 
— "FT-R0N" is treated as an ASCII string. 

The PMKR0Name is used to identify the PMK-R0.”

· 2613.11:
“where

— Hash is the hash algorithm identified by the AKM suite selector (see Table 9-151 (AKM suite selectors))

 — "FT-R1N" is treated as an ASCII string.

PMKR1Name is used to identify the PMK-R1.”

· 2640.51:
“Hash 

is the hash algorithm identified by the negotiated AKM suite selector specified in Table 9-151 (AKM suite selectors)”

· But there are more:
· 2681.58:

“Hash 

is the AKM-specific hash algorithm”

· 2683.25

“Hash 

is the hash algorithm specific to the negotiated AKM”

· 2685.50

“Hash 

is the hash algorithm specific to the negotiated AKM”

Proposed Resolution:

REVISED. 
At 2612.39, 2613.11 

Change 

“is the hash algorithm identified by the AKM suite selector (see Table 9-151)” 

To 

“is the hash algorithm specific to the negotiated AKM (see Table 9-151)”
At 2640.51, 

Change 

“is the hash algorithm identified by the negotiated AKM suite selector specified in Table 9-151” 

To 

“is the hash algorithm specific to the negotiated AKM (see Table 9-151)”

At 2681.58, 

Change 

“is the AKM-specific hash algorithm” 

To 

“is the hash algorithm specific to the negotiated AKM (see Table 9-151)”

At 2683.25 and 2685.50, 

Change 

“is the hash algorithm specific to the negotiated AKM” 

To 

“is the hash algorithm specific to the negotiated AKM (see Table 9-151)”
CID 2722
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	2722
	2691.00
	12.6.22.1
	
	
	It doesn't make a sense, in the last sentence of 12.6.22.1, to reference 12.6.22, which leads right back to 12.6.22.1. Since the sentence states that separates RSNA is needed for cases other than the transparent FST, it would make a sense to reference 12.6.22.2 (Nontransparent multi-band RSNA), instead.
	Change "see 12.6.22 (Multi-band RSNA)" to "see 12.6.22.2 (Nontransparent multi-band RSNA)".


Discussion:

· Cited text:
“If the pairwise and group cipher suites used by a pair of multi-band capable devices to communicate with

each other in the current operating band/channel is also supported after the transfer to another band/channel

that was performed using transparent FST, the devices shall continue using the same cipher suites to

communicate with each other after the transfer. In all other cases, a separate RSNA has to be established for

the other band/channel (see 12.6.22 (Multi-band RSNA)).”
12.6.22.2 Nontransparent multi-band RSNA

An RSNA initiator can establish a nontransparent (11.32 (Multi-band operation)) multi-band RSNA with an

RSNA responder for a supported band/channel other than the current operating band/channel. The two STAs

use the same PMKSA for both the supported band/channel and the current operating band/channel and

create different PTKSAs for different bands/channels.”
· Commenter is correct.

Proposed Resolution:

ACCEPTED
CID 2140
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	2140
	
	
	
	
	WEP is obsolete but we still have it referrred to as "deprecated".  Similarly other obsolete mechanisms are refered to as deprecated.  Let's correct this.
	At 203.35 replace "A deprecated" with "An obsolete" .  At 298.48 change "deprecated" to "obsolete".  At 298.52 change "TKIP is deprecated" to "TKIP" is obsolete".  At 1166.50 (dual beacon) change "deprected" to "obsolete". At 1166.62 (dual CTS) change "deprecated" to "obsolete".  At 1735.32 change "deprecated" to "obsolete". At 2513.24 change "deprecated" to "obsolete". At 2513 change "deprecated" to "obsolete". At 3546.38 change "deprecated" to "obsolete".  At 3664.18 change "deprecated" to "obsolete".


Discussion:

· According to 11md Draft 2.0, WEP is deprecated, not obsolete.

· 1166.62, 1735.32 – Is dual CTS obsoleted or deprecated?
· 3554.7 (TKIP) – should be marked deprecated
Proposed Resolution:

REVISED. At this time, WEP and TKIP are deprecated, not obsolete. 

At 3554.7. Add the following sentence at the end of the existing text. “This capability is deprecated (applicable only to systems that are backward compatible).”

CID 2141
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	2141
	
	
	
	
	We have 7 mechanisms that are 'obsolete', Including WEP.  We have made the decision, or did we, that these would not be maintained.  If this is true we should say so.  Not sure where but we should insert somewhere text such as  "This revision marks some features as obsolete.  It should be noted that obsolete features are not maintained."
	Add "This revision marks some features as obsolete.  It should be noted that obsolete features are not maintained." somewhere appropriate.


Discussion:

· This text should likely go in the introduction. Here is the most likely place:
“Technical corrections, clarifications, and enhancements
In addition, this revision specifies technical corrections and clarifications to IEEE Std 802.11 as well as

enhancements to the existing medium access control (MAC) and physical layer (PHY) functions. In

addition, this revision removes some features previously marked as obsolete and adds new indications of

other obsolete features.”
Proposed Resolution:

REVISED. At the end of the paragraph at 9.25, add the following sentence: “It should be noted that features that are marked deprecated or obsolete are not maintained.”
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	2243
	298.00
	
	
	
	5.1.2 and 12.2.1 say WEP and TKIP are deprecated.  12.3.1 says all pre-RSNA are obsolete.  These need to be aligned.
	TGm needs to discuss and decide on a direction, then a submission will be provided with detailed changes.


Discussion:

· The only place where an obsolete statement is made with respect to WEP and TKIP is shown below. All other statements describe WEP and TKIP as deprecated.

“12.3.1 Status of Pre-RSNA security methods

Except for Open System authentication, all pre-RSNA security mechanisms are obsolete. Support for them

might be removed in a later revision of the standard.”  

· Assuming the group still agrees to maintain WEP and TKIP as deprecated, this statement should be updated.
Proposed Resolution:

REVISED. WEP and TKIP are marked as deprecated. At 2519.6, change “Except for Open System authentication, all pre-RSNA security mechanisms are obsolete.” To “Except for Open System authentication, all pre-RSNA security mechanisms are deprecated.”
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	2669
	2518.00
	12.2.10
	
	
	The requirements on a STA behavior described in the cited paragraph could be improved. The paragraph should clearly indicate that a STA needs to determine what MAC address to use when it selects a BSS for Association.
	Commenter will provide a submission to update the cited text.


Discussion:

· []

Proposed Resolution:

[]
CID 2051, 2670
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	2051
	2906.00
	17.3.5.5
	
	
	"If dot11MACPrivacyActivated is true, the initial state of the scrambler shall be reset when the STA's MAC address is changed." - There are a few problems here:
1) How does the PHY know that the MAC address have chagned.
2) If it is supposed to be pseudo-random, what does resetting it mean?
3) sometimes the scrambler initialization conveys information - how does that reconcile with resetting?
	See submission 11-18-2165

	2670
	2518.00
	12.2.10
	
	
	The reference to changing scrambler settings is PHY dependent. The text needs to be update to indicate so.
	Commenter will provide a submission to update the cited text.


Discussion:

· []

Proposed Resolution:

[]
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