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Background

Contribution 11-18-1989r0 revealed some potential security issues related to 802.11ah TWT mode due to lack of integrity protection on various TWT action frames. Following strawpolls were taken in TGm during the November 2018 meeting, with the results as follows:

SP1: Do you support that TGmd define a protected version of TWT Teardown frame under the category of S1G action frame?
· a non-AP STA or AP may request protected TWT Teardown operation in its TWT Setup frame and subsequently ignore any unprotected TWT Teardown frames received; and
· a non-AP STA or AP receiving a protected TWT Teardown frame is required to verify the MIC in the frame successfully before tearing down the TWT mode.
Result: Y/N/A = 13/0/0.

SP2: Do you support that TGmd define a protected version of TWT Setup frame under the category of S1G action frame?
· a non-AP STA may request protected TWT Setup operation in its TWT Setup (Request) frame and subsequently ignore any unprotected TWT Setup (Response) frame received; and 
· a non-AP STA receiving a protected TWT Setup frame is required to verify the MIC in the frame successfully before further processing the frame.
Result: Y/N/A = 13/0/0.

Discussions

· The Action Category to use for the new frames is S1G.
· Most robust management frames in the baseline document can be sent either protected or unprotected by flipping the value in the Protected Frame subfield in the Frame Control field.

· Between the Public Action frames and corresponding Protected Dual of Public Action frames, protected or unprotected is conveyed not only by the Protected Frame subfield in the Frame Control field but also by using different values in the Categrory field, while the Public Action field values remain, one-to-one, the same for both categories.

· However, between TWT Setup/Teardown frames and corresponding Protected TWT Setup/Teardown frames, not only Category field values are different, but also Unprotected S1G Action field value and corresponding S1G Action field value will be different. 
· Regarding how to define the Protected TWT Setup and Protected TWT Teardown frames, the frame format is straightforward, just following the unprotected TWT Setup and TWT Teardown frames (with the existing protection for robust management frames). The question is whether to restrict the transmissions of the Protected TWT Setup and Protected TWT Teardown frames to protected ONLY. There could be two options:
Option 1. Define Protected TWT Setup and Protected TWT Teardown frames as regular robust management frames that can be sent either protected or unprotected by flipping the value in the Protected Frame subfield in the Frame Control field.

· Pro: the potential of obsoleting the current (unprotected) TWT Setup and TWT Teardown frames at a future time.

· Con: before the obsoleting occurs, there will be two ways of transmitting unprotected TWT Setup and TWT Teardown, one is the current TWT Setup and TWT Teardown frames, the other is Protected TWT Setup and Protected TWT Teardown frames with the Protected Frame subfield in the Frame Control field set to 0.

Option 2. Define Protected TWT Setup and Protected TWT Teardown frames such that message integrity protection is always mandatory in these frames, and these frames are used only when management frame protection has been negotiated. (The proposed text is based on Option 2.)
The conclusion in January 2019 meeting is to keep the description of the frame format the same way as existing robust action frames, while in the procedure clause, restrict what frames be used under what circumstances and with what behaviors, etc.  
· Question for further discussions:

· Whether to add a capability bit to allow a STA to determine which to use - protected or unprotected for transmission or to allow reception of such a frame? And if yes, where to add?
· The conclusion in January 2019 meeting is to add this capability bit. An issue is raised regarding a lack of space in the RSN Capabilities field in the RSNE. An extension solution is needed.
· The currently proposed solution is to add this capability bit in the Extended Capabilities element. If this bit is set to 1, the STA transmitting the Extended Capabilities element also includes the Extended Capabilities element in the Key Data field in the EAPOL-Key frame, more specifically, in the 4-way handshake message 2 for the Supplicant and in the 4-way handshake message 3 for the Authenticator, so that the receiving STA can validate this capability bit.  
· It has been suggested that a protected version of the TWT Information frame be provided for similar security concerns.
· Therefore, in this revision (r1), we attempt to incorporate changes related to a new Protected TWT Information frame. 

· Discussion points during and after April TGm Ad-hoc F2F meeting:
· In April Ad-hoc F2F meeting, during the presentation of 114r1, most comments are directed towards the need of the new capability bit and where to include it. Suggestions were made to explore an RSN Capabilities extension in the RSNE, similar to the one proposed in doc. 11-18-1364r5.

· Except editorial comments, there were no technical issues being raised for the proposed text related to the frame format of the new frames, clause 10.48.1, PICS, or MIB.

· The authors of this document reviewed suggested alternative and are concerned with the backward compatibility issue with such approach. The authors believe that using the Extended Capabilities element and verifying it during 4-way or FT 4-way handshake can also help a number of new security related capabilities currently being considered in various task groups. Therefore, the authors continue to hold the view that the original text proposal, with the suggested editorial changes and now listed as the text proposal Option 1 in this r2 version, should be further considered by TGm.  
· For the purposes of discussion and evaluation, the authors also provide text proposal related to the suggested alternative approach as Option 2 in this r2 version.
· 






· Discussion points during and after May 3rd teleconference:
· No support for Option 3 (therefore deleted).

· To address backward compatibility issue, Option 2 needs to be revised to using a new RSN Extension element, which is included in Beacon, Probe Response, (Re)Association Request and (Re)Association Response frames, and 4-way handshake. TGm to decide on Options 1 and 2 in May meeting.
· Made editorial changes to the awkward “if … verifiable …” expressions (thanks to Mark Rison).
<Text Proposal Option 1 (the new Protected TWT Operations Support bit being included in the Extended Capabilities element)>
<Instruction to Editor: modify Table 9-153 (Extended Capabilities field) in clause 9.4.2.26 as highlighted below (baseline is P802.11 REVmd D2.0).>
	· Extended Capabilities field 
	

	Bit
	Information
	Notes
	Verifiable

	0
	20/40 BSS Coexistence Management Support
	The 20/40 BSS Coexistence Management Support field indicates support for the 20/40 BSS Coexistence Management frame and its use. The 20/40 BSS Coexistence Management Support field is set to 1 to indicate support for the communication of STA information through the transmission and reception of the 20/40 BSS Coexistence Management frame. The 20/40 BSS Coexistence Management Support field is set to 0 to indicate a lack of support for the communication of STA information through the transmission and reception of the 20/40 BSS Coexistence Management frame.
	No

	1
	GLK(11ak)
	The STA sets the GLK field to 1 when dot11GLKImplemented is true and sets it to 0 otherwise. (11ak)
	No

	2
	Extended Channel Switching
	The Extended Channel Switching field is 1 to indicate support for the communication of channel switching information through the transmission and reception of the Extended Channel Switch Announcement element and Management frame, as described in 9.6.7.7 (Extended Channel Switch Announcement frame format). The Extended Channel Switching field is 0 to indicate a lack of support for extended channel switching. 
	No

	3
	GLK-GCR(11ak)
	The STA sets the GLK-GCR field to 1 when dot11GLKGCRImplemented is true and sets it to 0 otherwise.(11ak)
	No

	4
	PSMP Capability
	This field indicates support for PSMP operation. See 10.31 (PSMP operation).

Set to 0 if the STA does not support PSMP operation

Set to 1 if the STA supports PSMP operation.
	No

	5 
	Reserved
	
	No

	6
	S-PSMP Support
	Indicates support for scheduled PSMP.

When the PSMP Capability field is equal to 0, the S-PSMP Support field is set to 0.

When the PSMP Capability field is equal to 1, the S-PSMP Support field is defined as follows:

Set to 0 if STA does not support S-PSMP 

Set to 1 if STA supports S-PSMP 
	No

	7
	Event
	The STA sets the Event field to 1 when dot11EventsActivated is true, and sets it to 0 otherwise. See 11.22.2 (Event request and report procedures).
	No

	8
	Diagnostics
	The STA sets the Diagnostics field to 1 when dot11DiagnosticsActivated is true, and sets it to 0 otherwise. See 11.22.3 (Diagnostic request and report procedures).
	No

	9
	Multicast 
Diagnostics
	The STA sets the Multicast Diagnostics field to 1 when dot11MulticastDiagnosticsActivated is true, and sets it to 0 otherwise. See 11.22.3.
	No

	10
	Location Tracking
	The STA sets the Location Tracking field to 1 when dot11LocationTrackingActivated is true, and sets it to 0 otherwise. See 11.22.4 (Location track procedures).
	No

	11
	FMS
	The STA sets the FMS field to 1 when dot11FMSActivated is true, and sets it to 0 otherwise.

See 11.2.3.14 (FMS power management) and 11.22.8 (FMS multicast rate processing).


	No

	12
	Proxy ARP Service
	The AP sets the Proxy ARP Service field to 1 when dot11ProxyARPActivated is true, and sets it to 0 otherwise. See 11.22.14 (Proxy ARP service(#145)). A non-AP STA sets the Proxy ARP Service field to 0.
	No

	13
	Collocated Interference Reporting
	The STA sets the Collocated Interference Reporting field to 1 when dot11CoLocIntfReportingActivated is true, and sets it to 0 otherwise. See 11.22.9 (Collocated interference reporting).
	No

	14
	Civic Location
	The STA sets the Civic Location field to 1 when dot11RMCivicConfigured is true, and sets it to 0 otherwise. See 11.10.9.9 (Location Civic report).
	No

	15
	Geospatial 
Location
	The STA sets the Geospatial Location field to 1 when dot11RMLCIConfigured is true, and sets it to 0 otherwise. See 11.10.9.6 (LCI report (Location configuration information report)).
	No

	16
	TFS
	The STA sets the TFS field to 1 when dot11TFSActivated is true, and sets it to 0 otherwise. See 11.22.12 (TFS procedures).
	No

	17
	WNM Sleep Mode
	The STA sets the WNM Sleep Mode field to 1 when dot11WNMSleepModeActivated is true, and sets it to 0 otherwise. See 11.2.3.16 (WNM sleep mode).
	No

	18
	TIM Broadcast
	The STA sets the TIM Broadcast field to 1 when dot11TIMBroadcastActivated is true, and sets it to 0 otherwise. See 11.2.3.15 (TIM Broadcast).
	No

	19
	BSS Transition
	The STA sets the BSS Transition field to 1 when dot11BSSTransitionActivated is true, and sets it to 0 otherwise. See 11.22.7 (BSS transition management for network load balancing).
	No

	20
	QoS Traffic 
Capability
	The STA sets the QoS Traffic Capability field to 1 when dot11QoSTrafficCapabilityActivated is true, and sets it to 0 otherwise. See 11.22.10 (QoS Traffic capability procedure).
	No

	21
	AC Station Count
	The STA sets the AC Station Count field to 1 when dot11ACStationCountActivated is true, and sets it to 0 otherwise. See 11.22.11 (AC Station Count).
	No

	22
	Multiple BSSID
	The STA sets the Multiple BSSID field to 1 when (#1095)dot11MultiBSSIDImplemented is true, and sets it to 0 otherwise. See 11.10.14 (Multiple BSSID set) and 11.1.3.8 (Multiple BSSID procedure).
	No

	23
	Timing Measurement
	The STA sets the Timing Measurement field to 1 when dot11TimingMsmtActivated is true, and sets it to 0 otherwise. See 11.22.5 (Timing measurement procedure).
	No

	24
	Channel Usage
	The STA sets the Channel Usage field to 1 when dot11ChannelUsageActivated is true and sets it to 0 otherwise. See 11.22.15 (Channel usage procedures). 
	No

	25
	SSID List
	The STA sets the SSID List field to 1 when dot11SSIDListActivated is true, and sets it to 0 otherwise. See 11.1.4 (Acquiring synchronization, scanning).
	No

	26
	DMS
	The STA sets the DMS field to 1 when dot11DMSActivated is true and sets it to 0 otherwise. See 11.22.16 (Group addressed transmission service).
	No

	27
	UTC TSF Offset
	The STA sets the UTC TSF Offset field to 1 when dot11UTCTSFOffsetActivated is true and sets it to 0 otherwise. See 11.20.3 (UTC TSF Offset procedures).
	No

	28
	TPU Buffer STA Support
	The TPU Buffer STA Support subfield indicates support for the TPU buffer STA function, as defined in 11.2.3.13 (TDLS peer U-APSD (TPU)). When dot11TDLSPeerUAPSDBufferSTAActivated is true, and to indicate support for TPU on this link, the TPU Buffer STA Support subfield is set to 1. Otherwise, the TPU Buffer STA Support subfield is set to 0 to indicate that this capability is not supported on this link.
	No

	29
	TDLS Peer PSM Support
	The TDLS Peer PSM Support subfield indicates support for TDLS peer PSM, as defined in 11.2.3.12 (TDLS peer power save mode). When dot11TDLSPeerPSMActivated is true, and to indicate support for TDLS peer PSM on this link, the TDLS Peer PSM Support subfield is set to 1. Otherwise, the TDLS Peer PSM Support subfield is set to 0 to indicate that this capability is not supported on this link.
	No

	30
	TDLS channel switching
	When dot11TDLSChannelSwitchingActivated is true, and to indicate that the STA supports TDLS with TDLS Channel Switching on this link as described in 11.21 (Tunneled direct-link setup), the TDLS Channel Switching capability subfield is set to 1. Otherwise, the TDLS Channel Switching subfield is set to 0 to indicate that this capability is not supported on this link.
	No

	31
	Interworking
	When dot11InterworkingServiceActivated is true, the Interworking field is set to 1 to indicate the STA supports interworking service as described in 11.23 (WLAN interworking with external networks procedures). When dot11InterworkingServiceActivated is false, the Interworking field is set to 0 to indicate the STA does not support this capability.
	No

	32
	QoS Map
	When dot11QosMapActivated is true, the QoS Map field is set to 1 to indicate the STA supports QoS Map service as described in 11.23.9 (Interworking procedures: support for QoS mapping from external networks). When dot11QosMapActivated is false, the QoS Map field is set to 0 to indicate the STA does not support this capability.
	No

	33
	EBR
	When dot11EBRActivated is true, the EBR field is set to 1 to indicate the STA supports EBR operation as described in 11.4 (TS operation). When dot11EBRActivated is false, the EBR field is set to 0 to indicate the STA does not support this capability.
	No

	34
	SSPN Interface
	When dot11SSPNInterfaceActivated is true, the SSPN Interface field is set to 1 to indicate the AP supports SSPN Interface service as described in 11.23.5 (Interworking procedures: interactions with SSPN). When dot11SSPNInterfaceActivated is false, the SSPN Interface is set to 0 to indicate the AP does not support this capability. Non-AP STAs set this field to 0.
	No

	35
	Reserved
	
	No

	36
	MSGCF Capability
	When dot11MSGCFActivated is true, the MSGCF Capability field is set to 1 to indicate the non-AP STA supports the MSGCF in 6.4 (MAC state generic convergence function (MSGCF)). When dot11MSGCFActivated is false, the MSGCF Capability is set to 0 to indicate the non-AP STA does not support this capability. APs set this field to 0.
	No

	37
	TDLS Support
	The TDLS Support subfield indicates support for TDLS, as defined in 11.21 (Tunneled direct-link setup). When dot11TunneledDirectLinkSetupImplemented is true, this field is set to 1 to indicate support for TDLS. The field is set to 0 otherwise, to indicate that TDLS is not supported.
	No

	38
	TDLS Prohibited
	The TDLS Prohibited subfield indicates whether the use of TDLS is prohibited. The field is set to 1 to indicate that TDLS is prohibited and to 0 to indicate that TDLS is allowed.
	No

	39
	TDLS Channel Switching Prohibited
	The TDLS Channel Switching Prohibited subfield indicates whether the use of TDLS Channel Switching is prohibited. The field is set to 1 to indicate that TDLS Channel Switching is prohibited and to 0 to indicate that TDLS Channel Switching is allowed.
	No

	40 
	Reject Unadmitted Frame
	When dot11RejectUnadmittedTraffic is true, the Reject Unadmitted Frame bit is set to 1 to indicate that the STA rejects MA-UNITDATA.request primitives for frames belonging to an unadmitted TS. 

When dot11RejectUnadmittedTraffic is false, the Reject Unadmitted Frame bit is set to 0 to indicate that the STA is not required to reject MA-UNITDATA.request primitives for frames belonging to an unadmitted TS.

When dot11RejectUnadmittedTraffic is not present, the Reject Unadmitted frame bit is set to 0.
	No

	41-43 
	Service Interval Granularity
	Duration of the shortest service interval (SI). 

Used for scheduled PSMP only.

This field is defined when the S-PSMP Support field is set to 1; 
otherwise, it is reserved.

See 11.4.6 (PSMP management).

Set to 0 for 5 ms

Set to 1 for 10 ms

Set to 2 for 15 ms

Set to 3 for 20 ms

Set to 4 for 25 ms

Set to 5 for 30 ms

Set to 6 for 35 ms

Set to 7 for 40 ms
	No

	44
	Identifier Location
	The STA sets the Identifier Location field to 1 when dot11RMIdentifierMeasurementActivated is true, and sets it to 0 otherwise. See 11.10.9.10 (Location Identifier report).
	No

	45
	U-APSD 
Coexistence

	The STA sets the U-APSD Coexistence field to 1 when dot11UAPSDCoexistenceActivated is true and sets it to 0 otherwise. See 11.2.3.5.2 (U-APSD coexistence).
	No

	46
	WNM Notification
	The STA sets the WNM Notification field to 1 when dot11WNMNotificationActivated is true and sets it to 0 
otherwise. See 11.22.17 (WNM notification).
	No

	47
	QAB Capability
	Set to 1 if AP supports QAB 
Set to 0 otherwise
	No

	48 
	UTF-8 SSID
	The SSID in this BSS is interpreted using UTF-8 encoding
	No

	49
	QMFActivated
	The STA sets the QMFActivated field to 1 when dot11QMFActivated is true and sets it to 0 otherwise. See 11.25 (Quality-of-service management frame (QMF)). 
	No

	50
	QMFReconfigurationActivated
	The STA sets the QMFReconfigurationActivated field to 1 when dot11QMFActivated is true and sets it to 0 otherwise. See 11.25 (Quality-of-service management frame (QMF)). 
	No

	51
	Robust AV Streaming
	The STA sets the Robust AV Streaming field to 1 when dot11RobustAVStreamingImplemented is true and sets it to 0 otherwise. See 11.26 (Robust AV streaming).
	No

	52
	Advanced GCR
	The STA sets the Advanced GCR field to 1 when dot11AdvancedGCRActivated is true and sets it to 0 otherwise. See 11.22.16.3 (GCR procedures).
	No

	53
	Mesh GCR
	The STA sets the mesh GCR field to 1 when dot11MeshGCRActivated is true and sets it to 0 otherwise. See 11.22.16.3 (GCR procedures).
	No

	54
	SCS
	The STA sets the SCS field to 1 when dot11SCSActivated is true and sets it to 0 otherwise. See 11.26.2 (SCS procedures).
	No

	55
	QLoad Report
	The STA sets the QLoad Report field to 1 when dot11QLoadReportActivated is true and sets it to 0 otherwise. See 11.27.2 (QLoad Report element).
	No

	56
	Alternate EDCA
	The STA sets the Alternate EDCA field to 1 when dot11AlternateEDCAActivated is true and sets it to 0 otherwise. See 10.2.3.2 (HCF contention based channel access (EDCA)).
	No

	57
	Unprotected TXOP Negotiation
	The STA sets the Unprotected TXOP Negotiation field to 1 when dot11PublicTXOPNegotiationActivated is true and sets it to 0 otherwise. See 11.27.3 (HCCA TXOP negotiation).
	No

	58
	Protected TXOP Negotiation
	The STA sets the Protected TXOP Negotiation field to 1 when dot11ProtectedTXOPNegotiationActivated is true and sets it to 0 otherwise. See 11.27.3 (HCCA TXOP negotiation).
	No

	59
	Reserved
	
	No

	60
	Protected QLoad Report
	The STA sets the Protected QLoad Report field to 1 when dot11ProtectedQLoadReportActivated is true and sets it to 0 otherwise. See 11.27.2 (QLoad Report element).
	No

	61
	TDLS Wider Bandwidth
	The TDLS Wider Bandwidth subfield indicates whether the STA supports a wider bandwidth than the BSS bandwidth for a TDLS direct link with a primary channel equal to the base channel(#1438). The field is set to 1 to indicate that the STA supports a wider bandwidth and to 0 to indicate that the STA does not support a wider bandwidth. A 160 MHz bandwidth is defined to be identical to an 80+80 MHz bandwidth (i.e., one is not wider than the other).
	No

	62
	Operating Mode Notification
	If dot11OperatingModeNotificationImplemented is true, the Operating Mode Notification field is set to 1 to indicate support for reception of the Operating Mode Notification element and the Operating Mode Notification frame.

If dot11OperatingModeNotificationImplemented is false or not present, the Operating Mode Notification field is set to 0 to indicate lack of support for reception of the Operating Mode Notification element and the Operating Mode Notification frame.
	No

	63–64
	Max Number Of MSDUs In A‑MSDU
	Indicates the maximum number of MSDUs in an A‑MSDU that the STA is able to receive from a VHT STA:

Set to 0 to indicate that no limit applies.

Set to 1 for 32.

Set to 2 for 16.

Set to 3 for 8

Reserved if A‑MSDU is not supported or if the STA is not an HT STA.
	No

	65
	Channel Schedule Management
	The STA sets the Channel Schedule Management field to 1 when dot11ChannelScheduleManagementActivated is true and sets it to 0 otherwise. See 11.43.5 (Channel schedule management (CSM) procedures).
	No

	66
	Geodatabase Inband Enabling Signal
	The STA sets the Geodatabase Inband Enabling Signal field to 1 when dot11GDDActivated is true and the STA permits GDD dependent STAs to operate. See 11.43.2 (GDD enabling STA operation).
	No

	67
	Network Channel Control
	The STA sets the Network Channel Control field to 1 when dot11NetworkChannelControlActivated is true and sets it to 0 otherwise. See 11.43.7 (Network channel control (NCC) procedures).
	No

	68
	White Space Map
	The STA sets the White Space Map field to 1 when dot11WhiteSpaceMapActivated is true and sets it to 0 otherwise. See 11.43.8 (White space map (WSM)).
	No

	69
	Channel Availability Query
	The STA sets the Channel Availability Query field to 1 when dot11GDDActivated is true and sets it to 0 otherwise. See 11.43.4 (Channel availability query (CAQ) procedure).
	No

	70
	Fine Timing Measurement Responder
	The STA sets the Fine Timing Measurement Responder field to 1 when dot11FineTimingMsmtRespActivated is true and sets it to 0 otherwise. See 11.22.6 (Fine timing measurement (FTM) procedure).
	No

	71
	Fine Timing Measurement Initiator
	The STA sets the Fine Timing Measurement Initiator field to 1 when dot11FineTimingMsmtInitActivated is true and sets it to 0 otherwise. See 11.22.6 (Fine timing measurement (FTM) procedure).
	No

	72(11ai)
	FILS Capability
	The FILS Capability field is set to 1 if dot11FILSActivated is true. Otherwise, the FILS Capability field is 0.
	No

	73
	Extended Spectrum Management Capable
	The STA sets the Extended Spectrum Management Capable field to 1 when dot11ExtendedSpectrumManagementImplemented is true and dot11VHTOptionImplemented is false, and sets it to 0 otherwise. 
	No

	74
	Future Channel Guidance
	The STA sets the Future Channel Guidance field to 1 when dot11FutureChannelGuidanceActivated is true and sets it to 0 otherwise. See 11.8.10 (Future Channel Guidance operation).
	No

	75(11aq)
	PAD
	Indicates support for PAD (see 11.24 (Preassociation discovery (PAD) procedures(11aq))). 
	No

	(Ed)76–79 
	Reserved
	
	No

	(#1293)80
	Complete List of NonTxBSSID Profiles
	This field is reserved for a non-AP STA or when the AP has (#1095)dot11MultiBSSIDImplemented set to false.

When set to 1, indicates that the frame carrying this element includes a complete list of nontransmitted BSSID profiles. When set to 0, there is no indication about the completeness of the list of nontransmitted BSSID profiles in the frame.

Also see 11.1.3.8 (Multiple BSSID procedure).
	No

	(#1284)81
	SAE Password Identifiers In Use
	The AP sets (Ed)the SAE Password Identifiers In Use field to 1 when any password in the dot11RSNAConfigPasswordValueTable(Ed) has a password identifier and sets it to 0 otherwise. See 12.4.3 (Representation of a password).
	Yes

	(#1284)82
	SAE Password Identifiers Used Exclusively
	The AP sets the SAE Password Identifiers Used Exclusively field(Ed) to 1 when every password in the dot11RSNAConfigPasswordValueTable(Ed) has a password identifier and sets it to 0 otherwise. See 12.4.3 (Representation of a password).
	Yes

	83
	Protected TWT Operations Support
	The STA sets the Protected TWT Operations Support field to 1 when

dot11ProtectedTWTOperationsImplemented is true and sets it to 0 otherwise. See 10.48.1 (TWT overview).
	Yes

	(11ai)(Ed)84–n
	Reserved
	
	No


<Instruction to Editor: insert the following paragraph immediately below Table 9-153 (Extended Capabilities field) in clause 9.4.2.26.>

A field that is indicated as verifiable (i.e., with “Yes” in the “Verifiable” column in Table 9-153) is verified in the context of security procedures at (re)association (see 12.7 and 13.8).
<Instruction to Editor: modify clause 9.6.25.1 as highlighted below (baseline is P802.11 REVmd D2.0).>

· S1G Action field

The S1G Action field values are specified in Table 9-505 (S1G Action field values(11ah)).
	· S1G Action field values(11ah)

	S1G Action field value
	Description

	0
	Reachable Address Update

	1
	Relay Activation Request

	2
	Relay Activation Response

	3
	Header Compression Update

	4
	Protected TWT Setup

	5
	Protected TWT Teardown

	6
	Protected TWT Information

	7–255
	Reserved


<Instruction to Editor: insert the following subclauses after 9.6.25.5 in P802.11 REVmd D2.1.>

9.6.25.6 Protected TWT Setup frame format

The Protected TWT Setup frame is an Action frame of category S1G and is defined to allow robust STA-STA communication of the same information that is conveyed in the TWT Setup frame that is not robust (see 9.6.24.1 (Unprotected S1G Action field)).
The Action field of the Protected TWT Setup frame has the same format as the Action field of the unprotected TWT Setup frame (see 9.6.24.8 (TWT Setup frame format)), except that the Order 2 item is the S1G Action field, which is defined in 9.6.25.1 (S1G Action field), instead of the Unprotected S1G Action field.
9.6.25.7 Protected TWT Teardown frame format

The Protected TWT Teardown frame is an Action frame of category S1G and is defined to allow robust STA-STA communication of the same information that is conveyed in the TWT Teardown frame that is not robust (see 9.6.24.1 (Unprotected S1G Action field)).
The Action field of the Protected TWT Teardown frame has the same format as the Action field of the unprotected TWT Teardown frame (see 9.6.24.9 (TWT Teardown frame format)), except that the Order 2 item is the S1G Action field, which is defined in 9.6.25.1 (S1G Action field), instead of the Unprotected S1G Action field.
9.6.25.8 Protected TWT Information frame format

The Protected TWT Information frame is an Action frame of category S1G and is defined to allow robust STA-STA communication of the same information that is conveyed in the TWT Information frame that is not robust (see 9.6.24.1 (Unprotected S1G Action field)).

The Action field of the Protected TWT Information frame has the same format as the Action field of the unprotected TWT Information frame (see 9.6.24.12 (TWT Information frame format)), except that the Order 2 item is the S1G Action field, which is defined in 9.6.25.1 (S1G Action field), instead of the Unprotected S1G Action field.
<Instruction to Editor: insert the following paragraphs after the first paragraph of clause 10.48.1 (TWT overview) in P802.11 REVmd D2.1.>
When performing the TWT operations described in 10.48.1 (TWT overview) to 10.48.8 (TWT Teardown), if management frame protection is negotiated and both STAs set the Protected TWT Operations Support field in the Extended Capabilities field that they transmit to 1, the STAs shall
— use individually addressed Protected TWT Setup, Protected TWT Teardown, and Protected TWT Information frames instead of TWT Setup, TWT Teardown, and TWT Information frames, respectively, 
— not transmit BAT, STACK, or TACK frames, and
— discard any individually addressed TWT Setup, TWT Teardown, TWT Information, BAT, STACK, or TACK frame received from the peer STA, with which management frame protection is negotiated.
STAs that exchange individually addressed Protected TWT Setup, Protected TWT Teardown, or Protected TWT Information frame shall follow the rules defined in 12.6.19 (Protection of robust Management frames).

When management frame protection is not negotiated or the Protected TWT Operations Support field in the Extended Capabilities field transmitted by either STA is set to 0, the STAs shall not use any of the Protected TWT Setup frame, the Protected TWT Teardown frame, and the Protected TWT Information frame.
<Instruction to Editor: modify clause 12.7.2 in P802.11 REVmd D2.1 as highlighted below.>
· EAPOL-Key frames

…
· Key Data. This field is a variable length(#183) field that is used to include any additional data required for the key exchange that is not included in the fields of the EAPOL-Key frame. The additional data may be zero or more element(s) (such as the RSNE and Extended Capabilities element) and zero or more key data cryptographic encapsulation(s) (KDEs) (such as GTK(s) or PMKID(s)). Elements sent in the Key Data field include the Element ID and Length subfields. KDEs shall be encapsulated using the format shown(#243) in Figure 12-35 (KDE format).

…
· 4-way handshake message 2 is an EAPOL-Key frame with the Key Type subfield equal to 1. The Key Data field shall contain an RSNE, may contain an Extended Capabilities element, and need not be encrypted. 

An ESS Supplicant’s SME shall insert the RSNE it sent in its (Re)Association Request frame, and shall insert the Extended Capabilities element it sent in its (Re)Association Request frame if, in the Extended Capabilities element it sent, it set to 1 any field of the Extended Capabilities field that is indicated as verifiable (i.e., with “Yes” in the “Verifiable” column of Table 9-153). The RSNE and the Extended Capabilities element are included as transmitted in the Management frame. On receipt of message 2, the Authenticator’s SME shall validate the selected security configuration against the RSNE received in the IEEE 802.11 (Re)Association Request, and shall validate the Extended Capabilities element included in message 2 against the Extended Capabilities element received in the IEEE 802.11 (Re)Association Request from the Supplicant.

…

· 4-way handshake message 3 is an EAPOL-Key frame with the Key Type subfield equal to 1. The Key Data field shall contain one or two RSNEs, and may contain an Extended Capabilities element. If a group cipher has been negotiated, this field shall also include a GTK. This field shall be encrypted if a GTK is included. 

(#1552)An Authenticator's SME shall insert the RSNE it sent in its Beacon or Probe Response frame, and shall insert the Extended Capabilities element it sent in its Beacon or Probe Response frame if, in the Extended Capabilities element it sent, it set to 1 any field of the Extended Capabilities field that is indicated as verifiable (i.e., with “Yes” in the “Verifiable” column of Table 9-153). When this message 3 is part of a fast BSS transition initial mobility domain association or an association started through the FT protocol, the PMKR1Name is added in the PMKID List field of the RSNE. The Supplicant’s SME shall validate the selected security configuration against the RSNE received in message 3, and shall validate the Extended Capabilities element included in message 3 against the Extended Capabilities element received in the Beacon or Probe Response frame from the Authenticator. If the second optional RSNE is present, the STA shall either use that cipher suite with its pairwise key or deauthenticate. In any of these cases, if the values do not match, then the receiver shall consider the RSNE or the Extended Capabilities element modified and shall use the MLME-DEAUTHENTICATE.request primitive to break the association. A security error should be logged at this time. 

<Instruction to Editor: modify clause 12.7.4 as highlighted below (baseline is P802.11 REVmd D2.1).>
· EAPOL-Key frame notation

…

{Key Data}


(#1365){Key Data} is a sequence of zero or more elements and KDEs, contained in the Key Data field, which may contain the following:

…

OCI KDE

is a KDE containing Operating Channel Information.(M58)

Extended Capabilities element
is described in 9.4.2.26 (Extended Capabilities element).
<Instruction to Editor: modify clause 12.7.6 as highlighted below (baseline is P802.11 REVmd D2.1).>
· 4-way handshake
· General

RSNA defines a protocol using EAPOL-Key frames called the 4-way handshake. The handshake completes the IEEE 802.1X authentication process. The information flow of the 4-way handshake is as follows:

Message 1:
Authenticator  Supplicant: EAPOL-Key(0,0,1,0,P,0,0,ANonce,0,{} or {PMKID}) (#1365)

Message 2:
Supplicant  Authenticator: EAPOL-Key(0,1,0,0,P,0,0,SNonce,MIC,{RSNE} or {RSNE, OCI KDE} or {RSNE, Extended Capabilities element} or {RSNE, OCI KDE, Extended Capabilities element}) (M58)(#1365)

Message 3:
AuthenticatorSupplicant: EAPOL-Key(1,1,1,1,P,0,KeyRSC,ANonce,MIC,{RSNE,GTK[N]} or {RSNE, GTK[N], OCI KDE} or {RSNE, GTK[N], Extended Capabilities element} or {RSNE, GTK[N], OCI KDE, Extended Capabilities element}) (M58)(#1365)

Message 4:
Supplicant  Authenticator: EAPOL-Key(1,1,0,0,P,0,0,0,MIC,{})(#1365).

The FT initial mobility domain association uses the FT 4-way handshake to establish an initial PTKSA, GTKSA and, if management frame protection is enabled, an IGTKSA, that is based on this protocol. The FT 4-way handshake protocol is described in 13.4 (FT initial mobility domain association).

Here, the following assumptions apply:

· …
· OCI KDE contains the current operating channel information for the operating channel in which the EAPOL frame is sent. OCI KDE is present when dot11RSNAOperatingChannelValidationActivated is true on the Supplicant in Message 2 and Authenticator in Message 3. Otherwise it is absent.(M58)
· Extended Capabilities element, when included in message 2, contains the Extended Capabilities element that the Supplicant sent in its (Re)Association Request frame, and when included in message 3, contains the Extended Capabilities element that the Authenticator sent in Beacon or Probe Response frame. The Extended Capabilities element is present in message 2 if, in the Extended Capabilities element that the Supplicant sent, the Supplicant set to 1 any field of the Extended Capabilities field that is indicated as verifiable (i.e., with “Yes” in the “Verifiable” column of Table 9-153), and is present in messge 3 if, in the Extended Capabilities element that the Authenticator sent, the Authenticator set to 1 any field of the Extended Capabilities field that is indicated as verifiable (i.e., with “Yes” in the “Verifiable” column of Table 9-153). Otherwise it is absent.   
…

· 4-way handshake message 2

…

· Key Data = 

· …

· OCI KDE when dot11RSNAOperatingChannelValidationActivated on the Supplicant.(M58)
· The Extended Capabilities element that the Supplicant sent in its (Re)Association Request frame, if in the Extended Capabilities element it sent, the Supplicant set to 1 any field of the Extended Capabilities field that is indicated as verifiable (i.e., with “Yes” in the “Verifiable” column of Table 9-153).
…
Otherwise, the Authenticator:

· Derives PTK.

· Verifies the message 2 MIC or AEAD decryption operation result(11ai). 

· If the calculated MIC does not match the MIC that the Supplicant included in the EAPOL-Key frame or the AEAD decryption operation returns failure(11ai), the Authenticator silently discards message 2. 

· If the MIC or AEAD decryption(11ai) is valid and this message 2 is part of a fast BSS transition initial mobility domain association or an association started through the FT protocol, the Authenticator checks that all fields of the RSNE other than the PMKID field and, if present, all fields of the Extended Capabilities element that are indicated as verifiable (i.e., with “Yes” in the “Verifiable” column of Table 9-153) bitwise matches the fields from the (Re)Association Request frame and that the FTE and MDE are the same as those provided in the AP’s (Re)Association Response frame. If the MIC or AEAD decryption(11ai) is valid and this message 2 is not part of a fast BSS transition initial mobility domain association and this message 2 is not part of an association started through the FT protocol, the Authenticator checks that the RSNE and, if present, all fields of the Extended Capabilities element that are indicated as verifiable (i.e., with “Yes” in the “Verifiable” column of Table 9-153) bitwise matches that from the (Re)Association Request frame. 

· If these are not exactly the same, the Authenticator uses MLME-DEAUTHENTICATE.request primitive to terminate the association. 

· If they do match bitwise, the Authenticator constructs message 3.
· If management frame protection is being negotiated, the AP initializes the SA Query Transaction Identifier to an implementation-specific non-negative integer value, valid for the current pairwise security association.(#59)

· 4-way handshake message 3

…

Key Data = 

· …
· OCI KDE when dot11RSNAOperatingChannelValidationActivated on the Authenticator.(M58) 
· The Extended Capabilities element that the Authenticator sent in Beacon or Probe Response frame, if in the Extended Capabilities element it sent, the Authenticator set to 1 any field of the Extended Capabilities field that is indicated as verifiable (i.e., with “Yes” in the “Verifiable” column of Table 9-153).
…
The Supplicant also:

· Verifies the RSNE and, if present, the Extended Capabilities element. If this message 3 is part of a fast BSS transition initial mobility domain association or an association started through the FT protocol, the Supplicant verifies that the PMKR1Name in the PMKID field of the RSNE is identical to the value it sent in message 2 and verifies that all other fields of the RSNE are identical to the fields in the RSNE present in the Beacon or Probe Response frames and verifies that the FTE and MDE are the same as in the (Re)Association Response frame. Otherwise, the Supplicant verifies that the RSNE is identical to that the STA received in the Beacon or Probe Response frame. If the Extended Capabilities element is present, the Supplicant verifies that all fields in the Extended Capabilities element that are indicated as verifiable (i.e., with “Yes” in the “Verifiable” column of Table 9-153) are identical to the fields in the Extended Capabilities element present in the Beacon or Probe Response frames. If any of these verification steps indicates a mismatch, the STA shall disassociate or deauthenticate. If a second RSNE is provided in the message, the Supplicant uses the pairwise cipher suite specified in the second RSNE or deauthenticates.

…
<Instruction to Editor: modify clause 13.7.1 as highlighted below (baseline is P802.11 REVmd D2.1).>
· FT reassociation in an RSN

…
The FTO shall perform a reassociation directly with the target AP via the following exchange:

FTOTarget AP: 
Reassociation Request(RSNE[PMKR1Name], Extended Capabilities element, MDE, FTE[MIC, ANonce, SNonce, R1KH-ID, R0KH-ID], RIC-Request)

Target APFTO: 
Reassociation Response(RSNE[PMKR1Name], Extended Capabilities element, MDE, FTE[MIC, ANonce, SNonce, R1KH-ID, R0KH-ID, GTK[N], IGTK[M]], RIC-Response)

…
<Instruction to Editor: modify clause 13.8 as highlighted below (baseline is P802.11 REVmd D2.1).>
· Overview

…
	· FT authentication elements

	Information
	Presence in Authentication Sequence messages
	Description

	RSN
	The RSNE is present if dot11RSNAActivated is true.
	9.4.2.24 (RSNE)

	Extended Capabilities
	The Extended Capabilities element is present in the third message if the FTO set to 1 any field of the Extended Capabilities field that is indicated as verifiable (i.e., with “Yes” in the “Verifiable” column of Table 9-153), and is present in the fourth message if the target AP set to 1 any field of the Extended Capabilities field that is indicated as verifiable (i.e., with “Yes” in the “Verifiable” column of Table 9-153).
	9.4.2.26 (Extended Capabilities element)

	…
	…
	…


…

· FT authentication sequence: contents of third message

The RSNE shall be present only if dot11RSNAActivated is true. If present, the RSNE shall be set as follows:

· Version field shall be set to 1.

· PMKID Count field shall be set to 1.

· PMKID field shall contain the PMKR1Name.

· All other fields shall be as specified in 9.4.2.24 (RSNE) and 12.6.3 (RSNA policy selection in an infrastructure BSS).

The Extended Capabilities element shall be present if the FTO set to 1 any field of the Extended Capabilities field that is indicated as verifiable (i.e., with “Yes” in the “Verifiable” column of Table 9-153).
The MDE shall contain the MDID and FT Capability and Policy fields. This element shall be identical to the MDE contained in the first message of this sequence.

The FTE shall be present only if dot11RSNAActivated is true. If present, the FTE shall be set as follows:

· …

·  (#102)The MIC shall be calculated on the concatenation of the following data, in the order given here:

· FTO’s MAC address (6 octets)

· Target AP’s MAC address (6 octets)

· Transaction sequence number (1 octet), which shall be set to the value 5 if this is a Reassociation Request frame and, otherwise, set to the value 3

· RSNE

· MDE

· FTE, with the MIC field of the FTE set to 0

· Contents of the RIC-Request (if present)
· The Extended Capabilities element (if present)
· All other fields shall be set to 0.

If resources are being requested by the FTO, then a sequence of elements forming the RIC‑Request shall be included.
· FT authentication sequence: contents of fourth message

If the status code is SUCCESS, then the following rules apply.

The RSNE shall be present only if dot11RSNAActivated is true. If present, the RSNE shall be set as follows:

· Version field shall be set to 1.

· PMKID Count field shall be set to 1.

· PMKID field shall contain the PMKR1Name

· All other fields shall be identical to the contents of the RSNE advertised by the target AP in Beacon and Probe Response frames.

The Extended Capabilities element shall be present if the target AP set to 1 any field of the Extended Capabilities field that is indicated as verifiable (i.e., with “Yes” in the “Verifiable” column of Table 9-153). 
The MDE shall contain the MDID and FT Capability and Policy fields. This element shall be identical to the MDE contained in the second message of this sequence. 

The FTE shall be present only if dot11RSNAActivated is true. If present, the FTE shall be set as follows:

· …

· (#102)The MIC shall be calculated on the concatenation of the following data, in the order given here:

· FTO’s MAC address (6 octets)

· Target AP’s MAC address (6 octets)

· Transaction sequence number (1 octet), which shall be set to the value 6 if this is a Reassociation Response frame or, otherwise, set to the value 4

· RSNE

· MDE

· FTE, with the MIC field of the FTE set to 0

· Contents of the RIC-Response (if present) 
· The Extended Capabilities element (if present)
· All other fields shall be set to 0.
<Instruction to Editor: change FT48 and FR49 in the table under B.4.4.2 MAC frames in P802.11 REVmd D2.1, as highlighted below.>
	(11ah)FT48
	S1G Action frame
	9.6.25 (S1G Action frame details(11ah))
	(RL1 OR S1GM6.13):M
	Yes  No  N/A 

	(11ah)FT48.1
	Reachable Address Update frame
	9.6.25 (S1G Action frame details(11ah))
	RL1:M
	Yes  No  N/A 

	(11ah)FT48.2
	Relay Activation Request frame
	
	RL1:O
	Yes  No  N/A 

	(11ah)FT48.3
	Relay Activation Response frame
	
	RL1:M
	Yes  No  N/A 

	(11ah)FT48.4
	Protected TWT Setup frame
	9.6.25 (S1G Action frame details(11ah))
	S1GM6.13:M
	Yes  No  N/A 

	(11ah)FT48.5
	Protected TWT Teardown frame
	9.6.25 (S1G Action frame details(11ah))
	S1GM6.13:M
	Yes  No  N/A 

	(11ah)FT48.6
	Protected TWT Information frame
	9.6.25 (S1G Action frame details(11ah))
	S1GM6.13:M
	Yes  No  N/A 


...
	(11ah)FR49
	S1G Action frame
	9.6.25 (S1G Action frame details(11ah))
	(CFAP AND CFS1G):O
	Yes  No  N/A 

	(11ah)FR49.1
	Reachable Address Update frame
	9.6.25 (S1G Action frame details(11ah))
	RL1:M
	Yes  No  N/A 

	(11ah)FR49.2
	Relay Activation Request frame
	9.6.25 (S1G Action frame details(11ah))
	RL1:M
	Yes  No  N/A 

	(11ah)FR49.3
	Relay Activation Response frame
	9.6.25 (S1G Action frame details(11ah))
	RL1:M
	Yes  No  N/A 

	(11ah)FR49.4
	Protected TWT Setup frame
	9.6.25 (S1G Action frame details(11ah))
	S1GM6.13:M
	Yes  No  N/A 

	(11ah)FR49.5
	Protected TWT Teardown frame
	9.6.25 (S1G Action frame details(11ah))
	S1GM6.13:M
	Yes  No  N/A 

	(11ah)FR49.6
	Protected TWT Information frame
	9.6.25 (S1G Action frame details(11ah))
	S1GM6.13:M
	Yes  No  N/A 


<Instruction to Editor: insert the following item in the table under B.4.28.1 S1G MAC features in P802.11 REVmd D2.1, in the order according to the item index.>
	*S1GM6.13
	Protected TWT operations
	10.48.1 (TWT overview)
	(PC 34.1.10 AND S1GM6):O
	Yes  No  N/A 


<Instruction to Editor: Change Dot11S1GStationConfigEntry in C.3 in P802.11 REVmd D2.1, as highlighted below.>
Dot11S1GStationConfigEntry ::=

SEQUENCE {

…,
dot11S1GDACTImax 





Unsigned32,
dot11ProtectedTWTOperationsImplemented



TruthValue
}
<Instruction to Editor: Insert the following after the dot11S1GDACTImax OBJECT-TYPE element in the Dot11S1GStationConfig TABLE in C.3 in P802.11 REVmd D2.1.>
dot11ProtectedTWTOperationsImplemented OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-only

STATUS current

DESCRIPTION

"This is a capability variable.

Its value is determined by device capabilities.
This attribute indicates whether the entity is capable of Protected TWT operations."

::= { dot11S1GStationConfigEntry <57>}
< -----End of Option 1------>
<Text proposal Option 2 (the new Protected TWT Operations Support bit being included in a new RSN Extension element (RSNXE))> 
· Abbreviations and acronyms

<Instruct to editor: insert the following abbreviation in subclause 3.4, maintaining alphabetical order.> 

RSNXE


Robust Security Network Extension element
· Beacon frame format

<Instruct to editor: insert a new row in Table 9-34—Beacon frame body, as follows.> 

	75(11aq)
	Service Hash 
	The Service Hash element is optionally present if dot11UnsolicitedPADActivated is true.

	76
	RSN Extension
	The RSNXE is present if any subfield of the Extended RSN Capabilities field in this element is nonzero.

	Last -1(#2116) 
	Vendor Specific
	One or more vendor-specific elements are optionally present. These elements follow all other elements.


· Association Request frame format

<Instruct to editor: insert a new row in Table 9-36—Association Request frame body, as follows.> 

	42(M85)
	Fast BSS Transition
	An FTE is present in an Association Request frame if dot11FastBSSTransitionActivated is true, dot11RSNAAuthenticationSuiteSelected is 00-0F-AC:16 or 00-0F-AC:17, and FT initial mobility domain association over FILS in an RSN is being performed.

	43
	RSN Extension
	The RSNXE is present if any subfield of the Extended RSN Capabilities field in this element is nonzero.

	Last
	Vendor Specific
	One or more vendor-specific elements are optionally present. These elements follow all other elements.


· Association Response frame format

<Instruct to editor: insert a new row in Table 9-37—Association Response frame body, as follows.> 

	53(11ak)
	GLK-GCR Parameter Set
	The GLK-GCR Parameter Set element is present if dot11GLKimplemented is true and the AP has set up a GLK-GCR for groupcast transmissions over the underlying general link. Otherwise this element is not present.

	54
	RSN Extension
	The RSNXE is present if any subfield of the Extended RSN Capabilities field in this element is nonzero.

	Last
	Vendor Specific
	One or more vendor-specific elements are optionally present. These elements follow all other elements.


· Reassociation Request frame format

<Instruct to editor: insert a new row in Table 9-38—Reassociation Request frame body, as follows.> 

	47(11ak)
	GLK-GCR Parameter Set
	The GLK-GCR Parameter Set element is present if dot11GLKImplemented is true to indicate the number of reorder buffers the STA has to support GLK-GCR with GCR block ack and respond to corresponding GLK-GCR BlockAckReq frames. Otherwise this element is not present.

	48
	RSN Extension
	The RSNXE is present if any subfield of the Extended RSN Capabilities field in this element is nonzero.

	Last
	Vendor Specific
	One or more vendor-specific elements are optionally present. These elements follow all other elements.


· Reassociation Response frame format

<Instruct to editor: insert a new row in Table 9-39—Reassociation Response frame body, as follows.> 

	(#1593)58(11ak)
	GLK-GCR Parameter Set
	The GLK-GCR Parameter Set element is present if dot11GLKimplemented is true and the AP has set up a GLK-GCR for groupcast transmissions over the underlying general link. Otherwise this element is not present.

	59
	RSN Extension
	The RSNXE is present if any subfield of the Extended RSN Capabilities field in this element is nonzero.

	Last
	Vendor Specific
	One or more vendor-specific elements are optionally present. These elements follow all other elements.


· Probe Response frame format

<Instruct to editor: insert a new row in Table 9-41—Probe Response frame body, as follows.> 

	92(11aq)
	Service Hash
	The Service Hash element is optionally present if dot11UnsolicitedPADActivated is true.

	93
	RSN Extension
	The RSNXE is present if any subfield of the Extended RSN Capabilities field in this element is nonzero.

	Last–1
	Vendor Specific
	One or more vendor-specific elements are optionally present. These elements follow all other elements, except the Requested elements.


· General

<Instruct to editor: insert a new row in Table 9-94 Element IDs in 9.4.2.1 and adjust reserved values, as follows.> 
	Fragment (see 9.4.2.188 (Fragment element(11ai)))(11ai)
	242
	N/A
	No(#1105)
	No

	RSN Extension (see 9.4.2.xxx (RSN Extension element))
	243

	N/A
	Yes
	No


	Reserved(11ai)
	244–254
	
	
	

	Element ID Extension present(#1100-Ed)
	255(#1100)
	
	
	

	Reserved(#1100)
	255
	0(11ai)
	
	


<Instruction to Editor: insert the following subclauses after 9.4.2.241 in P802.11 REVmd D2.2.>

9.4.2.242 RSN Extension element (RSNXE)

The RSNXE field contains additional information required to establish an RSNA. The format of the RSNXE

field is defined in Figure 9-xxx (RSNXE format).
	
	Element ID
	Length
	<Placeholder for

Element ID

Extension or length2>
	Extended RSN Capabilities


	Octets:
	1
	1
	1
	n

	Figure 9-xxx RSNXE format


The Element ID and Length fields are defined in 9.4.2.1 (General).

The Extended RSN Capabilities field is a bit field indicating the extended RSN capabilities being advertised by the STA transmitting the element. The length of the Extended RSN Capabilities field is a variable n, in octets. The Extended RSN Capabilities field is shown in Table 9-yyy (Extended RSN Capabilities field).
	Table 9-yyy Extended RSN Capabilities field 

	Bit
	Information
	Notes

	0
	Protected TWT Operations Support
	The STA sets the Protected TWT Operations Support field to 1 when dot11ProtectedTWTOperationsImplemented is true, and sets it to 0 otherwise. See 10.48.1 (TWT overview).

	1–(8×n-1)
	Reserved
	


If a STA does not support any of capabilities defined in the RSNXE, then the STA is not required to transmit the RSNXE.
<Instruction to Editor: modify clause 9.6.25.1 as highlighted below (baseline is P802.11 REVmd D2.0).>

· S1G Action field

The S1G Action field values are specified in Table 9-505 (S1G Action field values(11ah)).
	· S1G Action field values(11ah)

	S1G Action field value
	Description

	0
	Reachable Address Update

	1
	Relay Activation Request

	2
	Relay Activation Response

	3
	Header Compression Update

	4
	Protected TWT Setup

	5
	Protected TWT Teardown

	6
	Protected TWT Information

	7–255
	Reserved


<Instruction to Editor: insert the following subclauses after 9.6.25.5 in P802.11 REVmd D2.1.>

9.6.25.6 Protected TWT Setup frame format

The Protected TWT Setup frame is an Action frame of category S1G and is defined to allow robust STA-STA communication of the same information that is conveyed in the TWT Setup frame that is not robust (see 9.6.24.1 (Unprotected S1G Action field)).
The Action field of the Protected TWT Setup frame has the same format as the Action field of the unprotected TWT Setup frame (see 9.6.24.8 (TWT Setup frame format)), except that the Order 2 item is the S1G Action field, which is defined in 9.6.25.1 (S1G Action field), instead of the Unprotected S1G Action field.

9.6.25.7 Protected TWT Teardown frame format

The Protected TWT Teardown frame is an Action frame of category S1G and is defined to allow robust STA-STA communication of the same information that is conveyed in the TWT Teardown frame that is not robust (see 9.6.24.1 (Unprotected S1G Action field)).
The Action field of the Protected TWT Teardown frame has the same format as the Action field of the unprotected TWT Teardown frame (see 9.6.24.9 (TWT Teardown frame format)), except that the Order 2 item is the S1G Action field, which is defined in 9.6.25.1 (S1G Action field), instead of the Unprotected S1G Action field.
9.6.25.8 Protected TWT Information frame format

The Protected TWT Information frame is an Action frame of category S1G and is defined to allow robust STA-STA communication of the same information that is conveyed in the TWT Information frame that is not robust (see 9.6.24.1 (Unprotected S1G Action field)).

The Action field of the Protected TWT Information frame has the same format as the Action field of the unprotected TWT Information frame (see 9.6.24.12 (TWT Information frame format)), except that the Order 2 item is the S1G Action field, which is defined in 9.6.25.1 (S1G Action field), instead of the Unprotected S1G Action field.
<Instruction to Editor: insert the following paragraphs after the first paragraph of clause 10.48.1 (TWT overview) in P802.11 REVmd D2.1.>
When performing the TWT operations described in 10.48.1 (TWT overview) to 10.48.8 (TWT Teardown), if management frame protection is negotiated and both STAs set the Protected TWT Operations Support field in the RSNXE that they transmit to 1, the STAs shall

— use individually addressed Protected TWT Setup, Protected TWT Teardown, and Protected TWT Information frames instead of TWT Setup, TWT Teardown, and TWT Information frames, respectively, 

— not transmit BAT, STACK, or TACK frames, and

— discard any individually addressed TWT Setup, TWT Teardown, TWT Information, BAT, STACK, or TACK frame received from the peer STA, with which management frame protection is negotiated.

STAs that exchange individually addressed Protected TWT Setup, Protected TWT Teardown, or Protected TWT Information frame shall follow the rules defined in 12.6.19 (Protection of robust Management frames).

When management frame protection is not negotiated or the Protected TWT Operations Support field in the RSNXE transmitted by either STA is set to 0, the STAs shall not use any of the Protected TWT Setup frame, the Protected TWT Teardown frame, and the Protected TWT Information frame.
<Instruction to Editor: modify clause 12.7.2 in P802.11 REVmd D2.1 as highlighted below.>

· EAPOL-Key frames

…
· Key Data. This field is a variable length(#183) field that is used to include any additional data required for the key exchange that is not included in the fields of the EAPOL-Key frame. The additional data may be zero or more element(s) (such as the RSNE and RSNXE) and zero or more key data cryptographic encapsulation(s) (KDEs) (such as GTK(s) or PMKID(s)). Elements sent in the Key Data field include the Element ID and Length subfields. KDEs shall be encapsulated using the format shown(#243) in Figure 12-35 (KDE format).

…

· 4-way handshake message 2 is an EAPOL-Key frame with the Key Type subfield equal to 1. The Key Data field shall contain an RSNE, may contain an RSNXE, and need not be encrypted. 

An ESS Supplicant’s SME shall insert the RSNE it sent in its (Re)Association Request frame, and shall insert the RSNXE it sent in its (Re)Association Request frame if the RSNXE is present in the (Re)Association Request frame it sent. The RSNE and the RSNXE are included as transmitted in the Management frame. On receipt of message 2, the Authenticator’s SME shall validate the selected security configuration against the RSNE received in the IEEE 802.11 (Re)Association Request, and shall validate the RSNXE included in message 2 against the RSNXE received in the IEEE 802.11 (Re)Association Request from the Supplicant.

…

· 4-way handshake message 3 is an EAPOL-Key frame with the Key Type subfield equal to 1. The Key Data field shall contain one or two RSNEs, and may contain an RSNXE. If a group cipher has been negotiated, this field shall also include a GTK. This field shall be encrypted if a GTK is included. 

(#1552)An Authenticator's SME shall insert the RSNE it sent in its Beacon or Probe Response frame, and shall insert the RSNXE it sent in its Beacon or Probe Response frame if the RSNXE is present in the Beacon or Probe Response frame it sent. When this message 3 is part of a fast BSS transition initial mobility domain association or an association started through the FT protocol, the PMKR1Name is added in the PMKID List field of the RSNE. The Supplicant’s SME shall validate the selected security configuration against the RSNE received in message 3, and shall validate the RSNXE included in message 3 against the RSNXE received in the Beacon or Probe Response frame from the Authenticator. If the second optional RSNE is present, the STA shall either use that cipher suite with its pairwise key or deauthenticate. In any of these cases, if the values do not match, then the receiver shall consider the RSNE or the RSNXE modified and shall use the MLME-DEAUTHENTICATE.request primitive to break the association. A security error should be logged at this time. 

<Instruction to Editor: modify clause 12.7.4 as highlighted below (baseline is P802.11 REVmd D2.1).>
· EAPOL-Key frame notation

…

{Key Data}


(#1365){Key Data} is a sequence of zero or more elements and KDEs, contained in the Key Data field, which may contain the following:

…

OCI KDE

is a KDE containing Operating Channel Information.(M58)

RSNXE

is described in 9.4.2.242 (RSN Extension element).
<Instruction to Editor: modify clause 12.7.6 as highlighted below (baseline is P802.11 REVmd D2.1).>
· 4-way handshake
· General

RSNA defines a protocol using EAPOL-Key frames called the 4-way handshake. The handshake completes the IEEE 802.1X authentication process. The information flow of the 4-way handshake is as follows:

Message 1:
Authenticator  Supplicant: EAPOL-Key(0,0,1,0,P,0,0,ANonce,0,{} or {PMKID}) (#1365)

Message 2:
Supplicant  Authenticator: EAPOL-Key(0,1,0,0,P,0,0,SNonce,MIC,{RSNE} or {RSNE, OCI KDE} or {RSNE, RSNXE} or {RSNE, OCI KDE, RSNXE}) (M58)(#1365)

Message 3:
AuthenticatorSupplicant: EAPOL-Key(1,1,1,1,P,0,KeyRSC,ANonce,MIC,{RSNE,GTK[N]} or {RSNE, GTK[N], OCI KDE} or {RSNE, GTK[N], RSNXE} or {RSNE, GTK[N], OCI KDE, RSNXE}) (M58)(#1365)

Message 4:
Supplicant  Authenticator: EAPOL-Key(1,1,0,0,P,0,0,0,MIC,{})(#1365).

The FT initial mobility domain association uses the FT 4-way handshake to establish an initial PTKSA, GTKSA and, if management frame protection is enabled, an IGTKSA, that is based on this protocol. The FT 4-way handshake protocol is described in 13.4 (FT initial mobility domain association).

Here, the following assumptions apply:

· …

· OCI KDE contains the current operating channel information for the operating channel in which the EAPOL frame is sent. OCI KDE is present when dot11RSNAOperatingChannelValidationActivated is true on the Supplicant in Message 2 and Authenticator in Message 3. Otherwise it is absent.(M58)
· RSNXE, when included in message 2, contains the RSNXE that the Supplicant sent in its (Re)Association Request frame, and when included in message 3, contains the RSNXE that the Authenticator sent in Beacon or Probe Response frame. RSNXE is present in message 2 if this element is present in the (Re)Association Request frame that the Supplicant sent, and is present in message 3 if this element is present in the Beacon or Probe Response frame that the Authenticator sent.
…

· 4-way handshake message 2

…

· Key Data = 

· …

· OCI KDE when dot11RSNAOperatingChannelValidationActivated on the Supplicant.(M58)
· The RSNXE that the Supplicant sent in its (Re)Association Request frame, if this element is present in the (Re)Association Request frame that the Supplicant sent.
…
Otherwise, the Authenticator:

· Derives PTK.

· Verifies the message 2 MIC or AEAD decryption operation result(11ai). 

· If the calculated MIC does not match the MIC that the Supplicant included in the EAPOL-Key frame or the AEAD decryption operation returns failure(11ai), the Authenticator silently discards message 2. 

· If the MIC or AEAD decryption(11ai) is valid and this message 2 is part of a fast BSS transition initial mobility domain association or an association started through the FT protocol, the Authenticator checks that all fields of the RSNE other than the PMKID field and, if present, all fields of the RSNXE bitwise matches the fields from the (Re)Association Request frame and that the FTE and MDE are the same as those provided in the AP’s (Re)Association Response frame. If the MIC or AEAD decryption(11ai) is valid and this message 2 is not part of a fast BSS transition initial mobility domain association and this message 2 is not part of an association started through the FT protocol, the Authenticator checks that the RSNE and, if present, all fields of the RSNXE bitwise matches that from the (Re)Association Request frame. 

· If these are not exactly the same, the Authenticator uses MLME-DEAUTHENTICATE.request primitive to terminate the association. 

· If they do match bitwise, the Authenticator constructs message 3.
· If management frame protection is being negotiated, the AP initializes the SA Query Transaction Identifier to an implementation-specific non-negative integer value, valid for the current pairwise security association.(#59)

· 4-way handshake message 3

…

Key Data = 

· …

· OCI KDE when dot11RSNAOperatingChannelValidationActivated on the Authenticator.(M58) 
· The RSNXE that the Authenticator sent in Beacon or Probe Response frame, if this element is present in the Beacon or Probe Response frame that the Authenticator sent.
…
The Supplicant also:

· Verifies the RSNE and, if present, the RSNXE. If this message 3 is part of a fast BSS transition initial mobility domain association or an association started through the FT protocol, the Supplicant verifies that the PMKR1Name in the PMKID field of the RSNE is identical to the value it sent in message 2 and verifies that all other fields of the RSNE are identical to the fields in the RSNE present in the Beacon or Probe Response frames and verifies that the FTE and MDE are the same as in the (Re)Association Response frame. Otherwise, the Supplicant verifies that the RSNE is identical to that the STA received in the Beacon or Probe Response frame. If the RSNXE is present, the Supplicant verifies that the RSNXE is identical to that the STA received in the Beacon or Probe Response frame. If any of these verification steps indicates a mismatch, the STA shall disassociate or deauthenticate. If a second RSNE is provided in the message, the Supplicant uses the pairwise cipher suite specified in the second RSNE or deauthenticates.

<Instruction to Editor: modify clause 13.7.1 as highlighted below (baseline is P802.11 REVmd D2.1).>
· FT reassociation in an RSN

…
The FTO shall perform a reassociation directly with the target AP via the following exchange:

FTOTarget AP: 
Reassociation Request(RSNE[PMKR1Name], MDE, FTE[MIC, ANonce, SNonce, R1KH-ID, R0KH-ID], RIC-Request, RSNXE)

Target APFTO: 
Reassociation Response(RSNE[PMKR1Name], MDE, FTE[MIC, ANonce, SNonce, R1KH-ID, R0KH-ID, GTK[N], IGTK[M]], RIC-Response, RSNXE)

…
<Instruction to Editor: modify clause 13.8 as highlighted below (baseline is P802.11 REVmd D2.1).>
· Overview

…

	· FT authentication elements

	Information
	Presence in Authentication Sequence messages
	Description

	…
	…
	…

	RIC
	The RIC Data element is optionally present in the third and

fourth messages.
	9.4.2.49 (RIC Data

element (RDE))

	RSN Extension
	The RSNXE is present in the third message if the FTO set any subfield of the Extended RSN Capabilities field in this element to 1, and is present in the fourth message if the target AP set any subfield of the Extended RSN Capabilities field in this element to 1.
	9.4.2.242 (RSN Extension element)


…

· FT authentication sequence: contents of third message

…

The FTE shall be present only if dot11RSNAActivated is true. If present, the FTE shall be set as follows:

· …

·  (#102)The MIC shall be calculated on the concatenation of the following data, in the order given here:

· FTO’s MAC address (6 octets)

· Target AP’s MAC address (6 octets)

· Transaction sequence number (1 octet), which shall be set to the value 5 if this is a Reassociation Request frame and, otherwise, set to the value 3

· RSNE

· MDE

· FTE, with the MIC field of the FTE set to 0

· Contents of the RIC-Request (if present)
· RSNXE (if present)
· All other fields shall be set to 0.

If resources are being requested by the FTO, then a sequence of elements forming the RIC‑Request shall be included.

The RSNXE shall be present if the FTO set any subfield of the Extended RSN Capabilities field in this element to 1.
· FT authentication sequence: contents of fourth message

…
The FTE shall be present only if dot11RSNAActivated is true. If present, the FTE shall be set as follows:

· …

· (#102)The MIC shall be calculated on the concatenation of the following data, in the order given here:

· FTO’s MAC address (6 octets)

· Target AP’s MAC address (6 octets)

· Transaction sequence number (1 octet), which shall be set to the value 6 if this is a Reassociation Response frame or, otherwise, set to the value 4

· RSNE

· MDE

· FTE, with the MIC field of the FTE set to 0

· Contents of the RIC-Response (if present) 
· RSNXE (if present)
· All other fields shall be set to 0.
…

If resources were requested by the FTO, then a RIC-Response shall be included.

The RSNXE shall be present if the target AP set any subfield of the Extended RSN Capabilities field in this element to 1.
<Instruction to Editor: change FT48 and FR49 in the table under B.4.4.2 MAC frames in P802.11 REVmd D2.1, as highlighted below.>

	(11ah)FT48
	S1G Action frame
	9.6.25 (S1G Action frame details(11ah))
	(RL1 OR S1GM6.13):M
	Yes  No  N/A 

	(11ah)FT48.1
	Reachable Address Update frame
	9.6.25 (S1G Action frame details(11ah))
	RL1:M
	Yes  No  N/A 

	(11ah)FT48.2
	Relay Activation Request frame
	
	RL1:O
	Yes  No  N/A 

	(11ah)FT48.3
	Relay Activation Response frame
	
	RL1:M
	Yes  No  N/A 

	(11ah)FT48.4
	Protected TWT Setup frame
	9.6.25 (S1G Action frame details(11ah))
	S1GM6.13:M
	Yes  No  N/A 

	(11ah)FT48.5
	Protected TWT Teardown frame
	9.6.25 (S1G Action frame details(11ah))
	S1GM6.13:M
	Yes  No  N/A 

	(11ah)FT48.6
	Protected TWT Information frame
	9.6.25 (S1G Action frame details(11ah))
	S1GM6.13:M
	Yes  No  N/A 


...

	(11ah)FR49
	S1G Action frame
	9.6.25 (S1G Action frame details(11ah))
	(CFAP AND CFS1G):O
	Yes  No  N/A 

	(11ah)FR49.1
	Reachable Address Update frame
	9.6.25 (S1G Action frame details(11ah))
	RL1:M
	Yes  No  N/A 

	(11ah)FR49.2
	Relay Activation Request frame
	9.6.25 (S1G Action frame details(11ah))
	RL1:M
	Yes  No  N/A 

	(11ah)FR49.3
	Relay Activation Response frame
	9.6.25 (S1G Action frame details(11ah))
	RL1:M
	Yes  No  N/A 

	(11ah)FR49.4
	Protected TWT Setup frame
	9.6.25 (S1G Action frame details(11ah))
	S1GM6.13:M
	Yes  No  N/A 

	(11ah)FR49.5
	Protected TWT Teardown frame
	9.6.25 (S1G Action frame details(11ah))
	S1GM6.13:M
	Yes  No  N/A 

	(11ah)FR49.6
	Protected TWT Information frame
	9.6.25 (S1G Action frame details(11ah))
	S1GM6.13:M
	Yes  No  N/A 


<Instruction to Editor: insert the following item in the table under B.4.28.1 S1G MAC features in P802.11 REVmd D2.1, in the order according to the item index.>
	*S1GM6.13
	Protected TWT operations
	10.48.1 (TWT overview)
	(PC 34.1.10 AND S1GM6):O
	Yes  No  N/A 


<Instruction to Editor: Change Dot11S1GStationConfigEntry in C.3 in P802.11 REVmd D2.1, as highlighted below.>
Dot11S1GStationConfigEntry ::=

SEQUENCE {

…,
dot11S1GDACTImax 





Unsigned32,
dot11ProtectedTWTOperationsImplemented



TruthValue
}
<Instruction to Editor: Insert the following after the dot11S1GDACTImax OBJECT-TYPE element in the Dot11S1GStationConfig TABLE in C.3 in P802.11 REVmd D2.1.>
dot11ProtectedTWTOperationsImplemented OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-only

STATUS current

DESCRIPTION

"This is a capability variable.

Its value is determined by device capabilities.
This attribute indicates whether the entity is capable of Protected TWT operations."

::= { dot11S1GStationConfigEntry <57>}
Abstract


This document proposes text changes to P802.11 REVmd D2.0 for adding integrity-protected version of some TWT action frames. This text proposal also addresses LB236 comments CIDs 2715 and 2716.





Revision history:


R0: initial submission in January 2019.


R1: update based on feedback received in January 2019, and add Protected TWT Information frame.


R2: made various editorial changes based on feedback from Mark Rison; discussed three options of way forward; provided two versions of text proposal based on the first two options (the third option doesn’t require text changes in REVmd). 


R3: removed Option 3; revised Option 2 to using a new RSN Extension element.











�Propose to use IE ID 243 in order to keep overhead low since RSNXE is included in Beacons. Can use 255 as well.


�Or Yes to allow the use of element fragmentation?


�Should we consider adding another length field to indicate the length of the Extended RSN Capabilities field so that other non-bit fields, such as for a Cipher Suite Selector, can be added after this field in the future? 


�The following portion is a clean-up copy from the same portion in Option 1 text, with differences being highlighted with yellow background.


�Text changes to Clauses 12 and 13 are largely the same text changes as in Option 1, except that Extended Capabilities element is replaced with RSNXE, with necessary editorial changes.  


�The following PICS/MIB portion is same as the PICS/MIB portion in the Option 1 text.
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