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Discussion: 

SFD (document 17/0462r14) requirements 6 (Security) (17), (18) and (19): 

(17) For secure HEz ranging measurement (general operation):

a. Secure HEz ranging measurement procedure is limited to a single ISTA (extension to multiple ISTAs is TBD):

b. The keys or cipher sequence (if needed) for LTF sequence generation are the result of the FTM negotiation.

c. LTF sequence generation information for the first measurement instance is a part of an IFTM, the measurement phase only commences once the negotiation is successful.

d. The frame used to deliver subsequent LTF sequence generation information is the protected LMR frame [Jan 2018, 11-18/0229r1]

(18) For secure HEz ranging measurement (normal operation):

a. The specifics of LTF sequence generation information are TBD, but this information is associated with a Sequence Authentication Code (SAC).

b. The Trigger Frame (TF) -> Location Uplink Sounding indicates the SAC for the following NDP frame corresponding to the LTF generation information.

c. The SAC is also included in the IFTM for the first measurement instance and in the LMR for subsequent measurement instances.

d. An adversary doesn’t know the SAC and is unable to predict it.

e. In addition, the SAC and its associated measurement results are carried in the LMR.

f. If an incorrect SAC is received by the ISTA, the ISTA may respond with a known LTF sequence or with any other LTF sequence and discards the current SAC and associated LTF sequence generation information.

g. The size of the SAC should be sufficiently long to prevent simple guessing [Jan 2018, 11-18/0229r1]

(19) For secure HEz ranging measurement (LMR error recovery operation):

a. The LMR is an Action No ACK frame

b. If the LMR was not correctly received:

i. For UL NDP, the ISTA uses a known UL NDP LTF sequence (not suitable for measurement).

ii. For DL NDP, the RSTA may use the secured DL NDP LTF sequence (not suitable for measurement).

iii. If two sided LMR is used, the ISTA indicates measurements are invalidated.

iv. The RSTA sends a new PMF protected LMR frame with a new SAC and new sequence generation information (measurements results included in the LMR are invalid only for the immediate HEz case).

v. The ISTA may come back to the channel and participate in a new sounding sequence at the next availability interval by responding to a future TF Location -> Poll. [Jan 2018, 11-18/0229r1]
The following is the proposed new requirements for the channel access error recovery operation. 

(20) For secure HEz ranging measurement (Channel access error recovery operation):

a. If an RSTA failed to receive an UL NDP from an ISTA, the RSTA discards the current SAC and associated LTF sequence generation information. 
b. In a new sounding sequence, an RSTA that does not have current SAC and associated LTF sequence generation information sets the SAC in the Trigger Frame (TF) -> Location Uplink Sounding to the TBD (pre-determined) value to indicate that a new LTF Sequence Generation information is needed.

c. An ISTA that received the Trigger Frame (TF) -> Location Uplink Sounding whose the SAC is set to the TBD (pre-determined) value determines the LTF sequences of the UL NDP and DL NDP to the TBD (pre-determined) sequence.

9.4.2.251 Secure LTF Parameters 

TGaz Editor: Change the following in 9.4.2.251:

The Secure LTF Parameters element contains a set of fields. The Secure LTF Parameters element is optionally included in the initial Fine Timing Measurement frame, as described in
9.6.8.33 (Fine Timing Measurement frame format), and the Location Measurement Report frame, as described in 9.6.8.37 (Location Measurement Report frame format) for a secure LTF measurement exchange mode of the VHTz and HEz ranging protocol (see 11.22.6.4a (Secure LTF Measurement Exchange Protocol)). The use of the Secure LTF Parameters element is described in 11.22.6 (Fine timing measurement (FTM) procedure).

The format of the Secure LTF Parameters element is shown in 9-610c (Secure LTF Parameters element format).

	
	Element ID (255)
	Length
	Element ID Extension
	LTF Sequence Generation Information
	LTF 
Generation SAC 
	Range Measurement  SAC

	Octets
	1
	1
	1
	<TBD>
	<TBD>
	<TBD>


Figure 9-610c Secure LTF Parameters element format

The Element ID, Length and Element ID Extension fields are defined in 9.4.2.1 (General).

The LTF Sequence Generation Information field is used to determine the randomized LTF sequence of an UL NDP and DL NDP immediately followed after the NGP NDPA frame, in a VHTz mode. in one of the following secure LTF measurement exchange sequences:
— An UL NDP and a DL NDP immediately followed after a Ranging NDPA frame, in a VHTz mode.

— An UL NDP, a Ranging NDPA frame, a DL NDP immediately followed after a Location variant HEz Uplink Sounding Trigger frame, in an HEz mode.
The specific LTF Sequence Generation Information field format is 9-610d (LTF Sequence Generation Information field format) (The keys or cipher sequence (if needed) for LTF Sequence Generation are the result of the FTM negotiation). This field is present in the Location Measurement Report frame transmitted from an RSTA to an ISTA and is reserved otherwise.   
	
	Number of Secure LTF Sequence 
	Reserved

	Octets
	<TBD>
	<TBD>


Figure 9-610d LTF Sequence Generation Information field format 

The LTF Generation SAC field is used to authenticate that the randomized LTF sequence is generated from a reliable LTF Sequence Generation Information. The value of the LTF Generation SAC field is associated with LTF Sequence Generation Information carried in the same Secure LTF Parameters element. The specific field format is TBD. This field is present in the Location Measurement Report frame transmitted from an RSTA to an ISTA and is reserved otherwise.  
The Range Measurement SAC field is used to verify that range measurement results of the Location Measurement Report frame are calculated using the same LTF sequence between ISTA and RSTA. The specific field format is TBD. This field is reserved in the initial Fine Timing Measurement frame.

TGaz Editor: Insert the following subclauses at the end of the 11.22.6.4a.1:

11.22.6.4a Secure LTF Measurement Exchange Protocol 
11.22.6.4a.2 HEz mode 

An RSTA sends a Location variant HEz Uplink Sounding Trigger frame where the LTF Generation SAC subfield in the Trigger Dependent User Info field in the Location variant HEz Uplink Sounding Trigger frame is set to the same value as in the LTF Generation SAC field in the Secure LTF Parameters field in the most recently transmitted an initial Fine Timing Measurement frame or a Location Measurement Report frame, except when a current LTF Generation SAC and its associated LTF Sequence Generation Information stored as the RSTA have been discarded. In which case, an RSTA that sends a Location variant HEz Uplink Sounding Trigger frame shall set the LTF Generation SAC subfield in the Trigger Dependent User Info field in the Location variant HEz Uplink Sounding Trigger frame to the TBD (pre-determined) value to indicate that a new LTF Sequence Generation information is needed. 

If the RSTA successfully receives an UL NPD a SIFS after the Location variant HEz Uplink Sounding Trigger frame, the RSTA shall respond with a Ranging NDP Announcement frame followed after a SIFS by a DL NDP and followed after a SIFS by a Location Measurement Report frame, where the Location Measurement Report frame shall contain a Secure LTF Parameters field with a new LTF Generation SAC and a new LTF Sequence Generation Information associated with the LTF Generation SAC. Otherwise, the RSTA shall follow the rules in 10.22.2.2 (EDCA backoff procedure) as the frame exchange is not successful, and it shall discard a current LTF Generation SAC and its associated LTF Sequence Generation Information stored at the RSTA. 

The RSTA determines the LTF sequence of the UL NDP and the LTF sequence of the DL NDP with the LTF Sequence Generation Information in the Secure LTF Parameters field in the most recently transmitted an initial Fine Timing Measurement frame or a Location Measurement Report frame that is associated with the LTF Generation SAC subfield in the Trigger Dependent User Info field in the transmitted Location variant HEz Uplink Sounding Trigger frame, except when the LTF Generation SAC subfield in the Trigger Dependent User Info field in the transmitted Location variant HEz Uplink Sounding Trigger frame is equal to the TBD (pre-determined) value to indicate that a new LTF Sequence Generation information is needed. In which case, the LTF sequence of the UL NDP and the LTF sequence of the DL NDP are determined to the TBD (pre-determined) sequence. 
NOTE1 – TBD (pre-determined) sequence is not suitable for a range measurement. 
When an ISTA receives a Location variant HEz Uplink Sounding Trigger frame and a value of the LTF Generation SAC subfield in the Trigger Dependent User Info field in the Location variant HEz Uplink Sounding Trigger frame is equal to a value of the LTF Generation SAC subfield in the Secure LTF Parameters field stored at the ISTA, the ISTA determines the LTF sequence of an UL NDP transmitted a SIFS after the Location variant HEz Uplink Sounding Trigger frame and LTF sequence of a DL NDP received a SIFS after a Ranging NDP Announcement frame with the LTF Sequence Generation Information associated with the value of the LTF Generation SAC subfield in the Trigger Dependent User Info field in the Location variant HEz Uplink Sounding Trigger frame. The ISTA discards a current LTF Generation SAC and its associated LTF Sequence Generation Information stored at the ISTA.   
When an ISTA receives a Location variant HEz Uplink Sounding Trigger frame and a value of the LTF Generation SAC subfield in the Trigger Dependent User Info field in the Location variant HEz Uplink Sounding Trigger frame is not equal to a value of the LTF Generation SAC subfield in the Secure LTF Parameters field stored at the ISTA, the ISTA determines the LTF sequence of an UL NDP transmitted a SIFS after the Location variant HEz Uplink Sounding Trigger frame and LTF sequence of a DL NDP received a SIFS after a Ranging NDP Announcement frame to TBD (pre-determined) sequence or any other LTF sequence and discards a current LTF Generation SAC and its associated LTF Sequence Generation Information stored at the ISTA. 

When a Location Measurement Report frame contains range measurement results calculated from an UL NDP and a DL NDP that have a secure LTF sequence suitable for a range measurement, a STA that transmits the Location Measurement Report frame shall include the Secure LTF Parameters field in the Location Measurement Report frame and set a value of the Range Measurement SAC subfield in the Secure LTF Parameters field in the Location Measurement Report frame to the same value as in the LTF Generation SAC field in the Trigger Dependent User Info field in the Location variant HEz Uplink Sounding Trigger frame that solicited the UL NDP and the DL NDP.
The LTF Generation SAC and its associated LTF Sequence Generation Information parameters carried in an initial Fine Timing Measurement frame, a Location Measurement Report frame, and a Location variant HEz Uplink Sounding Trigger frame are illustrated in Figure 11-xx (Normal secure measurement exchange in HEz mode). 


[image: image1.emf]Initiating STA

Responding STA

I

n

it

ia

l

 F

T

M

 R

e

q

u

e

s

t 

(

S

e

c

u

re

 

L

T

F

 R

e

q

u

i

re

d

)

A

ck

F

T

M

 (

LT

F

_

G

E

N

_

IN

F

O

1

, 

L

T

F

_

G

E

N

_

S

A

C

1

)

D

L

 N

D

P

_

1

L

M

R

_

1

 (

L

TF

_

G

E

N

_

IN

F

O

2

, 

L

T

F

_

G

E

N

_

S

A

C

2

)

Ac

k

UL

 

N

DP

_

1

LTF Sequence of UL NDP_1 is 

derived from LTF_GEN_INFO1

LTF Sequence of DL NDP_1 is 

derived from LTF_GEN_INFO1

NOTE 1 -

When LMR_2 is a delayed feedback type, Range Measurement SACcarried in LMR_2 is set to LTF_GEN_SAC1. 

When LMR_2 is an immediate feedback type, Range Measurement SAC carried in LMR_2 is set to LTF_GEN_SAC2.  
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Figure 11-xx— Normal secure measurement exchange in HEz mode
When there is a transmission failure within a secure measurement exchange sequence, the recovery procedure of the LTF Generation SAC and its associated LTF Sequence Generation Information parameters is illustrated in Figure 11-yy (Error recovery of secure measurement exchange in HEz mode).
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Figure 11-yy— Error recovery of secure measurement exchange in HEz mode
Abstract





This submission proposes P802.11az draft amendment text for the P802.11az HE secure range measurement protocol. This submission addresses SFD (document 17/0462r14) requirements 6 (Security) (17), (18) and (19). The baseline documents that this proposal depends on are (clause numbering relative to .11aj, .11ak, .11aq, .11ax and .11ay) 


D1.0 of REVmd


D8.0 of PIEEE802.11aj


D5.0 of PIEEE802.11ak


D13.0 of PIEEE802.11aq


D1.0 of PIEEE802.11ay and D2.3 of IEEE 802.11ax 
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