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	10.12.6
	59
	7
	Security is an important requirement when establishing the link from a STA to the database to obtain available channels. Clause 8 has covered security features for the 802.11 air interface. However, since the link between a STA to the database may also involve other medium, further explanations are needed on top of the RLQP.
	Include additional explanations on how security features can be enabled when connecting STAs and the RLS through the DS


Discussion: 

Secured connection between the GDC enabling STA and the RLSS can be supported by employing security-related features through the LLC/SNAP protocols. Subclause 10.24.3.3 has provided information on the use of Ethertype 89-0d in LLC/SNAP, while Annex H (REVmb D12) has given the references and format of the Ethertype frame body. Therefore, to address the concern of the commenter, additional description could be added to 10.24.3.3 to point out the possibility of employing security protocols in the LLC/SNAP to support secured connectivity between the GDC enabling STA and the RLSS.
Proposed Resolution: 

Revised for CID 1173, per discussion and editing instructions in 11-12-0031-01-00af.
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	10.12.6.2
	59


	32
	FCC rules say "TV band devices shall incorporate adequate security measures to ensure that they are capable of communicating for purposes of obtaining lists of available channels only with databases operated by administrators authorized by the Commission, and to ensure that communications between TV band devices and databases between TV band devices are secure to prevent corruption or unauthorized interception of data. This requirement includes implementing security for communications between Mode I personal portable devices and fixed or Mode II devices for purposes of providing lists of available channels."
	Security procedure for the transportation of list of available channels should be described.


Discussion: 

Paragraphs 3 through the end of Subclause 10.38.2 have covered the scenarios where authentication and secured association are required between the GDC enabling STA (equivalent to fixed devices or Mode II portable device in the FCC rules) and the GDC dependent STA (equivalent to Mode I portable device in the FCC rules). The concern of the commenter has been addressed.
Proposed Resolution: 

Revised for CID 1186, per discussion and editing instructions in 11-12-0031-01-00af.
Editing instructions:

10.24 WLAN interworking with external networks procedures

10.24.3.3 Registered Location Query Protocol (RLQP) procedures

TGaf Editor: Insert the following text after the last paragraph:

In some regulatory domains, the GDC enabling STA may be required to have secured connection with the RLSS. In the case where security is required by regulation, the Ethertype 89-0d frame body may employ corresponding security features. Alternatively, various security protocols may also be selected by setting the Ethertype field to respective values. The list of applicable protocols in the Ethertype can be found in IEEE Registration Authority Committee (RAC).
Abstract


This document presents resolutions to security-related comments 1173 and 1186 received in Letter Ballot 171 of 802.11af draft 1.05. Some terminologies have evolved along the process of updating the preliminary draft to the latest draft 1.05. This document uses the updated terms consistent to draft 1.05.
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