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LB 171 CID 951:
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	The FCC requirement for embedded geo-location limits the placement of Mode II APs indoors, restricting placement to be near a window or another location where GPS lock can be obtained.  This severly limits the placement of APs indoors. The standard needs support for a low-rate enabler which can be placed near a window where it can obtain GPS lock and can provide enablment to all the Mode I AP and STAs throughout the building.  In addition, this makes it possible for Mode I APs to be used, which reduces the complexity of these APs since they no longer require embedded GPS.
	Add text from document IEEE 802.11-11/257.
	951


Introduction
Interpretation of a Motion to Adopt

A motion to approve this submission means that the editing instructions and any changed or added material are actioned in the TGaf Draft.  This introduction is not part of the adopted material.

Editing instructions formatted like this are intended to be copied into the TGaf Draft (i.e. they are instructions to the 802.11 editor on how to merge the text with the baseline documents).

TGaf Editor:  Editing instructions preceded by “TGaf Editor” are instructions to the TGaf editor to modify existing material in the TGaf draft.   As a result of adopting the changes, the TGaf editor will execute the instructions rather than copy them to the TGaf Draft.

Submission Note: Notes to the reader of this submission are not part of the motion to adopt.  These notes are there to clarify or provide context.
Discussion:
FCC rules require secure transmission of  White space map (WSM)  and Contact Verification Signal (CVS). To comply with this requirement, in the current 802.11af draft a GDC dependent STA requires a continuous “secure association” to a  GDC enabling AP.   Since, 802.11 Revmb does not permit more than one association, the enabling AP will have to also provide data services.  All APs will need to be enablers to associate dependent STAs.  In the FCC context, APs would have to be Mode II and have accurate geo location capability.  This document proposes a method that allows STAs to obtain enablement  from a Mode II AP and then associate with an AP that is not a GDC enabling AP such as a Mode 1 AP while communicating packets pertaining to the GDC enablement securely with its GDC enabling AP.
Editing instructions:
6.3 MLME SAP Interface

TGaf editor: Insert a new subclause at the end of subclause 6.3.99 as follows:
6.3.100 CVS request
The following MLME primitives support the signaling of the CVS request. Figure 6-af3 depicts the CVS request process. The figure illustrates the basic protocol, which is only an example and is not meant to be exhaustive of all possible protocol uses.
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Figure 6-af3—CVS Request Signal Protocol Exchange

6.3.100.1 MLME-CVSRequest.request

6.3.100.1.1 Function

This primitive requests that a (Protected or self Protected)  CVS request  frame be sent to a peer entity. 

6.3.100.1.2 Semantics of the Service Primitive

The primitive parameters are as follows:

MLME-CVSRequest.request(

PeerSTAAddress,
CVS request
)
	Name
	Type
	Valid Range
	Description

	PeerSTAAddress
	MAC Address
	Any valid individual MAC Address
	Specifies the address of the peer MAC entity with which to perform the CVS request.

	Protected
	Boolean
	True, false
	Specifies whether the request is sent using a Robust Management frame.

If true, the request is sent using the Protected CVS request  frame.  The protected CVS request frame may be a protected dual public action CVS Request frame  or self protected CVS Request action frame.  If false, the request is sent using the CVS request frame.

	CVS request
	Sequence of octets
	As defined in 
8.5.8.af8
	Specifies the service parameters for the CVS request


6.3.100.1.3 When Generated

This primitive is generated by the SME to request that a (Protected) CVS request frame  be sent to the peer entity.

6.3.100.1.4 Effect of Receipt

On receipt of this primitive, the MLME constructs a CVS request  frame. The STA then attempts to transmit this to the peer entity.

6.3.100.2 MLME-CVSRequest.indication

6.3.100.2.1 Function

This primitive indicates that a (Protected) CVS request frame was received from a peer entity. 

6.3. 100.2.2 Semantics of the Service Primitive

The primitive parameters are as follows:

MLME-CVSRequest.indication(

PeerSTAAddress,
CVS request
)
	Name
	Type
	Valid Range
	Description

	PeerSTAAddress
	MACAddress
	Any valid individual MAC Address
	The address of the peer MAC entity from which a CVS request frame was received.

	CVS request
	Sequence of octets
	As defined in 

8.5.8.af8
	Specifies the service parameters for the CVS request


6.3.100.2.3 When Generated

This primitive is generated by the MLME when a valid (Protected) CVS request  frame is received.

6.3.100.2.4 Effect of Receipt

On receipt of this primitive, the SME should operate according to the procedure in 10.38.5
8.4 Management frame body components
8.4.2 Information elements
8.4.2.27 RSN element
8.4.2.27.4 RSN capabilities

TGaf Editor: Change description of Bits 8 to 15 in  Figure 8-188 (RSN Capabilities field format) as follows
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TGaf Editor:  Change the last sentence of Clause 8.4.2.27.4 as follows
Bit 14 Enablement Key derived during secure association with a GDC dependent STA

Bits  8 and 15 are reserved. The remaining subfields of the RSN Capabilities field are reserved

8.5 Action frame format details

8.5.8 Public Action frame details

8.5.8.1 Public Action frames

Insert the following rows in Table 8-210:
Table 8-210 Public Action field values

	Action field value
	Description

	<ANA>
	CVS request


TGaf Editor: Insert the following new sub clauses after 8.4.2.af6, as shown:

8.5.8.36 CVS Request frame format

The CVS request frame is a Public Action frame that is transmitted by a GDC-dependent STA to its GDC enabling STA to request that a CVS be sent to it.   The format of the CVS request frame body is shown in Figure  8-42af8.
	
	Category
	Action

	Octets:
	1
	1


Figure 8-42af8—CVS Request frame Action field format
The Category field is set to the value for public action defined in Table 8-36 (Category values).

The Action field is set to indicate a CVS request frame, as defined in Table 8-131 (Public Action field values). 
8.5.11 Protected Dual of Public Action frame details

8.5.11.1 Protected Dual of Public Action details

TGaf Editor: Add a new row in the Table 8-143 (Protected Dual of Public Action field values) as shown:

Table 8-227– Protected Dual of Public Action field values

	Action field value
	Description

	<ANA>
	Protected CVS request


TGaf Editor: Insert the following text after 8.5.11.21:

8.5.11.21 Protected CVS request frame format

The Protected CVS request frame format is the same as the CVS request  frame format (see 8.5.8.36). It is used instead of the CVS request frame when Management Frame Protection is negotiated.
8.5.16 Self-protected Action frame details

8.5.16.1 Self-protected Action fields
TGaf Editor: Add a new row in the Table 8-261 (Self Protected Action field values) as shown:

Table 8-261– Self-protected Action field values

	Action field value
	Description

	<ANA>
	Self Protected CVS

	<ANA>
	Self Protected CVS request

	<ANA>
	Self Protected CAQ


TGaf Editor: Insert the following text after 8.5.11.21:
8.5.16.af1 Self-protected CVS request frame format

The self-protected CVS request frame format is based on the CVS request  frame format (see 8.5.8.36). It is used instead of the CVS request frame when operating with a GDC enabling STA without an association.
	Order
	Information
	Notes

	1
	Category
	

	2
	Self protected Action
	

	3
	CCMP Header
	

	4
	Encrypted MIC
	


The construction of self protected CVS Request is described in 10.38.af1 
8.5.16.af2 Self-protected CVS format

The self-protected CVS frame format is based on the  CVS frame format (see 8.5.8.35). It is used instead of the CVS frame when operating with a GDC enabling STA without an association.

	Order
	Information
	Notes

	1
	Category
	

	2
	Self protected Action
	

	3
	CCMP Header
	

	4
	Encrypted  CVSIE
	

	5
	Encrypted MIC
	


The construction of self protected CVS is described in 10.38.af1 
8.5.16.af3 Self-protected CAQ format

The self-protected CAQ  frame format is based on the  CAQ frame format (see 8.5.8.32). It is used instead of the CVS frame when operating with a GDC enabling STA without an association.
	Order
	Information
	Notes

	1
	Category
	

	2
	Self protected Action
	

	3
	CCMP Header
	

	4
	Encrypted  CAQ 
	Consists of all fields following in CAQ public action frame following the action field (see Figure 8-459k—Channel Availability Query frame Action field format)

	5
	Encrypted MIC
	


The construction of self protected CAQ is described in 10.38.af1 
10.38.2
TGaf editor: Insert the following after the last paragraph of 1038.2
In regulatory domains, where have secure communication between  the GDC dependent STA and GDC enabling STA that provided the enablement is required,  the GDC dependent station and GDC enabling station may also establish an Enablement Key  (see clause 11.6.1.3 ) during secure association procedure that can be used for secure communication between GDC dependent station and GDC enabling station  for the CVS, CVS Request and CAQ messages even after the GDC dependent station disassociates from the GDC enabling station.
10.38.5 Contact Verification Signal
TGaf editor: Insert the following paragraph after the last paragraph of 10.39.5 as follows: 
A GDC dependent STA with dot11ContactVerificationSignalActivated set to true may also send a CVS request message to the enabling STA to request a CVS from the GDC enabling STA.  The CVS request may be sent only if there is at least dot11CVSResponseTimeout time before the expiry of the dot11ContactVerificationSignalInterval from the last CVS.  In response to the CVS request, the GDC enabling STA should send a CVS within dot11CVSResponseTimeout.

In regulatory domains, where secure communication between  an enabled GDC dependent STA and its enabling  GDC enabling STA is required,  self protected versions of   CVS Request and CVS frame shall be used between the GDC dependent STA and GDC enabling STA are not associated.
10.38.6 Channel Availability Query
TGaf editor: Change the second paragraph of 10.38.6  as follows: 
STAs may transmit a channel availability query request in a CAQ public action frame (see 8.5.8.32 (Channel Availability Query frame format), or  its protected dual (see  8.5.11 (Protected Dual of Public Action frames) or in a GAS Initial Request frame containing RLQP CAQ element (see  8.4.5.3 (RLQP Channel Availability Query element)). STAs may also transmit a channel availability query request in a CAQ  self-protected  action frame in regulatory domains where secure communication between  an enabled GDC dependent STA and its enabling  GDC enabling STA is required and the GDC dependent STA has disassociated from its GDC enabling STA.
TGaf editor: Insert the following subclause at the end of  clause 10.38
10.38.af1 Construction of self-protected CVS, CVS Request and CAQ

STAs use self protected versions of CVS, CVS Request and  CAQ  in regulatory domains where secure communication between  an enabled GDC dependent STA and its enabling  GDC enabling STA is required and the GDC dependent STA has disassociated from its GDC enabling STA.

CCMP is the only security suite that shall be used for self protected CVS, CVS Request and CAQ.  These self protected action frames are constructed and decrypted in the almost the same way as a CCMP MPDU  (see 11.4.3) with the following exceptions:

· The EK used in place of the TK

· The MAC Header and Category and Self Protected Action fields are sent as plain text

See Figure 10-af1 for an example of self protected CVS.
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Figure 10-af1—CVS Request Signal Protocol Exchange

11. Security
11.5 RSNA security association management
TGaf editor: Insert the following subclause in clause 11.5
11.5.af1 RSNA key management for GDC Enabling STA and GDC Dependent STA

This clause applies only to the case when a GDC Dependent STA has disassociated from its
GDC Enabling STA and uses self-protected CVS, self protected CAQ etc. to preserve its TVWS enablement.    

The Enablement Key available upon successful completion of the enablement procedure is used for the subsequent self protected frames.  The construction of such self protected action frames is described in   clause 10.38.af1.  The life time limit of the EK shall be the same as the life time limit of the PTK that the EK was obtained from.  
11.6 Keys and key distribution

11.6.1 Key hierarchy
11.6.1.3 Pairwise key hierarchy

TGaf editor: Change lines 39 – 48 on page 1283  in DraftP802.11RevMB_D11.0 as follows
— The PTK shall be derived from the PMK by

PTK PRF-X(PMK, “Pairwise key expansion”, Min(AA,SPA) || Max(AA,SPA) ||

Min(ANonce,SNonce) || Max(ANonce,SNonce))

where X =256 + TK_bits + 128 if GDC Enablement Key was negotiated to be derived or X = 256 + TK_bits otherwise.   The value of TK_bits is cipher-suite dependent and is defined in Table 11-4. The Min and Max operations for IEEE 802 addresses are with the address converted to a positive integer treating the first transmitted octet as the most significant octet of the integer. The Min and Max operations for nonces are with the nonces treated as positive integers converted as specified in 8.2.2.
TGaf editor: On page 1284 line 2, add after "TK" derivation:

"- If derived in the negotiation, the enablement key (EK) shall be computed as bits "(256 + TK_bits) to (256 + TK_bits + 127):

    EK <- L(PTK, 256 + TK_bits, 128)"

TGaf editor: Insert the following new rows in B.4.af: 

B.4.28  TVWS functions 
	Item
	Protocol Capability
	References
	Status
	Support

	WS?
	CVS request
	8.5.8.36 CVS Request frame format
10.39.5
	CF29:M
	Yes, No. N/A


Annex C

(normative)

ASN.1 encoding of the MAC and PHY MIB
C.3 MIB Detail

TGaf editor: Insert a MIB variables dot11CVSResponseTimeout in the appropriate alphabetical order as shown
Dot11StationConfigEntry::=

SEQUENCE {
dot11CVSResponseTimeout Unsigned32,

}

TGaf editor: add definition of dot11CVSResponseTimeout at the appropriate location
dot11CVSResponseTimeout OBJECT-TYPE
SYNTAX Unsigned32(1..255)

MAX-ACCESS read-only

STATUS current

DESCRIPTION

"This is a control variable.

It is written by an external management entity.

dot11CVSResponseTimeout indicates the maximum number of milliseconds within which an GDC enabling STA must return the CVS in respose to a CVS Request”

DEFVAL { 100 }

::= { dot11StationConfigEntry <ANA> }
Abstract


The submission provides amendments that allow GDC dependent STA to remain enabled even if it disassociates from its GDC enabling STA.  The amendment resolves an issue raised by CID 951 which highlights the need for Mode 1 APs.  Due to the necessity of a secure association between a GDC dependent STA and its GDC enabling STA to obtain enablement and the requirement that an STA can have only one association, a GDC dependent STA cannot associate with a Mode 1 AP.  This amendment proposes a method for a GDC Dependent STA to maintain a secure link with a GDC enabling STA while associated with another AP such as a Mode 1 AP.
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