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Editorial Notes: Add the following subclause

10.12.8 Secured Connectivity in Channel Availability Query Procedures
In the Channel Availability Query procedure utilizing RLQP, the requesting STA (e.g. a non-AP-STA) queries the list of available channels from the RLS through the responding STA (e.g. an AP-STA). The RLS is a functional entity which may or may not be a separate entity from the responding STA. In the case where the RLS is an entity separated from the responding STA by the DS, a secured link may be used to protect the information exchange.

While the security framework and protocols are outside the scope of this standard, Annex XX provides informative descriptions on the typical means of establishing a secured connectivity in the Channel Availability Query procedures.
Annex XX
(Informative)

Secured Connectivity in Channel Availability Query Procedures
This Annex describes the establishment of a secured connectivity from the requesting STA to the RLS in the Channel Availability Query procedures utilizing RLQP. The illustration for the query procedures is shown in Figure X.1.
For the connectivity between the requesting STA and the responding STA, clause 8 of this standard is sufficient to provide the required security features.
For the connectivity between the responding STA and the RLS, several possibilities exist. The RLS may be a logical entity residing within the responding STA, or an entity separated by the DS from the responding STA. The DSM is not specified. The RLS may or may not be a 802.11 STA.
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Figure X.1 Illustration of the Channel Availability Query procedure utilizing RLQP
The following sub-clause provides an example on establishing a secured connection from the responding STA to the RLS in an 802.3 wired network.
XX.1 LLC/SNAP for Multiplexing Upper Layer Protocols
In order to employ or multiplex among different protocols above the data link layer, the Logical Link Control (LLC) with the Sub-network Access Protocol (SNAP) is used.

The mechanism for multiplexing protocols above the MAC sublayer through LLC/SNAP is recorded in IEEE 802-2001. The LLC specification is recorded in ISO/IEC 8802-2-1998.

Figure X.2 shows the format of the LLC PDU as recorded in IEEE 802-2001.
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Figure X.2 LLC/SNAP PDU
For the LLC/SNAP PDU header, the DSAP, SSAP fields are both set to “0xAA”. The UI field is set to “0x03”. The protocol identifier consists of the OUI and Ethertype subfields. The OUI subfield is set to zero. The Ethertype subfield contains two octets to identify the protocol that is to be invoked to process the user data in the frame.
By employing the LLC/SNAP PDU, security features in the upper layer can be utilized. For example, in order to establish a secured wired network between the responding STA to the RLS, the IEEE 802.1X security framework can be selected.

IEEE 802.1X is a secured network access control standard recorded in IEEE 802.1X-2010.

To select the IEEE 802.1X protocol, the Ethertype for IEEE 802.1X is set “0x88E5”.

By setting the Ethertype to “0x88E5”, all the protocols defined in the IEEE 802.1X are applicable to provide the corresponding security features in the link between the responding STA and the RLS. 
The list of applicable protocols in the Ethertype can be found in IEEE Registration Authority Committee (RAC).
XX.2 Encapsulation of 802.3 frame over LLC/SNAP

Assuming that the medium between the responding STA and the RLS is a wired medium, this example uses the 802.3 connectivity.

By encapsulating the LLC/SNAP in the 802.3 frame, the secured connection can be activated between the responding STA and the RLS.

Figure X.2 shows the encapsulation of an 802.3 MAC header over the LLC/SNAP to construct the MPDU.
With the same encapsulation, Ethernet and other connectivity means can also be supported.

XX.3 General Operational Description of IEEE 802.1X
A requesting STA may attempt to access the RLS through a responding STA for multiple reasons, among which, is to request for the list of available channels for TVWS operations. To ensure the message exchange between the STAs and the RLS is secured and reliable, security frameworks and protocols should be established.

This example provides the simplified operational description of a STA requesting the available TV channels from the RLS through a secured connectivity.
The requesting STA, when connecting to the responding STA, uses the security features covered in Clause 8 of this standard.

As for the connectivity between the responding STA to the RLS through wired means, IEEE 802.1X is used as the example in this description. To employ IEEE 802.1X, the Ethertype in the SNAP PDU is set to the value “0x88E5”. With this setting, the flow of MAC service data units between the responding STA and the RLS is controlled by the IEEE 802.1X Controlled/Uncontrolled ports.

Authentication frames are exchanged via the IEEE 802.1X Uncontrolled port. The Controlled port is blocked from passing traffic until the authentication process is completed. The following steps of the AKM facilitate the key exchange between the responding STA and the RLS. 
Upon completion of the AKM operation, the IEEE 802.1X Controlled port will be unblocked. Exchange of messages between the responding STA and the RLS is now in the secured channel. All message exchange including list of available channels are protected by the security features specified therein.
XX.4 RLQP over the DS
Referring to Figure X.1, in the particular scenario where the RLS is also an 802.11 AP STA, it functions as the enabling STA. In this case, the requesting STA accesses the RLS by sending the 802.11 Management Protocol frames through the responding STA. The management frame for the message exchange is encapsulated and the Ethertype is set to “0x890d”, as defined in Annex U. The management frame encapsulated within the “0x890d”-frame may employ security features specified in Clause 8.
Abstract


Discussions on background, objectives and motivation of the proposed text are given in the presentation slides DCN 11/878r0.
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