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	8.3.5.3
	In Annex H of 802.11mb Draft 4.0 and in Annex K of 802.11mb Draft 5.0, RSNA reference and test vectors are given.   The 802.11ad amendment should include reference code and at least one test vector for GCM with the GMAC protocol (GCMP).  NIST has published vectors for the GCM encryption, but a complete example with AAD and Nonce construction should be included.
	Add instructions to Annex K of 802.11mb Draft 5.0, to add a complete example of the GCMP encryption method.


Editor instructions: Include the following subclause in Annex H of IEEE 802.11mb Draft 4.0 :
H.10 GCMP test vector
Plain Text: The plain text is a sequence of 0s made upto 256 octets.

· Input data (Plain text) : 256 octets
· 1: 0x00000000000000000000000000000000
· 2: 0x00000000000000000000000000000000
· 3: 0x00000000000000000000000000000000
· 4: 0x00000000000000000000000000000000
· 5: 0x00000000000000000000000000000000
· 6: 0x00000000000000000000000000000000
· 7: 0x00000000000000000000000000000000
· 8: 0x00000000000000000000000000000000
· 9: 0x00000000000000000000000000000000
· 10: 0x00000000000000000000000000000000
· 11: 0x00000000000000000000000000000000
· 12: 0x00000000000000000000000000000000
· 13: 0x00000000000000000000000000000000
· 14: 0x00000000000000000000000000000000
· 15: 0x00000000000000000000000000000000
· 16: 0x00000000000000000000000000000000
· Key: 16 octets

· 0xAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
· AAD: 22 octets
· 0x2002000000000000FFFFFFFFFFFFFFFFFFFFFFFF0000
· Frame Control (FC): 2 octets, 0x2020
· Address 1 (A1): 6 octets, 0x000000000000
· Address 2 (A2): 6 octets, 0xFFFFFFFFFFFF
· BSSID: 6 octets, 0xFFFFFFFFFFFF
· Sequence Control (SC): 2 octets, 0x0000
· IV: 12 octets
· 0xFFFFFFFFFFFF000000000001
· A2: 6 octets, 0xFFFFFFFFFFFF
· PN: 6 octets, 0x000000000001
· Output data (Cipher text) : 256 octets
· 1: 0x5F5578C18F137AD279BF3F2B24C7BD8F
· 2: 0x277A1BE6770DA1D98B70C6D28AE01C55
· 3: 0x9ECBA6A01DB067C5A27E4DB08CDADC77
· 4: 0x52AD637EAF0A18ED13FBAA143BAFEF18
· 5: 0xF8FBCE4C65E86BD02A87B601B7EAB93F
· 6: 0x2BBC874C8A710580F502341A6A533931
· 7: 0x43DE4C9EC6A286F125718378AEDC84EB
· 8: 0xA2B30F5C28BB5D75C6B025466D0651C7
· 9: 0x22DC71151F212D6887828A0382E9288A
· 10: 0x7F43D52B7D25086157646954BB43B57E
· 11: 0xA587A025F40CE74511E4DD2285B40BA3
· 12: 0xF3B96262CBC28C6AA7BE443E7B41E1EB
· 13: 0xFF524857A6816897750115B0231AB7C2
· 14: 0x8472C06DD0B49BE9F369A8C39CCD0DB7
· 15: 0x983510E1AE8F05D77545E0235CDBD612
· 16: 0xF3150754CEE5CE6A1225D99525026F74
· MIC (Tag) : 16 octets
· 0xE5D2AB9CECD4DE4431B8A6722736D162
H.10.1 Example of GCMP Encryption C Code

// GCMP code
#include <stdio.h>
// Prototype
int tcSubWord(int x);

int tcSubByte(int x);

void tcAESfunc(int StartofRound[4], int RoundKey[44]);

void tcKeyExpansion(int x[4], int RoundKey[44]);

void tcAdjustText(int move, int data[4]);

int tcMixColumns(int x);

int tcMultEight(int x, int y);

void tcMultGF(int x[4], int y[4], int Zout[4]);

int main(void)

{


// Function parameter

int i, j, temp[4];


int Nr = 16;

// 256-octet * 8-bit / 128-bit

// Input for main

int ENCDEC


=
1;












// Indication of Encryption and Decryption: 1 Enc 0 Dec

int Key[4]


=
{0xaaaaaaaa, 0xaaaaaaaa, 0xaaaaaaaa, 0xaaaaaaaa};
// Key for system 128-bit

int IV[4]


=
{0xffffffff, 0xffff0000, 0x00000001, 0x00000001};
// Initialization Vector 96-bit + 1 (32-bit)

int AAD[2][4]

=
{{0x20020000, 0x00000000, 0xffffffff, 0xffffffff},
// Additional Authenticated Data







{0xffffffff, 0x00000000, 0x00000000, 0x00000000}};
// FC, A1=0s, A2=Fs, A3=Fs

int LENAC[4]

=
{0x00000000, 0x000000b8, 0x00000000, 0x00000800};
// Length of AAD and Cipher Text

int TextIn[16][4];


// AES parameter

int RoundKey[44];


// Round Keys, Generated by Input Keys and use for AES

int StartofRound[4];

// Input/output of AES function

int HASH[4];



// HASH output, AES function with 0s input

int EKY0[4];



// First output of AES function with Y0 input, which uses for generating Tag

int TextOut[16][4];


// Output Text which is either Cipher/Plain text. Length should much with TextIn

// GF parameter

int MultIn[4];



// Input of Multiplication

int Tag[4] = {0, 0, 0, 0};
// Tag output

// Processing Parameter

int p_flag = 1;



// Indication of end of process

int LengthAAD = 2;


// AAD Length is either 22, 24, 28, or 30 octets

int LengthTxt[2];


// Block length of text which are Plain/Cipher Text

int TxtRemain;



// The last block of text, range is between 0 to 127

int Txt_flag = 0;


// Indication of last text is not 128-bit

// ===== Main Process =====

// Generate 1500 Bytes '0' Text

for (i=0;i<Nr;i++) {



for (j=0;j<4;j++) {




TextIn[i][j] = 0;



}


}


// Gnenerate Round Key

tcKeyExpansion(Key, RoundKey);


// Count 128-bit Text block size

// Check input text size is multiply by 128-bit or not

// Calculate the text length of last block 

LengthTxt[0] = LENAC[2] >> 7;


if ((LENAC[3] & 0x0000007f) == 0) {



LengthTxt[1] = LENAC[3] >> 7;


}


else {



LengthTxt[1] = (LENAC[3] >> 7) + 1;



TxtRemain = LENAC[3] & 0x0000007F;



Txt_flag = 1;


}


// Generate HASH which uses for GF(2^128) function

// AES function with 0s input

for (i=0;i<4;i++) {



StartofRound[i] = 0;


}


tcAESfunc(StartofRound, RoundKey);


for (i=0;i<4;i++) {



HASH[i] = StartofRound[i];


}


// GF 2^128 with AAD

for (i=0;i<2;i++) {



for (j=0;j<4;j++) {




MultIn[j] = AAD[i][j] ^ Tag[j];



}



tcMultGF(HASH, MultIn, Tag);


}


// Generate Encryption Key and Tag

// AES function with Yi input to generate Encryption Keys

// First output which Y0 input is used for generating Tag

i = 0;


while (p_flag) {



// Set IV as a Input of AES


for (j=0;j<4;j++) {




StartofRound[j] = IV[j];



}



// AES function


tcAESfunc(StartofRound, RoundKey);



printf("AES Number %02d is %08x %08x %08x %08x\n", i, StartofRound[0], StartofRound[1], StartofRound[2], StartofRound[3]);



// Increment IV by '1'


IV[3] = IV[3] + 1;



// Set EKY0 for Tag


if (i == 0) {




for (j=0;j<4;j++) {





EKY0[j] = StartofRound[j];




}



}



// Xor Input Text and Encryption Keys


// Check the last Block of processing


else if (LengthTxt[1] == 0) {




if (LengthTxt[0] == 0) {





p_flag = 0;





for (j=0;j<4;j++) {






TextOut[i-1][j] = TextIn[i-1][j] ^ StartofRound[j];





}





// Adjust the length textout




for (j=0;j<4;j++) {






temp[j] = TextOut[i-1][j];





}





if (Txt_flag == 1) {






tcAdjustText(TxtRemain, temp);





}





for (j=0;j<4;j++) {






TextOut[i-1][j] = temp[j];





}





// XOR with last text and former Tag




for (j=0;j<4;j++) {






if (ENCDEC == 1) {







MultIn[j] = TextOut[i-1][j] ^ Tag[j];






}






else {







MultIn[j] = TextIn[i-1][j] ^ Tag[j];






}





}





tcMultGF(HASH, MultIn, Tag);




}




else {





LengthTxt[0]--;





LengthTxt[1]--;





for (j=0;j<4;j++) {






TextOut[i-1][j] = TextIn[i-1][j] ^ StartofRound[j];






if (ENCDEC == 1) {







MultIn[j] = TextOut[i-1][j] ^ Tag[j];






}






else {







MultIn[j] = TextIn[i-1][j] ^ Tag[j];






}





}





tcMultGF(HASH, MultIn, Tag);




}



}



else {




for (j=0;j<4;j++) {





TextOut[i-1][j] = TextIn[i-1][j] ^ StartofRound[j];





if (ENCDEC == 1) {






MultIn[j] = TextOut[i-1][j] ^ Tag[j];





}





else {






MultIn[j] = TextIn[i-1][j] ^ Tag[j];





}




}




tcMultGF(HASH, MultIn, Tag);



}



i++;



LengthTxt[1]--;


}


// Generate Tag

// 1. XOR with LENAC and Tag

for (j=0;j<4;j++) {



MultIn[j] = LENAC[j] ^ Tag[j];


}


// 2. GF(2^128)

tcMultGF(HASH, MultIn, Tag);


// 3. XOR with EKY0 and Tag

for (j=0;j<4;j++) {



Tag[j] = EKY0[j] ^ Tag[j];


}


// Display

for (i=0;i<Nr;i++) {



printf("Text Output %d is %08x %08x %08x %08x\n", i, TextOut[i][0], TextOut[i][1], TextOut[i][2], TextOut[i][3]);


}



printf("Tag is %08x %08x %08x %08x\n", Tag[0], Tag[1], Tag[2], Tag[3]);


printf("Error count is %d\n", tcCountError(TextOut));


return 0;

}

// AES function with 128-bit Key length
void tcAESfunc(int StartofRound[4], int RoundKey[44])

{


int i;


int Nr = 10;


int AfterSubBytes[4];


int AfterShiftRows[4];


int AfterMixColumns[4];


// XOR Input and Round Key

StartofRound[0] = StartofRound[0] ^ RoundKey[0];


StartofRound[1] = StartofRound[1] ^ RoundKey[1];


StartofRound[2] = StartofRound[2] ^ RoundKey[2];


StartofRound[3] = StartofRound[3] ^ RoundKey[3];


for (i=0;i<Nr-1;i++) {



// Sub Bytes


AfterSubBytes[0] = tcSubWord(StartofRound[0]);



AfterSubBytes[1] = tcSubWord(StartofRound[1]);



AfterSubBytes[2] = tcSubWord(StartofRound[2]);



AfterSubBytes[3] = tcSubWord(StartofRound[3]);



// Shift Rows


AfterShiftRows[0] = (AfterSubBytes[0] & 0xFF000000) ^ (AfterSubBytes[1] & 0x00FF0000) ^ (AfterSubBytes[2] & 0x0000FF00) ^ (AfterSubBytes[3] & 0x000000FF);



AfterShiftRows[1] = (AfterSubBytes[1] & 0xFF000000) ^ (AfterSubBytes[2] & 0x00FF0000) ^ (AfterSubBytes[3] & 0x0000FF00) ^ (AfterSubBytes[0] & 0x000000FF);



AfterShiftRows[2] = (AfterSubBytes[2] & 0xFF000000) ^ (AfterSubBytes[3] & 0x00FF0000) ^ (AfterSubBytes[0] & 0x0000FF00) ^ (AfterSubBytes[1] & 0x000000FF);



AfterShiftRows[3] = (AfterSubBytes[3] & 0xFF000000) ^ (AfterSubBytes[0] & 0x00FF0000) ^ (AfterSubBytes[1] & 0x0000FF00) ^ (AfterSubBytes[2] & 0x000000FF);



// Mix Columns


AfterMixColumns[0] = tcMixColumns(AfterShiftRows[0]);



AfterMixColumns[1] = tcMixColumns(AfterShiftRows[1]);



AfterMixColumns[2] = tcMixColumns(AfterShiftRows[2]);



AfterMixColumns[3] = tcMixColumns(AfterShiftRows[3]);



// XOR with Round Key


StartofRound[0] = AfterMixColumns[0] ^ RoundKey[(i*4)+4];



StartofRound[1] = AfterMixColumns[1] ^ RoundKey[(i*4)+5];



StartofRound[2] = AfterMixColumns[2] ^ RoundKey[(i*4)+6];



StartofRound[3] = AfterMixColumns[3] ^ RoundKey[(i*4)+7];


}


// Last Round

// Sub Bytes

AfterSubBytes[0] = tcSubWord(StartofRound[0]);


AfterSubBytes[1] = tcSubWord(StartofRound[1]);


AfterSubBytes[2] = tcSubWord(StartofRound[2]);


AfterSubBytes[3] = tcSubWord(StartofRound[3]);


// Shift Rows

AfterShiftRows[0] = (AfterSubBytes[0] & 0xFF000000) ^ (AfterSubBytes[1] & 0x00FF0000) ^ (AfterSubBytes[2] & 0x0000FF00) ^ (AfterSubBytes[3] & 0x000000FF);


AfterShiftRows[1] = (AfterSubBytes[1] & 0xFF000000) ^ (AfterSubBytes[2] & 0x00FF0000) ^ (AfterSubBytes[3] & 0x0000FF00) ^ (AfterSubBytes[0] & 0x000000FF);


AfterShiftRows[2] = (AfterSubBytes[2] & 0xFF000000) ^ (AfterSubBytes[3] & 0x00FF0000) ^ (AfterSubBytes[0] & 0x0000FF00) ^ (AfterSubBytes[1] & 0x000000FF);


AfterShiftRows[3] = (AfterSubBytes[3] & 0xFF000000) ^ (AfterSubBytes[0] & 0x00FF0000) ^ (AfterSubBytes[1] & 0x0000FF00) ^ (AfterSubBytes[2] & 0x000000FF);


// XOR with Round Key

StartofRound[0] = AfterShiftRows[0] ^ RoundKey[40];


StartofRound[1] = AfterShiftRows[1] ^ RoundKey[41];


StartofRound[2] = AfterShiftRows[2] ^ RoundKey[42];


StartofRound[3] = AfterShiftRows[3] ^ RoundKey[43];

}

// Key Expansion function used for AES
void tcKeyExpansion(int x[4], int RoundKey[44])

{


int i;


int AfterRotWord;


int AfterSubWord;


int AfterXorWithRcon;


int Rcon[10] = {0x01000000, 0x02000000, 0x04000000, 0x08000000, 0x10000000, 0x20000000, 0x40000000, 0x80000000, 0x1b000000, 0x36000000};


// Generate first Round Key from Input Key

for (i=0;i<4;i++) {



RoundKey[i] = x[i];


}


// Generate other Round Key

for (i=4;i<44;i++) {



if (i%4 == 0) {




AfterRotWord = (RoundKey[i-1] << 8) ^ ((RoundKey[i-1] >>24) & 0x000000FF);




AfterSubWord = tcSubWord(AfterRotWord);




AfterXorWithRcon = AfterSubWord ^ Rcon[i/4-1];




RoundKey[i] = RoundKey[i-4] ^ AfterXorWithRcon;



}



else {




RoundKey[i] = RoundKey[i-4] ^ RoundKey[i-1];



}


}

}

// Adjust the Plain/Cipher Text Size if it is not multiply by 128-bit
void tcAdjustText(int move, int data[4])

{


int i;


// Move to MSB -> LSB

i = 128 - move;


while (i) {



data[3] = ((data[3] >> 1) & 0x7FFFFFFF) ^ ((data[2] << 31) & 0x80000000);



data[2] = ((data[2] >> 1) & 0x7FFFFFFF) ^ ((data[1] << 31) & 0x80000000);



data[1] = ((data[1] >> 1) & 0x7FFFFFFF) ^ ((data[0] << 31) & 0x80000000);



data[0] = (data[0] >> 1) & 0x7FFFFFFF;



i--;


}


// Move to LSB -> MSB

i = 128 - move;


while (i) {



data[0] = ((data[0] << 1) & 0xFFFFFFFE) ^ ((data[1] >> 31) & 0x00000001);



data[1] = ((data[1] << 1) & 0xFFFFFFFE) ^ ((data[2] >> 31) & 0x00000001);



data[2] = ((data[2] << 1) & 0xFFFFFFFE) ^ ((data[3] >> 31) & 0x00000001);



data[3] = (data[3] << 1) & 0xFFFFFFFE;



i--;


}

}

// 32-bit SubByte function
int tcSubWord(int x)

{


int r = 0;


int i;


int temp;


for (i=0;i<4;i++) {



temp = (x >> i*8) & 0xFF; 



r = r ^ tcSubByte(temp) << i*8;


}


return r;

}

// S-Box Lookup Table
int tcSubByte(int x)

{


int r;


switch(x) {



case 0x00 : r = 0x63; break;



case 0x01 : r = 0x7c; break;



case 0x02 : r = 0x77; break;



case 0x03 : r = 0x7b; break;



case 0x04 : r = 0xf2; break;



case 0x05 : r = 0x6b; break;



case 0x06 : r = 0x6f; break;



case 0x07 : r = 0xc5; break;



case 0x08 : r = 0x30; break;



case 0x09 : r = 0x01; break;



case 0x0A : r = 0x67; break;



case 0x0B : r = 0x2b; break;



case 0x0C : r = 0xfe; break;



case 0x0D : r = 0xd7; break;



case 0x0E : r = 0xab; break;



case 0x0F : r = 0x76; break;



case 0x10 : r = 0xca; break;



case 0x11 : r = 0x82; break;



case 0x12 : r = 0xc9; break;



case 0x13 : r = 0x7d; break;



case 0x14 : r = 0xfa; break;



case 0x15 : r = 0x59; break;



case 0x16 : r = 0x47; break;



case 0x17 : r = 0xf0; break;



case 0x18 : r = 0xad; break;



case 0x19 : r = 0xd4; break;



case 0x1A : r = 0xa2; break;



case 0x1B : r = 0xaf; break;



case 0x1C : r = 0x9c; break;



case 0x1D : r = 0xa4; break;



case 0x1E : r = 0x72; break;



case 0x1F : r = 0xc0; break;



case 0x20 : r = 0xb7; break;



case 0x21 : r = 0xfd; break;



case 0x22 : r = 0x93; break;



case 0x23 : r = 0x26; break;



case 0x24 : r = 0x36; break;



case 0x25 : r = 0x3f; break;



case 0x26 : r = 0xf7; break;



case 0x27 : r = 0xcc; break;



case 0x28 : r = 0x34; break;



case 0x29 : r = 0xa5; break;



case 0x2A : r = 0xe5; break;



case 0x2B : r = 0xf1; break;



case 0x2C : r = 0x71; break;



case 0x2D : r = 0xd8; break;



case 0x2E : r = 0x31; break;



case 0x2F : r = 0x15; break;



case 0x30 : r = 0x04; break;



case 0x31 : r = 0xc7; break;



case 0x32 : r = 0x23; break;



case 0x33 : r = 0xc3; break;



case 0x34 : r = 0x18; break;



case 0x35 : r = 0x96; break;



case 0x36 : r = 0x05; break;



case 0x37 : r = 0x9a; break;



case 0x38 : r = 0x07; break;



case 0x39 : r = 0x12; break;



case 0x3A : r = 0x80; break;



case 0x3B : r = 0xe2; break;



case 0x3C : r = 0xeb; break;



case 0x3D : r = 0x27; break;



case 0x3E : r = 0xb2; break;



case 0x3F : r = 0x75; break;



case 0x40 : r = 0x09; break;



case 0x41 : r = 0x83; break;



case 0x42 : r = 0x2c; break;



case 0x43 : r = 0x1a; break;



case 0x44 : r = 0x1b; break;



case 0x45 : r = 0x6e; break;



case 0x46 : r = 0x5a; break;



case 0x47 : r = 0xa0; break;



case 0x48 : r = 0x52; break;



case 0x49 : r = 0x3b; break;



case 0x4A : r = 0xd6; break;



case 0x4B : r = 0xb3; break;



case 0x4C : r = 0x29; break;



case 0x4D : r = 0xe3; break;



case 0x4E : r = 0x2f; break;



case 0x4F : r = 0x84; break;



case 0x50 : r = 0x53; break;



case 0x51 : r = 0xd1; break;



case 0x52 : r = 0x00; break;



case 0x53 : r = 0xed; break;



case 0x54 : r = 0x20; break;



case 0x55 : r = 0xfc; break;



case 0x56 : r = 0xb1; break;



case 0x57 : r = 0x5b; break;



case 0x58 : r = 0x6a; break;



case 0x59 : r = 0xcb; break;



case 0x5A : r = 0xbe; break;



case 0x5B : r = 0x39; break;



case 0x5C : r = 0x4a; break;



case 0x5D : r = 0x4c; break;



case 0x5E : r = 0x58; break;



case 0x5F : r = 0xcf; break;



case 0x60 : r = 0xd0; break;



case 0x61 : r = 0xef; break;



case 0x62 : r = 0xaa; break;



case 0x63 : r = 0xfb; break;



case 0x64 : r = 0x43; break;



case 0x65 : r = 0x4d; break;



case 0x66 : r = 0x33; break;



case 0x67 : r = 0x85; break;



case 0x68 : r = 0x45; break;



case 0x69 : r = 0xf9; break;



case 0x6A : r = 0x02; break;



case 0x6B : r = 0x7f; break;



case 0x6C : r = 0x50; break;



case 0x6D : r = 0x3c; break;



case 0x6E : r = 0x9f; break;



case 0x6F : r = 0xa8; break;



case 0x70 : r = 0x51; break;



case 0x71 : r = 0xa3; break;



case 0x72 : r = 0x40; break;



case 0x73 : r = 0x8f; break;



case 0x74 : r = 0x92; break;



case 0x75 : r = 0x9d; break;



case 0x76 : r = 0x38; break;



case 0x77 : r = 0xf5; break;



case 0x78 : r = 0xbc; break;



case 0x79 : r = 0xb6; break;



case 0x7A : r = 0xda; break;



case 0x7B : r = 0x21; break;



case 0x7C : r = 0x10; break;



case 0x7D : r = 0xff; break;



case 0x7E : r = 0xf3; break;



case 0x7F : r = 0xd2; break;



case 0x80 : r = 0xcd; break;



case 0x81 : r = 0x0c; break;



case 0x82 : r = 0x13; break;



case 0x83 : r = 0xec; break;



case 0x84 : r = 0x5f; break;



case 0x85 : r = 0x97; break;



case 0x86 : r = 0x44; break;



case 0x87 : r = 0x17; break;



case 0x88 : r = 0xc4; break;



case 0x89 : r = 0xa7; break;



case 0x8A : r = 0x7e; break;



case 0x8B : r = 0x3d; break;



case 0x8C : r = 0x64; break;



case 0x8D : r = 0x5d; break;



case 0x8E : r = 0x19; break;



case 0x8F : r = 0x73; break;



case 0x90 : r = 0x60; break;



case 0x91 : r = 0x81; break;



case 0x92 : r = 0x4f; break;



case 0x93 : r = 0xdc; break;



case 0x94 : r = 0x22; break;



case 0x95 : r = 0x2a; break;



case 0x96 : r = 0x90; break;



case 0x97 : r = 0x88; break;



case 0x98 : r = 0x46; break;



case 0x99 : r = 0xee; break;



case 0x9A : r = 0xb8; break;



case 0x9B : r = 0x14; break;



case 0x9C : r = 0xde; break;



case 0x9D : r = 0x5e; break;



case 0x9E : r = 0x0b; break;



case 0x9F : r = 0xdb; break;



case 0xA0 : r = 0xe0; break;



case 0xA1 : r = 0x32; break;



case 0xA2 : r = 0x3a; break;



case 0xA3 : r = 0x0a; break;



case 0xA4 : r = 0x49; break;



case 0xA5 : r = 0x06; break;



case 0xA6 : r = 0x24; break;



case 0xA7 : r = 0x5c; break;



case 0xA8 : r = 0xc2; break;



case 0xA9 : r = 0xd3; break;



case 0xAA : r = 0xac; break;



case 0xAB : r = 0x62; break;



case 0xAC : r = 0x91; break;



case 0xAD : r = 0x95; break;



case 0xAE : r = 0xe4; break;



case 0xAF : r = 0x79; break;



case 0xB0 : r = 0xe7; break;



case 0xB1 : r = 0xc8; break;



case 0xB2 : r = 0x37; break;



case 0xB3 : r = 0x6d; break;



case 0xB4 : r = 0x8d; break;



case 0xB5 : r = 0xd5; break;



case 0xB6 : r = 0x4e; break;



case 0xB7 : r = 0xa9; break;



case 0xB8 : r = 0x6c; break;



case 0xB9 : r = 0x56; break;



case 0xBA : r = 0xf4; break;



case 0xBB : r = 0xea; break;



case 0xBC : r = 0x65; break;



case 0xBD : r = 0x7a; break;



case 0xBE : r = 0xae; break;



case 0xBF : r = 0x08; break;



case 0xC0 : r = 0xba; break;



case 0xC1 : r = 0x78; break;



case 0xC2 : r = 0x25; break;



case 0xC3 : r = 0x2e; break;



case 0xC4 : r = 0x1c; break;



case 0xC5 : r = 0xa6; break;



case 0xC6 : r = 0xb4; break;



case 0xC7 : r = 0xc6; break;



case 0xC8 : r = 0xe8; break;



case 0xC9 : r = 0xdd; break;



case 0xCA : r = 0x74; break;



case 0xCB : r = 0x1f; break;



case 0xCC : r = 0x4b; break;



case 0xCD : r = 0xbd; break;



case 0xCE : r = 0x8b; break;



case 0xCF : r = 0x8a; break;



case 0xD0 : r = 0x70; break;



case 0xD1 : r = 0x3e; break;



case 0xD2 : r = 0xb5; break;



case 0xD3 : r = 0x66; break;



case 0xD4 : r = 0x48; break;



case 0xD5 : r = 0x03; break;



case 0xD6 : r = 0xf6; break;



case 0xD7 : r = 0x0e; break;



case 0xD8 : r = 0x61; break;



case 0xD9 : r = 0x35; break;



case 0xDA : r = 0x57; break;



case 0xDB : r = 0xb9; break;



case 0xDC : r = 0x86; break;



case 0xDD : r = 0xc1; break;



case 0xDE : r = 0x1d; break;



case 0xDF : r = 0x9e; break;



case 0xE0 : r = 0xe1; break;



case 0xE1 : r = 0xf8; break;



case 0xE2 : r = 0x98; break;



case 0xE3 : r = 0x11; break;



case 0xE4 : r = 0x69; break;



case 0xE5 : r = 0xd9; break;



case 0xE6 : r = 0x8e; break;



case 0xE7 : r = 0x94; break;



case 0xE8 : r = 0x9b; break;



case 0xE9 : r = 0x1e; break;



case 0xEA : r = 0x87; break;



case 0xEB : r = 0xe9; break;



case 0xEC : r = 0xce; break;



case 0xED : r = 0x55; break;



case 0xEE : r = 0x28; break;



case 0xEF : r = 0xdf; break;



case 0xF0 : r = 0x8c; break;



case 0xF1 : r = 0xa1; break;



case 0xF2 : r = 0x89; break;



case 0xF3 : r = 0x0d; break;



case 0xF4 : r = 0xbf; break;



case 0xF5 : r = 0xe6; break;



case 0xF6 : r = 0x42; break;



case 0xF7 : r = 0x68; break;



case 0xF8 : r = 0x41; break;



case 0xF9 : r = 0x99; break;



case 0xFA : r = 0x2d; break;



case 0xFB : r = 0x0f; break;



case 0xFC : r = 0xb0; break;



case 0xFD : r = 0x54; break;



case 0xFE : r = 0xbb; break;



case 0xFF : r = 0x16; break;



default : r = 0x00; printf("S-BOX Error!!"); break;


}


return r;

}

// MixColumns function for AES
int tcMixColumns(int x)

{


int r;


int s0, s1, s2, s3;


s0 = (tcMultEight(0x02,(x>>24) & 0xFF))
^ (tcMultEight(0x03,(x>>16) & 0xFF))
^ ((x>>8) & 0xFF)




^ (x & 0xFF);


s1 = ((x>>24) & 0xFF)




^ (tcMultEight(0x02,(x>>16) & 0xFF))
^ (tcMultEight(0x03,(x>>8) & 0xFF))
^ (x & 0xFF);


s2 = ((x>>24) & 0xFF)




^ ((x>>16) & 0xFF)





^ (tcMultEight(0x02,(x>>8) & 0xFF))
^ (tcMultEight(0x03,x & 0xFF));


s3 = (tcMultEight(0x03,(x>>24) & 0xFF))
^ ((x>>16) & 0xFF)





^ ((x>>8) & 0xFF)




^ (tcMultEight(0x02,x & 0xFF));


r = ((s0<<24) & 0xFF000000) ^ ((s1<<16) & 0x00FF0000) ^ ((s2<<8) & 0x0000FF00) ^ (s3 & 0x000000FF);


return r;

}

// Multiplication in GF(2^8)
int tcMultEight(int x, int y)

{


int r = 0x1b;


int i, z = 0;


int y_flag = 0;


for (i=0;i<8;i++) {



if (((x>>i) & 1) == 1) {




z = z ^ y;



}



if (((y >> 7) & 1) == 1) {




y_flag = 1;



}



y = (y << 1) & 0xFF;



if (y_flag == 1) {




y = y ^ r;



}



y_flag = 0;


}


return z;

}

// Multiplication in GF(2^128)
void tcMultGF(int x[4], int y[4], int Zout[4])

{


int i,j,k=0;


int r[4] = {0xe1000000, 0x00000000, 0x00000000, 0x00000000};



int z[4] = {0x00000000, 0x00000000, 0x00000000, 0x00000000};


int V[4];


for (i=0;i<4;i++) {



V[i] = x[i];


}


for (i=0;i<4;i++) {



for (j=0;j<32;j++) {




if (((y[i]>>(31-j)) & 1) == 1) {





for (k=0;k<4;k++) {






z[k] = z[k] ^ V[k];





}




}




if ((V[3] & 1) == 0) {





V[3] = ((V[3] >> 1) & 0x7fffffff) ^ ((V[2] << 31) & 0x80000000);





V[2] = ((V[2] >> 1) & 0x7fffffff) ^ ((V[1] << 31) & 0x80000000);





V[1] = ((V[1] >> 1) & 0x7fffffff) ^ ((V[0] << 31) & 0x80000000);





V[0] = ((V[0] >> 1) & 0x7fffffff);





}




else {





V[3] = ((V[3] >> 1) & 0x7fffffff) ^ ((V[2] << 31) & 0x80000000);





V[2] = ((V[2] >> 1) & 0x7fffffff) ^ ((V[1] << 31) & 0x80000000);





V[1] = ((V[1] >> 1) & 0x7fffffff) ^ ((V[0] << 31) & 0x80000000);





V[0] = ((V[0] >> 1) & 0x7fffffff);






for (k=0;k<4;k++) {






V[k] = V[k] ^ r[k];





}




}



}


}


for (i=0;i<4;i++) {



Zout[i] = z[i];


}

}

Abstract


This document provides solution to CID 1163 in realtion to the Draft P802.11ad_D1.0 and the data base 11-10-1220-07-00ad-lb168-comment-database
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