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	CID
	Page
	Clause
	Comment
	Proposed Change
	Resolution

	941
	34.17
	5.8.3a
	"lower MAC address"  - how is the "lower" comparison performed on MAC addresses?  (hint there are at least two incompatible ways of doing this)
	Specify or reference how to do this comparison.
	DISAGREE. 

The same usage can be found in 11.4.11 RSNA key management in an IBSS and 10.22.4 TDLS direct-link establishment(11z) etc. (P802.11REVmb_D6.02)

	1215
	65.01
	7.3.2. 25.1
	RSNA includes a pre-shared key as well as an IEEE 802.1X AKM suite. Tgad refers to both modes in Clause 8. There is currently only one defined for Tgad in Clause 7.
	Add a second AKM suite for pre-shared key with GCM.
	DISAGREE. 

AKM suite (e.g. PSK) is independent from cipher suites. No need to add a new AKM suite particularly for GCM. 

	1163
	136.18
	8.3.5.3
	In Annex H of 802.11mb Draft 4.0 and in Annex K of 802.11mb Draft 5.0, RSNA reference and test vectors are given.   The 802.11ad amendment should include reference code and at least one test vector for GCM with the GMAC protocol (GCMP).  NIST has publishe
	Add instructions to Annex K of 802.11mb Draft 5.0, to add a complete example of the GCMP encryption method.
	OPEN.


	641
	140.22
	8.3.5.4.3
	"shall maintain a separate replay counter for each possible IEEE 802.11 MSDU or A-MSDU priority" - what does priority mean here?  It is ambiguous.  Is it "AC", "UP" or "TID"?
	Replace "priority" with something more explicit.
	DISAGREE.

The same wording was used for the CCMP text.

	972
	144.08
	8.4.5
	"Communication of all non-IEEE-802.1X MSDUs sent or received via the Controlled Port is not authorized."  - what the heck does this mean?  What is the normative effect of this statement?
	If it has none,  remove it or turn into a NOTE.
	DISAGREE.

The same text was used for the IBSS case. 

	974
	145.15
	8.4.11
	Please note that rekeying has been introduced into REVmb.   
	Align the description given here with REVmb.
	AGREE IN PRINCIPLE.

Don’t see any conflict between this subclause and the REVmb text.

Align the text in 8.5.3 4-Way Handshake to be consistent with REVmb. (Please see the resolution below)    


	975
	145.32
	8.4.11
	"In addition, if both the Authenticator and the Supplicant 32 support multiple keys for unicast traffic, a smooth switchover to the new key is possible using the 33 following procedure." - no it isn't possible as described.

The para at line 36 says that 
	Resolve this inconsistency.   Perhaps modify the primitive so (which has no definition - oops :0) so that the SME can tell the difference between true exhaustion and warning threshold.
	AGREE.
Define a new primitive MLME-PN-Warning.indication, and a new parameter dot11PNWarningThreshold to differentiate from the MLME-PN-Exhaustion.indication primitive ( Please see the resolution below)

	1217
	146.41
	8.4.12.1
	The PMK is bound to the par of STA MAC addresses that establish the PMKSA. In order to do non-transparent multi-band RSNA, the MAC addresses for each BAND should be bound into the PMKSA.
	If non-transparent multi-band RSNA is to be used, change the derivation of the PMKSA to include MAC addresses for both bands.
	DISAGREE. 

PMK derivation is out of the scope of 802.11. 

The idea here is that once a PMK is created for one band, it is cached for other bands also. So that no additional authentications is needed for other bands. 

	977
	147.37
	8.4.12.2
	"PTKSA for both the current operating band and other supported band(s)." - Is there is only one shared PN space?   Is there any interface to support switching over bands at a specific PN?
	Add description of operation of the PN and replay logic for transparent RSNA.
Add PN to an appropriate MLME interface to support this.
	DISAGREE. 

For transparent case, there is a single PTKSA for all bands; therefore, only one shared PN space for all bands. The PN assignment and MPDU encapsulation should be transparent to band usage. No need to add or change MLME interface for multi-band support.


	533
	148.15
	8.5.2
	802.11ad extends EAPOL-Key KDEs by adding a new subfield to GTK and MAC address KDEs and by adding a new Key ID KDE. However, there are no matching changes for FTIE. Is this done on purpose? Shouldn't it be possible to specify the Key ID also when using F
	Extended FTIE (7.3.2.48 in 802.11r-2008) to allow the new Key ID (and maybe Band ID?) mechanism to be used with FT Protocol.
	DISAGREE.

FT protocol is not used for multi-band support, so no need to add Band ID to FTIE.

Since REVmb already included the rekeying scheme and Key KDE, comment regarding to Key KDE should be resolved in REVmb.

	557
	148.24
	8.5.2
	Table 8-4 wasn't defined with an extensible column (like the information element table was), so currently defined KDEs are not extensible by adding new fields at the end.
	delete the change to the MAC address KDE
	AGREE. 
Delete Band ID from MAC address KDE.

	534
	148.24
	8.5.2
	The unconditional addion of the Band ID subfield into the MAC address KDE format (Figure 8-27) would make all deployed implementations non-compliant with the IEEE 802.11 standard. This is not acceptable; the standard needs to continue to allow the previou
	Move Band ID into its own KDE or make it optional part of the MAC address KDE to maintain backwards compatibility with deployed systems.
	AGREE. 
Delete Band ID from MAC address KDE.

	978
	149.06
	8.5.3.2
	Bravo.  This sentence is completely impenetrable.
	Reword with a list structure that reflects the logic of the condition.
	AGREE.
Please see the resolution below.

	979
	149.21
	8.5.3.3
	TGad has really excelled itself this time.  Unless I missed a dot somewhere,  we have a 23-line sentence - about ten times the parsable limit of most mortals.
	Reword with a (probably nested) list structure that reflects the logic of the condition.
	AGREE.

Please see the resolution below.

	535
	150.15
	8.5.3.3
	Use of “Class 3 unicast MPDUs” is somewhat problematic here since this clause applies to all uses of 4-way handshake, i.e., including IBSS where data frames are actually Class 1 frames.
	Replace “to receive Class 3 unicast MPDUs protected by the PTK” with “to receive unicast MPDUs protected by the PTK”.
	AGREE IN PRINCIPLE.

For Dband, however, the Class 3 unicast MPDUs also apply to mmWave IBSS. Add “In the DBand” to the note. (Please see the resolution below)


	536
	150.24
	8.5.3.3
	Is moving of the MLME-SETKEYS.request from after sending of Message 4 to before that trying to indicate that Message 4 would be protected with the new key? If so, it would make existing deployments non-compliant and as such, would not be an appropriate ch
	Clarify the intent of this change and if it is indeed trying to change how Message 4 gets protected, make that change conditional on use of DBand to maintain backwards compatibility with deployed systems.
	DISAGREE.

Don't see a backward compatibility issue here.  The MLME-SETKEYS.request is used before Message 4 only when the Extended Key ID for Unicast subfield of the RSN Capabilities field is set to 1. 


8.4.10 RSNA rekeying

The 802.11 MAC shall issue an MLME-PN-Warning.indication when the Packet Number assignment for a particular PTKSA, GTKSA or STKSA reaches or exceeds dot11PNWarningThreshold for the first time. The indication shall only be issued once for a given PTKSA, GTKSA or STKSA. The SME may use the indication as a trigger to establish a new PTKSA, GTKSA or STKSA before the Packet Number space is exhausted. (CID975)
8.5.2 EAPOL-Key frames

.11 Editor Note: remove Band ID from the MAC address KDE in Figure 8-27 (CID 534, 557)
8.5.3 4-Way Handshake
8.5.3.2 4-Way Handshake Message 2
.11 Editor Note: Modify the description of the Key Data field as follows:
Key Data = 
· the sending STA’s RSNIE for PTK generation or peer RSNIE for the current operating band, or; 
· the sending STA’s Multi-band element for PTK generation for a supported band other than the current operating band, if dot11MultibandSupportEnabled is true, or;
· the sending STA’s RSN element and Multi-band element(s) for generating a single PTK for all involved bands, if dot11MultibandSupportEnabled is true and both the Authenticator and the Supplicant use the same MAC address in the current operating band and the other supported band(s), or;
· the sending STA’s RSN element and Multi-band element(s) for generating a different PTK for each involved band, if dot11MultibandSupportEnabled is true and the Joint Multi-band RSNA subfield of the RSN capabilities field is set to 1 for both the Authenticator and the Supplicant, and either the Authenticator or the Supplicant uses different MAC addresses for different bands. (CID 978)
· Lifetime of SMK and SMKID for STK generation.

8.5.3.3 4-Way Handshake Message 3

.11 Editor Note: Modify the description of the Key Data field as follows:

Key Data = 
· for PTK generation for the current operating band, the AP’s Beacon/Probe Response frame’s RSN element for the current operating band, and, optionally, a second RSN element that is the Authenticator’s pairwise cipher suite assignment for the current operating band, and, if a group cipher has been negotiated, the encapsulated GTK and the GTK’s key identifier (see 8.5.2) for the current operating band, or;
· for PTK generation for a supported band other than the current operating band, the Authenticator’s Beacon/mmWave Beacon/Announce/Probe Response/Information Response frame’s Multi-band element associated with the supported band, and optionally, a second Multi-band element that indicates the Authenticator’s pairwise cipher suite assignment for the supported band, and, if group cipher for the supported band is negotiated, the encapsulated GTK and the GTK’s key identifier for the supported band, if dot11MultibandSupportEnabled is true, or;
· for generating a single PTK for all involved bands, the Authenticator’s Beacon/mmWave Beacon/Announce/Probe Response/Information Response frame’s RSN element and Multi-band element(s), and optionally, additional RSN element and Multi-band element(s) that indicate the Authenticator’s assignment of one pairwise cipher suite for all involved bands; if a group cipher for all involved bands is negotiated, the encapsulated GTK and the GTK’s key identifier for all involved bands, if dot11MultibandSupportEnabled is true and both the Authenticator and the Supplicant use the same MAC address in the current operating band and the other supported band(s), or; 
· for generating different PTKs for the current operating band and other supported band(s), the Authenticator’s Beacon/mmWave Beacon/Announce/Probe Response/Information Response frame’s RSN element and Multi-band element(s), and optionally, additional RSN element and Multi-band elements that indicate the Authenticator’s pairwise cipher suite assignments for one or more involved bands; if group ciphers for the involved bands are negotiated, the encapsulated GTKs and the GTK’s key identifiers for the involved bands, if dot11MultibandSupportEnabled is true and the Joint Multi-band RSNA subfield is set to 1 for both the Authenticator and Supplicant, and either the Authenticator or the Supplicant uses different MAC addresses for different bands. 
· For STK generation Initiator RSNIE, Lifetime of SMK is used. 
· If the Extended KeyID for Unicast subfield of the RSN Capabilities field is set to 1 for both the Authenticator/STA_I and Supplicant/STA_P, then the Authenticator/STA includes the Key ID KDE with the assigned key identifier for the current operating band; or the Authenticator includes the Key ID KDE(s) with the assigned key identifier(s) for one or more supported bands, if dot11MultibandSupportEnabled is true. (CID979)
.11 Editor Note: Replace the text after the sentence “Processing for PTK generation is as follows:” and before the sentence ” The Authenticator sends Message 3 to the Supplicant.” with the following REVmb text:
If the Extended Key ID for Unicast subfield of the RSN Capabilities field is 1 for both the Authenticator and the Supplicant, then the Authenticator assigns a new Key ID for the PTKSA in the range 0 through 1 that is different from the Key ID assigned in the previous handshake and uses the MLME-SETKEYS.request primitive to install the new key in the IEEE 802.11 MAC to receive Class 3 individually addressed MPDUs protected by the PTK with the assigned Key ID. Otherwise the Key ID 0 is used and installation of the key is deferred until after Message 4 has been received. (CID 974)
NOTE—In the DBand, if an existing PTK is still in effect, the Authenticator IEEE 802.11 MAC continues to transmit Class 3

individually addressed MPDUs (if any) using the existing key. With the installation of the new key for receive, the

Authenticator is able to receive Class 3 individually addressed MPDUs using either the old key (if present) or the new

key.(CID 535)
.11 Editor Note: in the paragraph that starts with “On reception of Message 3, the Supplicant silently…” replace the changed text with the following REVmb text:





d) If the Extended Key ID for Unicast subfield of the RSN Capabilities field is 1 for both the

Authenticator and Supplicant: Uses the MLME-SETKEYS.request primitive to configure the IEEE

802.11 MAC to receive Class 3 individually addressed MPDUs protected by the PTK with the assigned Key ID. (CID 974)
g) Uses the MLME-SETKEYS.request primitive to configure the IEEE 802.11 MAC to send and, if the receive key has not yet been installed, to receive Class 3 individually addressed MPDUs protected by the PTK. The GTK is also configured by MLME-SETKEYS primitive. (CID 974)
.11 Editor Note: in the paragraph that starts with “The STA_I sends Message 3 to the STA_P. On reception of Message 3, the STA_P silently…” replace bullet d) and e) as:

d) If the Extended Key ID for Unicast subfield of the RSN Capabilities field is 1 for both the

Authenticator and Supplicant then prior to sending Message 4, STA_P uses the MLMESETKEYS.

request primitive to configure the IEEE 802.11 MAC to receive Class 3 individually

addressed MPDUs protected by the STK with the assigned Key ID. (CID 974)
e) After sending Message 4, STA_P uses the MLME-SETKEYS.request primitive to configure the

IEEE 802.11 MAC to send and, if the receive key has not yet been installed, to receive Class 3

individually addressed MPDUs protected by the STK with the assigned Key ID.(CID 974)
8.5.3.4 4-Way Handshake Message 4

.11 Editor Note: in the paragraph that starts with “On reception of Message 4, the Authenticator verifies that the Key Replay Counter…” modify as follows:

b) If the MIC is valid, the Authenticator uses the MLME-SETKEYS.request primitive to configure the

IEEE 802.11 MAC to send and, if the receive key has not yet been installed, to receive Class 3

individually addressed MPDUs using for the new PTK. (CID 974)

.11 Editor Note: in the paragraph that starts with “The STA_P sends Message 4 to the STA_I. On reception …” modify as follows:

b) If the MIC is valid, the STA_I uses the MLME-SETKEYS.request primitive to configure the 802.11

MAC to send and, if the receive key has not yet been installed, to receive Class 3 individually

addressed MPDUs using for the new STK. (CID 974)



Abstract


This document provides solutions of CIDs 941, 1215, 1163, 641, 972, 974, 975, 1217, 977, 533, 557, 534, 978, 979, 535, 536 in relation to the Draft P802.11ad_D1.0 and the data base 11-10-1220-08-00ad-lb168-comment-database
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