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Introduction

Interpretation of a Motion to Adopt

A motion to approve this submission means that the editing instructions and any changed or added material are actioned in the TGaf Draft.  This introduction is not part of the adopted material.

Editing instructions formatted like this are intended to be copied into the TGaf Draft (i.e. they are instructions to the 802.11 editor on how to merge the text with the baseline documents).

TGaf Editor:  Editing instructions preceded by “TGaf Editor” are instructions to the TGaf editor to modify existing material in the TGaf draft.   As a result of adopting the changes, the TGaf editor will execute the instructions rather than copy them to the TGaf Draft.

Submission Note: Notes to the reader of this submission are not part of the motion to adopt.  These notes are there to clarify or provide context.
	14
	21.32
	J.2.4
	Dependent STAs must provide its enabling STA with its FCC ID since the FCC wants to be able to issue a "no channels available" to a specific device or model of device.  The inability to identify the single problematic device would result in a "no channels available" shutting down the entire .11 network.
	Each dependent STA during the enablement process shall provide its FCC ID to the enabling STA using a MAC message.

	57
	21.33
	J.2.4
	Dependent STAs must provide its enabling STA with its FCC ID since the FCC wants to be able to issue a "no channels available" to a specific device or model of device.  The inability to identify the single problematic device by not supporting this would result in a "no channels available" shutting down the entire .11 network.
	Each dependent STA during the enablement process shall provide its FCC ID to the enabling STA using [MAC message to be defined].


Discussion:
In this document, a WSM notification mechanism is proposed. According to the FCC rule, fixed or mode II devices shall transmit the “contact verification signal” to its serving mode I devices. The purpose of the contact verification signal is to ensure that the mode I device is still within the service coverage and to validate the list of available channels. It shall be encoded to ensure that the signal originates frm the device that provided the list of available channels. 

Operation of contact verification signal is as follows. It shall be transmitted regularily and if a mode I device are not successful to receive/decode the signal, it can query to its fixed or mode II device to get a valid list of available channels. Otherwise, it has to cease operation in the white spaces. 

To meet the leagal requirement, WSM notification message is proposed as a contact verification signal. It is hashed by the concatenation of the source STA address from which WSM notification message is generated and the available channel list, WSM. When a STA receives the WSM notification messages and if the WSM has not changed, then the STA knows that the chanel list has not been changed. However, if the WSM has been changed, the STA knows that the channel list has been changed and has to request the WSM to the AP using WSM element of RLQP or WSM Request frame. The notification mechnism is quite similar to Emergency Alert Identifier information element in 11u. 
In addition, comments 14 and 57 ask that dependent STAs should provide the FCC ID to it enabling STA during the enablement process. If the enabling STA grants the enablement with the available channels, it has to provide the FCC ID during the enablement. If the enabling STA just grant the enablement, then the STA does not need to provide it durig the enablement. It means after the enablement, a STA provides its FCC ID and the enabling STA or dependent AP provides the available channel list. Therefore, FCC ID field is proposed in WSM Request frame. 
Agree in principle – A STA shall provide its FCC ID to the enabling STA or dependent AP, however it does not necessarily provide its FCC ID during the enablement. It just only provides its FCC ID before getting the available channel list. 
Proposed Resolution:
Agree in principle technical comments 14 and 57 based on this discussion and approve editorial instructions in document 10/1040r3.
Editing instructions:
8.3.3.2 Beacon frame format 
TGaf editor: Insert the following row in Table 8-19:
	Order
	Information
	Notes

	
	WSM Notification
	The WSM Notification information element may be present if dot11WSMNotificationEnabled is true.


8.3.3.9 Probe Response frame format 
TGaf editor: Insert the following row in Table 8-26:
	Order
	Information
	Notes

	
	WSM Notification
	The WSM Notification information element may be present if dot11WSMNotificationEnabled is true.


8.4.2 Information Elements
TGaf editor: Insert the following row in table 8-50, and renumber the reserved values accordingly:
Table 8-50—Element IDs

	Information element
	Element ID
	Length (in octets)
	Extensible

	WSM Notification (see 8.4.2.af5)
	< ANA >
	variable
	Yes


TGaf editor: Insert the following new sub clause 8.4.2.af5, as shown:

8.4.2.af5 WSM Notification element
The WSM Notification element provides a hash to indicate that the WSM has been updated. The hash allows the dependent STA to assess whether a WSM Notification element advertised by an enabling STA or dependent AP has been previously received and therefore whether it is necessary to contact to the enabling STA or dependent AP for the updated WSM. The format of the WSM Notification element is provided in Figure 8-32f6.
	
	
	
	

	
	Element
ID
	Length
	WSM Notification Hash 

	Octets:
	1
	1
	8


Figure 8-32f6—WSM Notification element format

The Element ID field is equal to the WSM Notification value in Table 8-50. 
The Length is a 1-octet field whose value is equal to 8.
The WSM Notification Hash (WSNH) is an 8-octet field. It is a unique value used to indicate an instance of a WSM notification. The value of this field is the hash produced by the HMAC-SHA1-64 hash algorithm operating on the WSM notification combined the identity of the STA that provided the WSM Information as defined in 8.4.2.af1
WSNH =HMAC-SHA1-64(“WSN”, WSM_Information || ResponderSTAAddress)
Where WSNH is then truncated to the first 64 bits of this function.
WSM_ Information is the WSM Information field (Figure 8-35af4).
ResponderSTAAddress is the identity of the STA that provided the WSM Information as defined in 8.4.2.af1. It can be the address of an enablement responder STA or dependent AP which transmits the WSM notification element. 
WSM_Information || ResponderSTAAddress means that WSM information and ResponderSTAAddress  are concatenated to produce WSNH. 
8.4.5 Registered Location Query Protocol elements
TGaf Editor: Change the Table 8-35af1, as shown:
Table 8-35af1 – Registered Location Query Protocol info ID definitions

	Info Name
	Info ID
	RLQP Info element (clause)

	Reserved
	0
	N/A

	DSE Enablement
	1
	7.3.5.1 8.4.5.1

	Channel Power Management
	2
	8.4.5.2

	WSM
	3
	8.4.5.3

	Reserved
	3 4 – 220
	N/A

	Vendor Specific
	221
	8.4.2.28

	Reserved
	222 – 255
	N/A


TGaf Editor: Insert the following new subclause after 8.3.5.2, as shown:

8.4.5.3 WSM element
RLQP uses the WSM element to request/respond to a WSM Notification using the GAS protocol rather than using dedicated Public Action frames. The element is in the format shown in Figure 8-35af4 (WSM).

	
	
	
	

	
	Info ID
	Length
	White Space Map

	Octets:
	1
	2
	variable


Figure 8-35af4 WSM format

The Info ID field is set to the value for WSM defined in Table 8-35af1.

The Length field indicates the length of the remaining element fields in octets, and the value is variable.  The minimum value of the Length field is 2.

The remaining fields are as described in the WSM element (see section 8.4.2.af1).

8.5 Action frame format details

8.5.8 Public Action frame details

8.5.8.1 Public Action frames
Insert the following rows in Table 8-131:
Table 8-131 Public Action field values
	Action field value
	Description

	<ANA>
	WSM Notification

	<ANA>
	WSM Request

	<ANA>
	WSM Response


TGaf Editor: Insert the following new sub clauses after 8.5.8.af3, as shown:

8.5.8.af4 WSM Notification frame format

The WSM Notification frame is a Public Action frame that is transmitted by an enabling STA to notify that the available channel information from the regulatory database has been updated. The format of the WSM Notification frame body is shown in Figure 8-47af4. 
	
	
	
	

	
	Category
	Public Action
	WSM Notification Hash 

	Octets:
	1
	1
	8


Figure 8-47f4—WSM Notification frame body format

The Category field is set to the value for public action defined in Table 8-36 (Category values).

The Action Value field is set to indicate a WSM Notification frame, as defined in Table 8-131 (Public Action field values).
The remaining fields are as described in the WSM Notification element (see 8.4.2.af5).

8.5.8.af5 WSM Request frame format

The WSM Request frame uses the Action frame body format. The format of the WSM Request frame body is shown in Figure 8-47af5. 

	
	
	
	
	

	
	Category
	Public Action
	Dialog Token
	Device ID (optional)

	Octets:
	1
	1
	1
	variable


Figure 8-47f5—WSM Request frame body format

The Category field is set to the value for public action defined in Table 8-36 (Category values).

The Action Value field is set to indicate a White Space Map Request frame, as defined in Table 8-131 (Public Action field values).
The Dialog Token field is set to a nonzero value chosen by the STA sending the request to identify the transaction.
The Device ID is set to FCC Identifier of STA. 
8.5.8.af6 WSM Response frame format

The WSM Response frame uses the Action frame body format. The format of the WSM Response frame body is shown in Figure 8-47af6. 

	
	
	
	
	
	

	
	Category
	Public Action
	Dialog Token
	Status Code
	White Space Map element

	Octets:
	1
	1
	1
	1
	Variable


Figure 8-47f6—WSM Response frame body format

The Category field is set to the value for public action defined in Table 8-36 (Category values).

The Action Value field is set to indicate a WSM Response frame, as defined in Table 8-131 (Public Action field values).
The Dialog Token field is set to the Dialog Token value in the corresponding WSM Request frame.
The Status Code is defined in Table 8-35af2. If the Device ID provided in the WSM Response frame is not valid, White Space Map element field is not present in WSM Response frame. 
The remaining fields are as described in the WSM element.

Table 8-35af2—Status Code
	Status Code value
	Description

	0
	Reserved

	1
	Success

	2
	Request denied because Device ID is not valid

	3-255
	Reserved


10.af2 Regulatory Domain Operation 
10.af2.1 General 
TGaf editor: Change 2nd paragraph in a sub clause 10.af2.1, as follows: 

Enablement procedures are described in 10.12. Upon the reception of the enabling signal, the dependent STAs shall receive the WSM element in order to operate in the specific regulatory domain, which indicates the available channel list in that regulatory domain. After transmission of a DSE Enablement frame (8.5.8.4) granting a dependent STA, the enabling STA shall transmit a WSM. An enabling STA transmits a WSM within the Beacon frame, Probe Response frame and WSM Announcement frame. A WSM can be transmitted within a Beacon frame, Probe Response frame, WSM RLQP element using GAS protocol, WSM Response frame and WSM Announcement frame. 

TGaf editor: Change the sub clause 10.af2.3 and insert text, as follows: 

10.af2.3 Multi-band Operation(472r1) WSM Update Procedures
<TBD>
The WSM Notification element provides a WSM Notification Hash (WSNH), a unique indicator of the notification to the dependent STA. The WSNH allows the dependent STA to determine whether this is a new notification and the available channel list is valid as well.

The WSNH in the WSM Notification element shall be computed using HMAC-SHA1-64 hash algorithm as shown in 8.4.2.af5.
An Enabling STA with dot11WSMNotificationEnabled set to true shall transmit WSM Notification element (8.4.2.af5) every dot11WSMNotificationPeriod for the purpose of validating of available channel list. It issues the WSM Notification within Probe Response frame, Beacon frame and WSM Notification Public Action frame. 
After receiving a WSNH indicating an update of the WSM which has not already been retrieved from the enabling STA, a dependent STA having dot11WSMNotificationEnabled set to true should transmit the WSM RLQP element using GAS or WSM Request frame in order to query an updated WSM. An enabling STA receiving WSM request element in a GAS Initial Request shall response by transmitting WSM element using GAS protocol.  An enabling STA receiving WSM request public action frame shall response by transmitting WSM Response public action frame. 
A dependent AP with dot11WSMNotificationEnabled set to true shall transmit WSM Notification element (8.4.2.af5) every dot11WSMNotificationPeriod for the purpose of validating of available channel list. It issues the WSM Notification within Probe Response frame, Beacon frame and WSM Notification Public Action frame. 
After receiving a WSNH indicating an update of the WSM which has not already been retrieved from the dependent AP, a dependent STA having dot11WSMNotificationEnabled set to true should transmit the WSM RLQP element using GAS or WSM Request frame in order to query an updated WSM. A dependent AP receiving WSM request element in a GAS Initial Request shall response by transmitting WSM element using GAS protocol.  A dependent AP receiving WSM request public action frame shall response by transmitting WSM Response public action frame

A dependent STA should receive the WSM Notification element every dot11WSMNotificationPeriod and if it fails to receive and decode the WSM Notification element within dot11WhiteSpaceMapValidTime, it shall not transmit any signal in the regulatory bands and become unenabled.

When a STA transmits WSM Request frame, it may include Device ID set to FCC Identifier of the STA. After receiving WSM request frame having Device ID, the enabling STA or dependent AP shall check whether Device ID of the STA is valid or not before sending WSM response frame. If the Device ID is not valid, the STA that has accessed to the database for ID verification should return WSM Response frame with status code set to 2 and not provide the WSM.
Whenever a dependent STA wants to have a WSM, it can transmit the WSM element of RLQP element or WSM Request public action frame. 
TGaf editor: Insert the following new rows in B.4.af: 
B.4.af TVWS functions 
	Item
	Protocol Capability
	References
	Status
	Support

	*WS1
	Fixed STA TVWS Operation
	10.12.3,  Annex D, Annex E.2.4
	CFaf:O
	Yes, No. N/A

	*WS2
	Master STA TVWS Operation
	10.12.3, 10.12.4, Annex D, Annex E.2.4
	CFaf:O
	Yes, No. N/A

	*WS3
	Client STA TVWS Operation
	10.12.5, Annex D, Annex E.2.4
	CFaf:O
	Yes, No. N/A

	WS3.1
	Dependent STA TVWS Behavior
	10.12.5, Annex D, Annex E.2.4
	WS3:M
	Yes, No. N/A

	WS4
	White Space Map Announcement 
	8.4.2.af1, 8.5.8.af1, 10.af2.2
	CFaf: M
	Yes, No. N/A

	WS5
	Multi-band Operation
	8.4.2.af2, 10.af2.3
	CFaf:O
	Yes, No. N/A

	WS6
	Channel Power Management Announcement
	8.4.2.af1, 8.5.8.af2, 10.af1, Annex E.2.4
	CFaf:M
	Yes, No. N/A

	WS7
	WSM Notification
	8.4.2.af5, 8.4.5.3, 8.5.8.af4, 10.af2.2
	CFaf:M
	Yes, No. N/A

	WS8
	WSM Request
	8.5.8.af5, 8.5.8.af6, 10.af2.3
	CFaf:M
	Yes, No. N/A


Annex E (normative) Country elements and regulatory classes

E.2 Band-specific operating requirements

E.2.4 TVWS band in the United States (54 MHz to 698 MHz)
TGaf editor: Insert one dashed item in the seventh paragraph as follows: 

STAs shall have the following elements set to “true”

— dot11LCIDSERequired,

— dot11OperatingClassesRequired,

— dot11SpectrumManagementRequired,

— dot11MultiDomainCapabilityActivated,
— dot11ChannelPowerManagementActivated. ,

— dot11WSMNotificationEnabled.

— dot11WSMNotificationPeriod.
Annex C

(normative)

ASN.1 encoding of the MAC and PHY MIB

TGaf editor: Insert a new MIB variable dot11WSMNotificationEnabled after dot11WhiteSpaceMapEnabled , as shown :
Dot11StationConfigEntry::=

SEQUENCE {

dot11TVWSMapEnabled TruthValue,(472r1)

dot11TVWSMultiBandOperationEnabled TruthValue,(472r1)

dot11TVWSMapPeriod Unsigned32,(472r1)

dot11TVWSMapValidTime Integer, (472r1)

dot11RLSImplemented TruthValue, (737r3)

dot11RLSActivated TruthValue,(737r3)

dot11WhiteSpaceMapEnabled TruthValue,(790r2)
dot11WSMNotificationEnabled TruthValue,
dot11WSMNotificationPeriod Unsigned32,
dot11WhiteSpaceMapPeriod Unsigned32,(790r2)

dot11WhiteSpaceMapValidTime Integer, (790r2)

dot11ChannelPowerManagementActivated TruthValue (767r1)

}
TGaf editor: add definition of dot11WSMNotificationEnabled and dot11WSMNotificationPeriod after definition of dot11WhiteSpaceMapEnabled, as shown:
dot11WSMNotificationEnabled OBJECT-TYPE
SYNTAX TruthValue
MAX-ACCESS read-write

STATUS current
DESCRIPTION

"This is a control variable.

It is written by an external management entity.

Changes take effect for the next MLME-START.request

primitive.

This attribute, when true, indicates that the system capability for WSM Notifications is enabled. False indicates that the station has no WSM Notification so that the capability is present but is disabled.”

DEFVAL { FALSE }
::= { dot11StationConfigEntry <ANA> }
dot11WSMNotificationPeriod OBJECT-TYPE
SYNTAX Unsigned32
MAX-ACCESS read only
STATUS current

DESCRIPTION

" dot11WSMNotificationPeriod indicates the value of transmission interval that an enabling STA or a dependent AP transmits WSM Notification element. It shall be transmitted at least once per 60 seconds. It shall not be greater than 60 seconds.”
DEFVAL { 10 }

::= { dot11StationConfigEntry <ANA> }
Abstract


This document is a normative text proposal for a WSM notification mechanism, so that the enabling STAs or dependent APs can validate the list of available channel list to devices.





The mechanism is similar to that of the Emergency Alerts defined in IEEE 802.11u.


Technical comments discussed in this document are 14 and 57. The text is aligned with P802.11af-D0.05.
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