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1. Overall Description

IEEE 802.11 wishes to provide assistance in your work on emergency calling, and in particular on the information that is provided in the P802.11u draft. 

Please note that the draft is simply that, and may be changed or revised before final acceptance.

Please also note that, while information on support of emergency calling is included in the P802.11u draft, the actual emergency calls will be made by higher layer applications that are out-of-scope for IEEE 802.11.

The extracts dealing with emergency calling are attached to this letter.

2. Actions
IEEE 802.11 will be pleased to provide additional information, should IEEE 802.23 have questions about the attached extracts from the P802.11u draft.
We also wish to call attention to the fact that we believe the P802.11u draft is nearly ready for submission for standardization. Therefore, it would be most difficult to introduce any new changes at this point in time.

3. Date of Next IEEE 802.11 Meetings:
Plenary
November 8 – 12, 2010
Dallas, TX
Interim
January 20 – 24, 2011
Los Angeles, CA

Plenary
March 14 – 18, 2011
Singapore

For your reference, IEEE P802.11-2007 is the current version of the IEEE 802.11 Standard.

Please contact the chairman of IEEE 802.11 Working Group, Bruce Kraemer, together with the IEEE 802.11u Chair, Stephen McCann, with any questions.

Best Regards,

Bruce Kraemer

Contact information:

Bruce Kraemer

IEEE 802.11 Working Group Chair

bkraemer@marvell.com

+1 321 427 4098

Stephen McCann

IEEE 802.11 Secretary & IEEE 802.11u Chair

smccann@rim.com

+44 1753 667099

Extracts on Emergency Calling,

For IEEE 802.23

from IEEE P802.11u  v11 
1. Overview 

1.2 Purpose

Insert the following new item at end of the bulleted list.

—
Defines functions and procedures aiding network discovery and selection by STAs, information transfer from external networks using QoS Mapping and a general mechanism for the provision of emergency services.

2. Normative references

Insert the following new references into 2 maintaining the ordering in the base spec:

3GPP TS 24.234, 3GPP System to Wireless Local Area Network (WLAN) interworking; WLAN User Equipment (WLAN UE) to network protocols; Stage 3.

IANA EAP Method Type Numbers, http://www.iana.org/assignments/eap-numbers.

IEEE Std 802.21-2008, IEEE Standard for Local and Metropolitan Area Networks: Media Independent Handover Services, January 2009.

IETF RFC 1035, Domain Names - Implementation and Specification, P. Mockapetris, November 1987.

IETF RFC 3629, UTF-8, a transformation format of ISO 10646, F. Yergeau, November 2003.

IETF RFC 3748, Extensible Authentication Protocol (EAP), B. Aboba, L. Blunk, J. Vollbrecht, J. Carlson, H. Levkowetz, June 2004.

IETF RFC 3986, Uniform Resource Identifier (URI): Generic Syntax, January 2005.

IETF RFC 4282, The Network Access Identifier, December 2005.

IETF RFC 5216, The EAP-TLS Authentication Protocol, D. Simon, B. Aboba, R. Hurst March 2008.

OASIS Emergency Management Technical Committee, “Emergency Data Exchange Language (EDXL) Distribution Element, v. 1.0”. OASIS Standard EDXL-DE v1.0, May-2006.

3. Definitions

Insert the following new definitions into 3 maintaining the ordering:

3.271 emergency services association: An association between an RSN and a STA without security credentials; the STA is granted access to emergency services using unprotected frames via this association.

3.276 interworking service: A service that supports use of an IEEE 802.11 network with non-IEEE 802.11 networks. Functions of the interworking service assist non-AP STAs in discovering and selecting IEEE 802.11 networks, in using appropriate QoS settings for transmissions, in accessing emergency services, and in connecting to subscription service providers.

3.278 network access identifier (NAI): The user identity submitted by the client during IEEE 802.1X authentication (see RFC 4282).

3.279 public safety answering point (PSAP): A physical location where emergency calls are received and routed to the proper emergency services such as police and ambulance etc., see NENA specification [B51].

3.280 roaming consortium: A roaming consortium is a group of SSPs having inter-SSP roaming agreements.

3.281 subscription service provider (SSP): An organization (operator) offering connection to network services, perhaps for a fee. 

3.282 subscription service provider network (SSPN): The SSP controlled network. The network maintains user subscription information.

4. Abbreviations and acronyms

Insert the following new abbreviations and acronyms into clause 4 in alphabetical order:

EAS
emergency alert system

EBR
expedited bandwidth request

ES
emergency services

ESR
emergency services reachable

NAI 
network access identifier

PSAP
public safety answering point

UESA
un-authenticated emergency service accessible

5. General description

5.4 Overview of the services

Insert the following subclause 5.4.8 after 5.4.7

5.4.8 Interworking with External Networks 

The Interworking Service allows non-AP STAs to access services provided by an external network according to the subscription or other characteristics of that external network. An IEEE 802.11 non-AP STA may have a subscription relationship with an external network, e.g., with an SSPN.

An overview of the interworking functions addressed in this standard is provided below:

—
Network Discovery and Selection

•
Discovery of suitable networks through the advertisement of access network type, roaming consortium and venue information, via management frames

•
Selection of a suitable IEEE 802.11 infrastructure using advertisement services (e.g., an IEEE 802.21 Information Server) in the BSS or in an external network reachable via the BSS

•
Selection of an SSPN or External Network with its corresponding IEEE 802.11 infrastructure

—
Emergency Services

•
Emergency Call and Network Alert support at the link level

—
QoS Map distribution

—
SSPN Interface service between the AP and the SSPN

The Generic Advertisement Service (GAS), described in 5.9, can be used by a STA to provide support for the network selection process and as a conduit for communication by a non-AP STA with other information resources in a network before joining the wireless LAN.

The Interworking Service supports Emergency Services (ES) by providing methods for users to access emergency services via the IEEE 802.11 infrastructure, advertising that emergency services are supported (see 11.23.6) and identifying that a traffic stream is used for emergency services.

7.3 Management frame body components

7.3.2 Information elements

Insert the following new subclauses:

7.3.2.90 Interworking information element

The Interworking information element contains information about the Interworking Service capabilities of a STA as shown in Figure 7-95o119.

	
	
	
	
	
	

	
	Element ID
	Length
	Access
Network
Options


	Venue Info (optional)
	HESSID
(optional)

	Octets:
	1
	1
	1
	0 or 2
	0 or 6

	Figure 7-95o119—Interworking element format


The Length is a one-octet field whose value is 1 plus the sum of the lengths of each optional field present in the element. 

The format of Access Network Options field is shown in Figure 7-95o120. 
	Bits:


	B0 - 
B3
	
B4
	
B5


	
B6


	
B7



	
	Access Network
Type 


	Internet
	ASRA
	ESR
	UESA

	Figure 7-95o120—Access Network Options format


A non-AP STA sets Internet, ASRA, ESR and UESA fields to 0 when including the Interworking element in the Probe Request frame. A non-AP STA sets the Internet, ASRA and ESR bits to 0 when including the Interworking element in (Re)association Request frames. In (Re)association Request frames, a non-AP STA sets the UESA bit according to the procedures in 11.3.2. The Access Network Types are shown in Table 7-43bk. The Access Network Type field is set by the AP to advertise its Access Network Type to non-AP STAs. A non-AP STA uses this field to indicate the desired Access Network Type in an active scan. See Annex W.1 for informative text on usage of fields contained within the Interworking element.

	Table 7-43bk—Access Network Type



	Access Network Type
	Meaning
	Description

	0
	Private network
	Non-authorized users are not permitted on this network. Examples of this access network type are home networks and enterprise networks, which may employ user accounts. Private networks do not necessarily employ encryption.

	1
	Private network with guest access
	Private network but guest accounts are available. Example of this access network type is enterprise network offering access to guest users.

	2
	Chargeable public network
	The network is accessible to anyone, however, access to the network requires payment. Further information on types of charges may be available through other methods (e.g., IEEE 802.21, http/https redirect or DNS redirection). Examples of this access network type is a hotspot in a coffee shop offering internet access on a subscription basis or a hotel offering in-room internet access service for a fee.

	3
	Free public network
	The network is accessible to anyone and no charges apply for the network use. An example of this access network type is an airport hotspot or municipal network providing free service.

	4
	Personal Device Network
	A network of personal devices. An example of this type of network is a camera attaching to a printer, thereby forming a network for the purpose of printing pictures.

	5
	Emergency Services Only Network
	A network dedicated and limited to accessing emergency services.

	6 to 13
	Reserved
	Reserved

	14
	Test or experimental
	The network is used for test or experimental purposes only.

	15
	Wildcard
	Wildcard access network type


Bit 4 is the Internet field. The AP sets this field to 1 if the network provides connectivity to the Internet; otherwise it is set to 0 indicating that it is unspecified whether the network provides connectivity to the Internet. 

Bit 5 is the Additional Step Required for Access (ASRA) field. It is set to 1 by the AP to indicate that the network requires a further step for access. It is set to 0 whenever dot11RSNAEnabled is true. For more information, refer to Network Authentication Type Information in 7.3.4.5. 

Bit 6 is the Emergency Services Reachable (ESR) field. It is set to 1 by the AP to indicate that Emergency Services are reachable through the AP; otherwise it is set to 0 indicating that it is unspecified whether Emergency Services are reachable, see 11.23.6.

Bit 7 is the Unauthenticated Emergency Service Accessible (UESA) field. When the AP sets it to 0, this field indicates that no unauthenticated emergency services are reachable through this AP. When set to 1, this field indicates that higher layer unauthenticated emergency services are reachable through this AP. A STA uses the Interworking information element with the UESA bit set to 1 to gain unauthenticated access to a BSS to access emergency services. See 11.3.2.

The Venue Info field is defined in 7.3.1.34.

The HESSID field, which is the identifier for a homogeneous ESS, specifies the value of HESSID, see 11.23.2. A STA uses this field to indicate the desired HESSID in an active scan per 11.1.3. The HESSID field for an AP is set to the value of dot11HESSID.

= = = 

	Table 7-43bn—Access Network Query Protocol info ID definitions



	Info Name
	Info ID
	ANQP Info Element (clause)

	Reserved
	0-255
	n/a

	ANQP Query list
	256
	7.3.4.1

	ANQP Capability list
	257
	7.3.4.2

	Venue Name information
	25
	7.3.4.3

	Emergency Call Number information
	259
	7.3.4.4

	Network Authentication Type information
	260
	7.3.4.5

	Roaming Consortium list
	261
	7.3.4.6

	IP Address Type Availability information
	262
	7.3.4.8

	NAI Realm list
	263
	7.3.4.9

	3GPP Cellular Network information
	264
	7.3.4.10

	AP Geospatial Location
	265
	7.3.4.11

	AP Civic Location
	266
	 7.3.4.12

	AP Location Public Identifier URI
	267
	 7.3.4.13

	Domain Name list
	268
	7.3.4.14

	Emergency Alert Identifier URI
	269
	7.3.4.15

	TDLS Discovery
	270
	7.3.4.16

	Reserved
	271– 56796
	n/a

	Access Network Query Protocol vendor-specific list
	56797
	7.3.4.7

	Reserved
	56798 – 65535
	n/a


7.3.4.4 Emergency Call Number information 

The Emergency Call Number information provides a list of emergency phone numbers to an emergency responder (such as directed by a PSAP) that is used in a specific geographical area. The format of the Emergency Call Number information is provided in Figure 7-95o136.
	
	Info ID

	Length
	Emergency Call Number
Unit #1
(optional)
	Emergency Call Number 
Unit #2 
(optional)
	 
	Emergency Call Number 
Unit #N (optional)

	Octets:
	2
	2
	variable
	variable
	 
	variable

	Figure 7-95o136—Emergency Call Number information format


The Info ID field is equal to the value in Table 7-43bn corresponding to the Emergency Call Number information. 

The Length is a 2-octet field whose value is determined by the number and size of the Emergency Call Number Units. 

Each Emergency Call Number Unit has the structure shown in Figure 7-95o137.
	
	Length of Emergency Call Number
	Emergency Call 
Number

	Octets:
	1
	variable

	Figure 7-95o137—Emergency Call Number Unit format


The Length of Emergency Call Number is a one octet field whose value is determined by the size of the Emergency Call Number field.

The Emergency Call Number field indicates the dialing digits used to obtain emergency services from the network. This field is encoded using the UTF-8 character set, defined in RFC 3629. 

7.3.4.17 Emergency NAI

The Emergency NAI element contains an emergency string which can be used by a STA as its identity to indicate emergency access request. The format of the Emergency NAI is provided in Figure 7-95o158.

	
	Info ID
	Length
	Emergency NAI String



	Octets:
	2
	2
	variable

	Figure 7-95o158—Emergency NAI Format


The Length field is set to the length of Emergency NAI string. 

The Emergency NAI field contains a UTF-8 string formatted in accordance with RFC4282. 

8. Security

Insert the following clause after the RSNA assumptions and constraints sub-clause

8.1.6 Emergency Service establishment in an RSN 

An AP that supports RSNAs and has the UESA bit set to 1 in the Interworking element in Beacon and Probe Response frames, supports both RSNAs and Emergency Services associations (see 11.3.2.1) simultaneously.


NOTE—STAs with emergency services association are advised to discard all group addressed frames they receive, as they do not posses the Group Key and will not be able to decrypt group addressed frames. In an RSNA enabled BSS having one or more STAs associated with an emergency services association, an AP should avoid transmitting unprotected group addressed frames to not disturb the operation of STAs in possession of Group Key. One possible way of achieving this is to support Proxy-ARP in the AP, as defined in 11.22.13. In addition, it is recommended that an AP supporting emergency services association should also support DMS to convert group addressed frames to individually addressed frames and transmit them to STAs associated using the emergency services association. STAs using emergency services association could request for DMS if needed.

.

10. Layer management

10.3 MLME SAP Interface

10.3.6 Associate

10.3.6.1 MLME-ASSOCIATE.request

10.3.6.1.2 Semantics of the service primitive

Change the primitive parameter list in 10.3.6.1.2 as shown:

MLME-ASSOCIATE.request (
PeerSTAAddress,
AssociateFailureTimeout,
CapabilityInformation,
listenInterval,
Supported Channels,
RSN,
QoSCapability,
EmergencyServices,
VendorSpecificInfo
)

Insert the following row before the VendorSpecificInfo row of the untitled table defining the primitive parameters in 10.3.6.1.2:

	Name
	Type
	Valid Range
	Description

	EmergencyServices
	Boolean
	True, False
	Specifies that the non-AP STA intends to associate for the purpose of un-authenticated access to emergency services. The parameter shall only be present if dot11InterworkingServiceActivated is true.


10.3.7 Reassociate

10.3.7.1 MLME-REASSOCIATE.request

10.3.7.1.2 Semantics of the service primitive

Change the primitive parameter list in 10.3.7.1.2 as shown:

MLME-ASSOCIATE.request (
PeerSTAAddress,
AssociateFailureTimeout,
CapabilityInformation,
listenInterval,
Supported Channels,
RSN,
QoSCapability,
EmergencyServices,
VendorSpecificInfo
)

Insert the following row before the VendorSpecificInfo row of the untitled table defining the primitive parameters in 10.3.7.1.2:

	Name
	Type
	Valid Range
	Description

	EmergencyServices
	Boolean
	True, False
	Specifies that the non-AP STA intends to associate for the purpose of un-authenticated access to emergency services. The parameter shall only be present if dot11InterworkingServiceActivated is true.


10.3.24 TS management interface

10.3.24.2 MLME- ADDTS.confirm

10.3.24.2.2 Semantics of the service primitive

Change the primitive parameter list in 10.3.24.2.2 as shown:

MLME-ADDTS.confirm(

ResultCode,

DialogToken,

TSDelay,

TSPEC,

Schedule,

TCLAS,

TCLASProcessing,

EBR,

VendorSpecificInfo

)

Change ResultCode row in the following table in 10.3.24.2.2 and insert EBR row at the end of the table, before VendorSpecificInfo:

	Name
	Type
	Valid Range
	Description

	ResultCode
	Enumeration
	SUCCESS,

INVALID_PARAMETERS,

REJECTED_WITH_SUGGESTED_

CHANGES,

REJECTED_FOR_DELAY_PERIOD,

TIMEOUT,

REFUSED_EMERGENCY_SERVICES_NOT_SUPPORTED,

TRANSMISSION_FAILURE,

REQUESTED_TCLAS_NOT_SUPPORTED,

SUPPORTEDTC

LAS_RESOURCES_EXHAUSTED,

REJECTED_HOME_WITH_SUGGESTED_CHANGES,

REJECTED_WITH_SUGGESTED_BSS_TRANSITION,

REJECTED_FOR_SSP_PERMISS

IONS
	Indicates the results of the corresponding MLME-ADDTS.request primitive.



	EBR
	As defined in frame format
	As defined in 7.3.2.92
	Specifies the precedence level of the TS request. This element may be present when dot11EBRActivated is true.


Change the second paragraph of 10.3.24.2.2 as follows:

For other values of ResultCode, no new TS has been created. In the case of REJECTED_WITH_SUGGESTED_CHANGES, the TSPEC represents an alternative proposal by the HC based on information about the current status of the MAC entity. In the case of REJECTED_HOME_WITH_SUGGESTED_CHANGES, the TSPEC represents an alternative proposal by the HC based on information received from the SSPN interface. A TS is not created with this definition. If the suggested changes are acceptable to the non-AP STA, it is the responsibility of the non-AP STA to set up the TS with the suggested changes.

11.3 STA authentication and association

11.3.2 Association, reassociation, and disassociation

11.3.2.1 STA association procedures

Change the text as follows:

a)
The STA shall transmit an Association Request frame to an AP with which that STA is authenticated. If the MLME-ASSOCIATE.request primitive contained an RSN information element with only one pairwise cipher suite and only one authenticated key suite, this RSN information element shall be included in the Association Request frame. 

a1)
If dot11InterworkingServiceActivated is true and the STA does not have credentials for the AP, and the STA is initiating an Emergency Services association procedure, it includes the Interworking element with the UESA field set to 1.

11.3.2.2 AP association procedures

Change the text as follows:

When an Association Request frame is received from a STA, the AP shall associate with the STA using the following procedure:

a)
If the STA is not authenticated, the AP shall transmit a Deauthentication frame to the STA and terminate the association procedure.

a1
At an AP having dot11InterworkingServiceActivated set to true, subsequent to receiving an Association Request frame which includes the Interworking element with UESA field set to 1 and does not include an RSN element, then upon receipt of an MLME-ASSOCIATE.response service primitive, the AP shall accept the association request even if dot11RSNAEnabled is set true and dot11PrivacyInvoked is true thereby granting access, using unprotected frames (see 7.1.3.1.8), to the network for Emergency Services purposes.

11.3.2.3 STA reassociation procedures

Change the text as follows:

Upon receipt of an MLME-REASSOCIATE.request primitive, a STA shall reassociate with an AP via the following procedure:

b)
The STA shall transmit a Reassociation Request frame to the new AP. If the MLME-REASSOCIATE.request primitive contained an RSN information element with only one pairwise cipher suite and only one authenticated key suite, this RSN information element shall be included in the Reassociation Request frame.

b1)
If dot11InterworkingServiceActivated is true and the STA was associated to the ESS for unsecured access to Emergency Services, it includes the Interworking element with the UESA field set to 1 in the MLME-REASSOCIATE.request primitive.

11.3.2.4 AP reassociation procedures

Change the text as follows:

Whenever a Reassociation Request frame is received from a STA, the AP uses the following procedure to support reassociation:

a)
If the STA is not authenticated, the AP shall transmit a Deauthentication frame to the STA and terminate the reassociation procedure.

a1)
At an AP having dot11InterworkingServiceActivated set to true, subsequent to receiving a Reassociation Request frame which includes the Interworking element with UESA field set to 1 and does not include an RSN element, then upon receipt of an MLME-REASSOCIATE.response service primitive, the AP shall accept the reassociation request even if dot11RSNAEnabled is set true and dot11PrivacyInvoked is true thereby granting access, using unprotected frames (see 7.1.3.1.8), to the network for Emergency Services purposes.

11.4 TS Operation

11.4.1 Introduction

Insert the following text after the second paragraph of 11.4.1.

TS may have zero or one Expedited Bandwidth Request (EBR) element associated with it. An AP uses the parameters in the EBR to understand the precedence level requested by a non-AP STA (see Annex W.4.3). For example, the precedence level may be used to convey to the AP that the requested TS is for the purposes of placing an emergency call. Support for precedence levels greater than 18 is optional for STAs.

Change the third paragraph of 11.4.1.

Traffic specification (TSPEC), and the optional traffic classification (TCLAS) elements, and the optional EBR element are transported on the air by the ADDTS, in the corresponding QoS frame and across the MLME SAP by the MLME-ADDTS primitives. In addition, a TS could be created if a STA sends a resource request to an AP prior to initiating a transition to that AP or in the Reassociation Request frame to that AP.

Insert the following text as the last paragraph at the end of 11.4.1:

When dot11SSPNInterfaceActivated is true, TSPEC processing by the HC may be subject to limitations received from the SSPN interface. The SSPN may limit access to certain QoS priorities, and further restrict the data rate and delay used with any priority.

Insert the following subclause after 11.22

11.23 WLAN Interworking with External Networks Procedures

11.23.3 Interworking Procedures: Generic Advertisement Services

1.23.3.2 Access Network Query Protocol procedures

11.23.3.2.4 AP Geospatial Location procedures

A STA when dot11InterworkingServiceActivated is true may retrieve an AP's Geospatial location using GAS procedures in 11.23.3.1. A STA in the associated state should retrieve Geospatial location information from the AP using the procedures in 11.10.8.

11.23.3.2.5 AP Civic Location procedures

A STA when dot11InterworkingServiceActivated is true may retrieve an AP's Civic location using GAS procedures in 11.23.3.1. A STA in the associated state should retrieve Civic location information from the AP using the procedures in 11.10.8.

11.23.3.2.7 Emergency NAI procedures

A dot11InterworkingServiceActivateded STA which does not have valid credentials to authenticate to a network can use the Emergency NAI string as its EAP identity. 

The Emergency NAI string can be retrieved from the AP using the ANQP procedures in 11.23.3.2. 

The STA uses The Emergency NAI to indicate its intention to access the network without peer authentication by using the Emergency NAI as its identity in the authentication process, as described in RFC5216.

11.23.6 Interworking Procedures: Emergency Services Support

Emergency Service support provides STAs with the ability to contact authorities in an emergency situation. The following procedures allow the STA to determine whether emergency services are supported by the AP, and whether un-authenticated emergency service access is allowed.

In an AP, when dot11ESNetwork is true, the network is dedicated and limited to accessing emergency services. When dot11ESNetwork is true, the access network type field in the Interworking element shall be set to the value for Emergency Services Only Network (see Table 7-43bk). When dot11ESNetwork is false, the network is not limited to accessing emergency services, and the access network type field in the Interworking element shall be set to a value other than Emergency Services Only Network. 

	Table 11-5—ESR and UESA field settings



	Description
	ESR
	UESA

	It is unspecified whether Emergency Services are reachable
	0
	0

	Emergency Services are only reachable for authenticated STAs
	1
	0

	Reserved
	0
	1

	Emergency Services are reachable for STAs.
	1
	1


When the AP is located in a regulatory domain that requires location capabilities, the ESR field shall only be set to 1 and the Network Type shall only be set to Emergency Services Only Network (see Table 7-43bb), if location capability is enabled on the AP. In Beacon and Probe Response frames, location capability is advertised when the Civic Location or Geo Location field in the Extended Capabilities Element is set to 1

Annex A 

(normative)

Protocol Implementation Conformance Statement (PICS) Proforma

A.4.22 Interworking (IW) with External Networks extensions

	Item
	Protocol Capability
	References
	Status
	Support

	
	Are the following Interworking with External Networks capabilities supported?
	
	
	

	IW1
	Interworking capabilities and Information
	7.3.2.90, 11.23.2
	CF19:M
	Yes, No, N/A

	    IW1.1
	Interworking information element
	7.3.2.90
	IW1:M
	Yes, No, N/A

	     IW1.2
	Access Network Type
	7.3.2.90
	IW1:M
	Yes, No, N/A

	     IW1.3
	Venue Type
	7.3.2.90
	IW1:M
	Yes, No, N/A

	     IW1.4
	HESSID
	7.3.2.90
	IW1:M
	Yes, No, N/A

	IW2
	Generic Advertisement Services
	11.23.3
	CF19:M
	Yes, No, N/A

	     IW2.1
	Advertisement Protocol element
	7.3.2.91
	IW2:M
	Yes, No, N/A

	     IW2.2
	GAS Protocol
	11.23.3.1
	IW2:M
	Yes, No, N/A

	     IW2.2.1
	GAS Public Action Frames
	7.4.7
	IW2:M
	Yes, No, N/A

	     IW2.2.2
	Access Network Query Protocol
	7.3.4
	IW2.2:M
	Yes, No, N/A

	     IW2.2.3
	ANQP Query list
	7.3.4.1
	IW2.2.1:M
	Yes, No, N/A

	     IW2.2.4
	ANQP Capability list
	7.3.4.2
	IW2.2.1:M
	Yes, No, N/A

	     IW2.2.5
	Venue Name information
	7.3.4.3
	IW2.2.1:O
	Yes, No, N/A

	     IW2.2.6
	Emergency Call Number information
	7.3.4.4
	IW2.2.1:O
	Yes, No, N/A

	     IW2.2.7
	Network Authentication Type information
	7.3.4.5
	IW2.2.1:O
	Yes, No, N/A

	     IW2.2.8
	Roaming Consortium list
	7.3.4.6
	IW2.2.1:O
	Yes, No, N/A

	     IW2.2.9
	IP Address Type Availability information
	7.3.4.8
	IW2.2.1:O
	Yes, No, N/A

	     IW2.2.10
	NAI Realm list
	7.3.4.9
	IW2.2.1:O
	Yes, No, N/A

	     IW2.2.11
	3GPP Cellular Network information
	7.3.4.10
	IW2.2.1:O
	Yes, No, N/A

	     IW2.2.12
	AP Geospatial Location
	7.3.4.11
	IW2.2.1:O
	Yes, No, N/A

	     IW2.2.13
	AP Civic Location
	7.3.4.12
	IW2.2.1:O
	Yes, No, N/A

	     IW2.2.14
	AP Location Public Identifier URI
	7.3.4.13
	IW2.2.1:O
	Yes, No, N/A

	     IW2.2.15
	Domain Name list
	7.3.4.14
	IW2.2.1:O
	Yes, No, N/A

	     IW2.2.16
	Emergency Alert URI
	7.3.4.15
	IW2.2.1:O
	Yes, No, N/A

	     IW2.2.17
	Emergency NAI
	7.3.4.17
	IW2.2.1:O
	Yes, No, N/A

	     IW2.2.18
	ANQP vendor-specific list
	7.3.4.7
	IW2.2.1:O
	Yes, No, N/A

	     IW2.2.19
	MIH IS
	11.23.4
	IW2:O
	Yes, No, N/A

	IW2.2.20
	MIH Event and Command Serivices Discovery
	11.23.4
	IW2.3:O
	Yes, No, N/A

	IW2.2.21
	Emergency Alert System (EAS)
	7.3.2.91, 7.3.2.95
	IW2.3:O
	Yes, No, N/A

	IW2.2.22
	Location-to-Service Translation Protocol
	7.3.2.91
	IW2.3:O
	Yes, No, N/A

	IW2.2.23
	Advertisement Protocol ID, Vendor Specific
	7.3.2.91
	IW2.3:O
	Yes, No, N/A

	     IW2.3
	GAS Initial Request frame
	7.4.7.14
	IW2:M
	Yes, No, N/A

	     IW2.4
	GAS Initial Response frame
	7.4.7.15
	IW2:M
	Yes, No, N/A

	     IW2.5
	GAS Comeback Request frame
	7.4.7.16
	IW2:M
	Yes, No, N/A

	     IW2.6
	GAS Comeback Response frame
	7.4.7.17
	IW2:M
	Yes, No, N/A

	IW3
	QoS Mapping from External Networks
	11.23.9 9.9.3.1, 9.9.3.2
	CF19:O
	Yes, No, N/A

	     IW3.1
	QoS Map Set element
	7.3.2.93
	IW3:M
	Yes, No, N/A

	     IW3.2
	Transport of QoS Map Set
	11.23.9
	IW3:M
	Yes, No, N/A

	     IW3.3
	QoS Map Configure
	7.4.2.5
	IW3:M
	Yes, No, N/A

	IW4
	MIH Support
	11B, 11.23.4
	CF19:O
	Yes, No, N/A

	    IW4.1
	MAC State Generic Convergence Function Support
	11B
	IW4:M
	Yes, No, N/A

	     IW4.2
	Informational events
	11B.3
	IW4:M
	Yes, No, N/A

	     IW4.3
	ESS status reporting
	11B.4.1
	IW4:M
	Yes, No, N/A

	     IW4.4
	Network configuration
	11B.4.2
	IW4:M
	Yes, No, N/A

	     IW4.5
	Network events
	11B.4.3
	IW4:M
	Yes, No, N/A

	     IW4.6
	Network command interface
	11B.4.4
	IW4:M
	Yes, No, N/A

	     IW4.7
	Mobility management
	11B.5.1
	IW4:M
	Yes, No, N/A

	     IW4.8
	Network configuration
	11B.4.2
	IW4:M
	Yes, No, N/A

	IW5
	Extended channel switch enabled
	7.3.2.58, 11.1.3
	(CF15 AND DSE9):M
	Yes, No, N/A

	IW6
	Expedited Bandwidth Request 
	7.3.2.92
	CF19:O
	Yes, No, N/A

	IW7
	SSPN Interface
	11.23.5
	CF19:O
	Yes, No, N/A
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Annex W

(informative) 

Interworking with External Networks 

The purpose of this informative annex is to describe and clarify the support for Interworking with External Networks including the support for Network Discovery and Selection, QoS mapping, SSPN interface and Emergency Services, providing some background information and recommended practices.

W.1 Network discovery and selection

Interworking Service provides features to support the network discovery and selection process a STA uses to choose the network with which to associate. Generic Advertisement Service (GAS) provides a non-AP STA access to an information server (e.g. an IEEE 802.21 IS) which can provide a rich set of information to aid the network discovery and selection process. In addition, Interworking Service provides lightweight features which also facilitate this process. The following paragraphs describe several use cases illustrating how these features can be used to aid in network discovery and selection. The use cases are:

•
Airport: A business traveler needs to connect via an airport hotspot to his/her enterprise network to download email and information from the customer database.

•
Shopping: A shopper visits a shopping mall and wants to use his/her smartphone to discover items on sale.

•
Sales meeting: A sales representative visiting a customer accesses his/her guest network.

•
Museum: A visitor to a museum uses a smartphone to obtain virtual docent service.

•
Emergency Call: A traveller has need to make an emergency call, while in another country.

•
Emergency Alert: A traveller, having enabled display of Emergency Alerts, arrives at a new destination.

W.1.5 Emergency call

A traveller has need to make an emergency call, while in another country. The traveler may not be aware of the emergency call numbers that are used in that country. Being in this new location for the first time, the traveller is not aware of which of the local access points provide access for emergency calling. (Note that emergency calling requires higher-layer application(s) that are outside the scope of this standard.)

1)
The traveller’s non-AP STA performs an active scan by transmitting a Probe Request frame containing the wildcard SSID and an Interworking element. (If the non-AP STA is already associated with an AP that has indicated support for emergency service in its beacon, the probe request would not be necessary.)

2)
In response, it receives Probe Response frames from one or more APs indicating support for Emergency Service in the Access Network options field of the Interworking element. 

a)
Extended Capabilities information element indicates: AP provides Interworking Service.

b)
Emergency Services Reachability is indicated by the ESR and UESA fields in the Access Network Options in the Interworking element. 

c)
A dedicated Emergency Services network is indicated by the Access Network Type field in the Interworking element.

3)
The traveller’s non-AP STA then requests the Emergency Call Number information with a GAS Intial Request Action frame, or, in the case of a multimedia Emergency call, requests the Emergency URN information.

4)
The GAS Initial Response Action frame from the AP provides the Emergency Call Number (or URN) information. 

5)
This information is passed to the higher-layer application in the traveller’s non-AP STA.

6)
The traveller’s non-AP STA then associates with the AP.

7)
The traveller’s non-AP STA then places the emergency call, with an Expedted Bandwidth Request (EBR) in an ADDTS Action frame to provide priority to the emergency call

W.4 Interworking with External Networks and Emergency Call support 

Emergency Services define the IEEE 802.11 functionality to support an Emergency Call (e.g., E911) service as part of an overall multi-layer solution, specifically capability advertisement and access to ES by STAs not having proper security credentials. “Multi-layer” indicates that Emergency Services will be provided by protocols developed in part by other standards bodies, see [B42], [B38] and [B41]. Three features of Interworking with External Networks support emergency call services.

The first feature is a mechanism for a non-AP STA to signal to an AP that a call is an emergency call. This is useful in the case where the access category to be used to carry the emergency call traffic (typically AC_VO) is configured for mandatory admission control. If the WLAN is congested, then the AP can deny the TSPEC request for bandwidth to carry the call. However, if the AP is able to determine that the call is an emergency call, then it can invoke other options to admit the TSPEC request. 

The second and third features provide the means for a client without proper security credentials to be able to place an emergency call. The second feature makes use of Interworking information element which can be included in Association request frames in order to bypass the IEEE 802.1X port at an AP for un-authenticated access to emergency services. This is described further in Annex W.4.4. The third feature makes use of an SSID configured for Open Authentication to provide emergency services and is described in Annex W.4.2.

The STA has the burden to confirm the availability of emergency services from the 802.11 network, including that the network is authorized for emergency services. The time it takes for a client to find an authorized emergency services network is related to the speed of forward progress the authorized network can make over the air with the STA, relative to all of the other networks (attackers as well), and is inversely related to the number of false advertisements. A STA can confirm the availability of emergency services by observing the value of the Access Network Type, ESR and UESA fields in the Interworking element of any received Beacon or Probe response frame.

W.4.1 Background on Emergency Call support over 802.11 infrastructure

Special handling for emergency service calls is required over IEEE 802.11. To use a public hotspot a user will go typically through an authentication process (e.g., EAP-based, or http/https redirect or DNS redirection) before being able to use it for emergency calls.

There is a need to support these emergency services both when the user has a relationship with the IEEE 802.11 network (credentials to access the network) and when it does not have any relationship with the IEEE 802.11 network.

The former case requires no changes to the authentication process—the user, having already been authenticated to and associated with the WLAN, simply dials the emergency number thereby placing the call.

In the latter case, the non-AP STA will be able to gain access to the network without using security credentials and make an emergency call.

Another difficulty is that once the user gains access to the network, there is no mechanism to prioritize their emergency traffic in the IEEE 802.11 MAC over that of other users, even with 802.11 QoS capability.

Supporting emergency services, such as E911 calling, requires a multi-layer solution with support at various protocol layers. Apart from MAC level access and support for transfer of data between non-AP STA and AP with appropriate QoS at layer 2, there is a clear need, above this layer, to setup the call, conduct call control and management, and use an appropriate audio codec.

One specific example is when a user arrives in a new country and needs to make an emergency call in a public hotspot where there is no prior relationship with the available WLAN network or WLAN hotspot operator.


NOTE—The callback feature, if required in a regulatory domain, is dealt with at a higher layer.

W.4.2 System aspects for Emergency Call support

An IEEE 802.11 infrastructure by itself cannot ensure that all factors are compatible for an Emergency Service call to actually take place. The client device may have to register with a call manager (SIP agent or some other signaling endpoint) for the call to be placed successfully. Different signaling systems such as SIP, H.323, etc., can be deployed for supporting Emergency Service calling. Higher layers can also verify an Emergency Service call is being placed so that appropriate level of resources can be granted to the emergency call. Voice endpoints (e.g., non-AP STAs) can use different codecs such as G.711, AMR, and iLBC. All these functionalities are out of scope of this standard.

IEEE 802.11 can provide priority for emergency traffic both for the initial call establishment and during an ongoing emergency call, which assumes advertisement of this functionality supported in the BSS.

This section describes general design assumptions to support ES with IEEE 802.11:

a)
It is assumed that there is a higher layer (above IEEE 802.11 Layer 2) protocol (or protocol suite) for making emergency calls or using any other ES.

b)
In order to make the emergency call procedure work properly, the non-AP STA has the following responsibilities:

1)
Recognize the user’s request to make an emergency call

2)
Non-AP STA will associate to the AP if it is not already done so. In an RSN, if the user does not have valid authentication credentials for network access then non-AP STA can bypass the RSN that will provide access to the network to make emergency calls,

3)
Select an AP that supports QoS and EBR capability.

4)
If location information is required in a particular regulatory domain, request location information from the WLAN. If the STA can not determine it's own location by its own means, then Location information should be obtained from the network prior to initiating the emergency call request. There are two methods a non-AP STA can use to obtain location services from the 802.11 network:

i)
If the non-AP STA can use location information in Geospatial format (i.e., latitude, longitude and altitude), then the RRM capability can be used to obtain this information. The AP advertises RRM capability in its Beacon management frame (bit1 set to 1 in the Capability information field). In this case, the non-AP STA transmits an LCI Request to the AP using the procedures in 11.10.8.6. 

NOTE—The non-AP STA can receive an LCI Report with the incapable field set. According to the procedures in 11.10.8.6, the non-AP STA can re-submit an LCI Request with a location subject of “remote”. If the AP still responds with incapable, then location services are not available from the AP via RRM capability.

ii)
If the non-AP STA requires location information in Civic or Geospatial formats, then an AP’s wireless network management capability can be used. In this case, an AP advertises its ability to provide its location in with Civic or Geospatial format by setting the Civic Location or Geospatial Location field in the Extended Capabilities information element to 1. in the Beacon frame. A non-AP STA requests its location using the procedures in 11.23.7. Unlike an AP providing RRM capability, an AP Advertisement location capability will not return an “incapable” response if the non-AP STA requests the “remote” location.

5)
Selects one of possibly several SSPNs advertising support for ES and VoIP service.

c)
There are two methods described in this annex by which a user lacking security credentials can gain access to the network. The method selected in any particular deployment is at the discretion of the IEEE 802.11 infrastructure provider, SSPN or system administrator as appropriate. The AP and non-AP STA should permit users lacking security credentials to gain access to a network using one of the methods provided. The two methods are:

i)
Using an ES association (see 7.3.2.90) in a BSS configured for RSNA. Using this type of association means the AP and non-AP STA will exchange un-protected frames for Emergency Service access only during the lifetime of the association. In this situation, cryptographic keys are not exchanged, the IEEE 802.1X uncontrolled port is bypassed without invoking the IEEE 802.1X state machine. Since protection is used for authenticated STAs, their traffic is protected.

ii)
Using an SSID configured for Open System authentication. Network elements necessary to complete an emergency call are reachable via this SSID. How to reach these network elements (e.g., a call manager) and which protocol to use (e.g., SIP) are outside the scope of this standard.

d)
The AP can separate the backhaul of ES traffic from other traffic, typically via a dedicated VLAN.

To ease burden of implementation on the network side, some basic means should exist to allow easy filtering, routing and basic access control of “regular” BSS traffic and emergency-type BSS traffic. This can be assisted by the downloading of emergency call number information, as described in 7.3.4.4.

W.4.3 Description of the Expedited Bandwidth Request element

For access categories configured for mandatory admission control, a non-AP STA requests bandwidth using a TSPEC element in an ADDTS Request frame. The TSPEC Request includes parameters describing the characteristics of the traffic stream, but no information on the use of the traffic stream. The Expedited Bandwidth Request (EBR) element describes the “use” of a traffic stream. To use this element, it is the responsibility of the station to transmit this element in response to certain call signaling messages. How this is done is out of scope for the Interworking Service. The following bandwidth uses are provided in the EBR element:

—
Emergency call, defined in [B51]

—
Public first responder (e.g., fire department)

—
Private first responder (e.g., enterprise security guard)

—
Multi-level precedence and pre-emption

Multi-level precedence and pre-emption (MLPP) services are provided by other voice networking technologies such as 3GPP (see TS 22.067 [B40]), H.323 (see ITU-T H4.60.14) and other proprietary signaling protocols. MLPP is used as a subscription service to provide differentiated levels of consumer service; it is also used by military organizations so that commanding officers won’t get a network busy signal.

If the AP is provided additional information regarding the nature of the Traffic Stream, it can invoke additional policy which can be configured on the AP to accept the TSPEC request when it would be otherwise denied. Policy configured at AP defines how bandwidth is allocated. Specification of these policies is out of scope of Interworking with External Networks. Policy examples include:

—
No action

—
Pre-emptive action: delete a TS of lower priority if necessary to make room for new TS

—
Use capacity allocated for non-voice services if priority is above a certain value (assuming TSPEC is for AC_VO)

—
Interpret MLPP codes as defined 3GPP specification

—
Interpret MLPP codes as defined in proprietary specification

W.4.4 Access to Emergency Services in an RSN

If a network requires authentication and encryption with RSN, a non-AP STA placing an emergency call associates and authenticate to the network by using an ES association (see 7.3.2.90). If the non-AP STA has user credentials that allow it to use a particular network, the non-AP STA can use its credentials to authenticate to the SSPN through the IEEE 802.11 infrastructure.

To use an ES association, a STA lacking security credentials can associate to a BSS in which Emergency Services are accessible by including an Interworking Element with the UESA field set to 1 in a (Re)-association Request frame. An AP receiving this type of (Re)-assocation request recognizes this as a request for un-authenticated emergency access. The AP can look up the VLAN ID to use with a AAA server, or it can have an emergency services VLAN configured. The STA can either have, policies configured locally for quality of service parameters and network access restrictions, or it can look them up through external policy servers.

When an ES association is used, the IEEE 802.11 infrastructure should be designed to restrict access to emergency call users. Methods of such restriction are beyond the scope of IEEE 802.11, but can include an isolated VLAN for emergency services, filtering rules in the AP or network entity (e.g., router) in an external network to limit network access to only network elements involved in emergency calls, and per-session bandwidth control to place an upper limit on resource utilization.
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IEEE 802.23, Emergency Services, is beginning work on emergency calling. It has requested information on the emergency calling that is included in the P802.11u Interworking with Extenal Networks.
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