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Abstract

This submission suggests full adoption of the approved 802.11-10/0660r0 document to TG-s draft upon official issuance of TG-u draft 10.0 which the 802.11-10/0660r0 is based on.

Modify TGs 6.0 as follow based on the approved IEEE 802.11-10/660R0:
7.3.2.90 Interworking information element
….

Bit 6 is the Emergency Services Reachable (ESR) field. It is set to 1 by the AP or mesh STA to indicate that Emergency Services are reachable through the AP or mesh STA; otherwise it is set to 0 indicating that it is unspecified whether Emer​gency Services are reachable, see 11.23.6. The ESR bit in the Interworking information element also serves as an emergency indicator. A mesh STA sets the ESR bit to 1 in Mesh Peering Open frame to gain access to emergency services through another mesh STA that is accessible for emergency service and sets the ESR bit to 0 to gain access to non-emergency services, see 11.23.6.
…..
Modify TG-s 6.0 as follow based on the approved IEEE 802.11-10/660R0 and TG-u draft 10.0:

7.3.2.90 Interworking information element

…..
Bit 67 is the Unauthenticated Emergency Service Accessible (UESA) field. When the AP or mesh STA sets it to 0, this field indicates that no unauthenticated emergency services are reachable through this AP or mesh STA. When set to 1, this field indicates that higher layer unauthenticated emergency services are reachable through this AP or mesh STA. A STA uses the Interworking information element with the UESA bit set to 1 to gain unauthenticated access to a BSS to access emergency services. A mesh STA uses the Interworking information element with the UESA bit set to 1 to gain unauthenticated access to another mesh STA to access emergency services. See 11.3.2.

….

8. Security
Insert the following clause after the RSNA assumptions and constraints sub-clause
8.1.6 Emergency Service establishment in an RSN 
An AP or mesh STA that supports RSNAs and has the ESR bit set to 1 and the UESA bit set to 1 in the Interworking element in Beacon and Probe Response frames, supports both RSNAs and Emergency Services associations (see 11.3.2.1) simultaneously. 

NOTE—In an infrastructure BSS, STAs with emergency services association are advised to discard all group addressed frames they receive, as they do not posses the Group Key and will not be able to decrypt group addressed frames. In an RSNA enabled BSS having one or more STAs associated with an emergency services association, an AP should avoid transmitting unprotected group addressed frames to not disturb the operation of STAs in possession of credentials. One possible way of achieving this is to support Proxy-ARP in the AP, as defined in 11.22.13. In addition, it is recommended that an AP supporting emergency services association should also support DMS to convert group addressed frames to individually addressed frames and transmit them to STAs associated using the emergency services association. STAs using emergency services association could request for DMS if needed.

11.23.6 Interworking Procedures: Emergency Services Support
Change the third paragraph in 11.23.6 as follows: 

[Note: this change is merely to sync with the latest changes in TG-u draft 10.0] 

In an infrastructure BSS when the AP is located in a regulatory domain that requires location capabilities, the ESR field shall only be set to 1 and the Access Network Type shall notonly be set to Emergency Services Only Network (see Table 7-43bbk) unless location capability is enabled on the AP., if location capability is enabled on the AP. In Beacon and Probe Response frames, location capability is adver​tised when the Civic Location or Geo Location field in the Extended Capabilities Element is set to 1. Location capability is enabled when the Civic Location or Geo Location field in the Extended Capabilities Element is set to 1 in a Beacon or Probe response frame.
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