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Summary of the intention of this document
1. Resolve the comments on the general frame format
2. Resolve the comments on the general mesh discovery

Suggested changes to the draft spec

Apply the following changes.
Corresponding changes to D6.0 are indicated in the following text with “Track Changes” on, to clarify the direction to the editor. Please update the part indicated by the “Track Changes” only.
· MAC frame formats

· Frame fields

· Frame Control field

· To DS and From DS fields

Change third and fourth row of Table 7-2 (To/From DS combinations in data frames) as follows:
	· To/From DS combinations in data frames

	To DS and From DS values
	Meaning

	To DS = 0 
From DS = 1
	A data frame exiting the DS or being sent by the Port Access Entity in an AP, or a 3-address group addressed Mesh Data frame with Mesh Control field present.

	To DS = 1 
From DS = 1
	A data frame using the four-address MAC header format. This standard does not defines procedures for using this combination of field values in a mesh BSS only.


· Power Management field

Change 7.1.3.1.6 as follows:

The Power Management field is 1 bit in length and is used to indicate the power management mode of a

 STA.

In an infrastructure BSS or in an IBSS the following applies: The value of this field remains constant in each frame from a particular STA within a frame exchange sequence (see Annex S).The value indicates the mode in which the station will be after the successful completion of the frame exchange sequence. A value of 1 indicates that the STA will be in PS mode. A value of 0 indicates that the STA will be in active mode. This field is always set to 0 in frames transmitted by an AP.

In an MBSS the following applies: The value of this field together with the Mesh Power Save Level subfield in the QoS Control field indicate the mesh power mode in which the mesh STA will be after the completion of the frame exchange sequence. A value of 0 in a group addressed frame indicates that the mesh STA will be in active mode. For non-peer mesh STAs, a value of 1 in a group addressed frame indicates that the mesh STA will be in light or in deep sleep mode. For the peer mesh STAs the link specific mesh power mode rules are determined by the Power Management field in the individually addressed frames exchanged between these peers, as described in 11C.13.4 (Mesh power mode indications and transitions). In an individually addressed frame, a value of 0 indicates that the mesh STA will be in active mode and a value of 1 indicates that the mesh STA will be in light or deep sleep mode after the successful completion of the frame exchange sequence.

·  More Data field

Insert the following paragraph to the end of 7.1.3.1.7:

The More Data field is set to 1 by mesh STAs for individually addressed frames sent to a neighbor peer mesh STA when there are more MSDUs or MMPDUs to be transmitted to that mesh STA. The More Data field is set to 1 by mesh STAs for group addressed frames when there are more group addressed MSDUs or MMPDUs to be transmitted.

· QoS Control field

Change the first paragraph of 7.1.3.5 as follows:

The QoS Control field is a 16-bit field that identifies the TC or TS to which the frame belongs and various other QoS-related information about the frame that varies by frame type and subtype. The QoS Control field is present in all data frames in which the QoS subfield of the Subtype field is set to 1 (see 7.1.3.1.2 (Type and Subtype fields)). Each QoS Control field comprises five subfields, as defined for the particular sender (HC, or non-AP STA, or mesh STA) and frame type and subtype. The usage of these subfields and the various possible layouts of the QoS Control field are described 7.1.3.5.1 (TID subfield) to 7.1.3.5.8 (A-MSDU Present subfield) and illustrated in Table 7-4 (QoS Control field).

· Table 7-4 (QoS Control field) is based on the amendment by 802.11z 

Change Table 7-4 (QoS Control field) as follows: 

	· QoS Control field 

	Applicable frame

(sub) types
	Bits 0-3
	Bit 4
	Bits 5-6
	Bit 7
	Bit 8
	Bit 9
	Bit 10
	Bits 11-15

	QoS CF-Poll and QoS CF-Ack+CF-Poll frames sent by HC
	TID
	EOSP
	Ack Policy
	Reserved
	TXOP Limit

	QoS Data+CF-Poll and QoS Data+CF-Ack+CF-Poll frames sent by HC
	TID
	EOSP
	Ack Policy
	A-MSDU Present
	TXOP Limit

	QoS Data and QoS Data+CF-Ack frames sent by HC
	TID
	EOSP
	Ack Policy
	A-MSDU Present
	AP PS Buffer State

	QoS Null frames sent by HC
	TID
	EOSP
	Ack Policy
	Reserved
	AP PS Buffer State

	QoS Data and QoS Data+CF-Ack frames sent by non-AP STAs that are not a PU buffer STA or a PU sleep STA in a non-mesh BSS
	TID
	0
	Ack Policy
	A-MSDU Present
	TXOP duration requested

	
	TID
	1
	Ack Policy
	A-MSDU Present
	Queue size

	QoS Null frames sent by non-AP STAs that are not a PU buffer STA or a PU sleep STA in a non-mesh BSS
	TID
	0
	Ack Policy
	Reserved
	TXOP duration requested

	
	TID
	1
	Ack Policy
	Reserved
	Queue Size

	QoS Data and QoS Data+CF-Ack frames sent by PU buffer STAs in a non-mesh BSS
	TID
	EOSP
	Ack Policy
	A-MSDU Present
	Reserved

	QoS Null frames sent by PU buffer STAs in a non-mesh BSS
	TID
	EOSP
	Ack Policy
	Reserved
	Reserved

	QoS Data and QoS Data+CF-Ack frames sent by PU sleep STAs in a non-mesh BSS
	TID
	Reserved
	Ack Policy
	A-MSDU Present
	Reserved

	QoS Null frames sent by PU sleep STAs in a non-mesh BSS
	TID
	Reserved
	Ack Policy
	Reserved
	Reserved

	All frames sent by mesh STAs in a mesh BSS
	TID
	EOSP
	Ack Policy
	A-MSDU Present
	Mesh Control Present
	Mesh Power Save Level
	RSPI
	Reserved


· EOSP (end of service period) subfield

Insert the following paragraph to the end of 7.1.3.5.2:

The mesh STA uses the EOSP subfield to indicate the end of the current peer service period (PSP) in which it operates as the owner. The mesh STA sets the EOSP subfield to 1 in its transmission and retransmissions of the PSP’s final frame to end a PSP, and sets it to 0 otherwise.

Insert the following new subclauses after 7.1.3.5.8:

· Mesh Control Present subfield

The Mesh Control Present subfield is 1 bit in length, and indicates the presence of a Mesh Control field in the frame body. When the Mesh Control Present subfield is 1, the Frame Body field contains a Mesh Control field as defined in 7.1.3.6.3 (Mesh Control field). The mesh STA sets Mesh Control Present subfield to 1.

· Mesh Power Save Level subfield

The Mesh Power Save Level field and the Power Management field in the Frame Control field indicate the mesh power mode of the mesh STA. The Power Management field set to 1 and the Mesh Power Save Level subfield set to 0 indicate that the mesh STA is operating in light sleep mode (see 11C.13.9.3 (Operation in light sleep mode)). The Power Management field set to 1 and the mesh Power Save Level subfield set to 1 indicate that the mesh STA is operating in deep sleep mode (see 11C.13.9.4 (Operation in deep sleep mode)). The Mesh Power Save Level subfield is reserved if the Power Management field is 0. 

· Receiver Service Period Initiation (RSPI) subfield

The Receiver Service Period Initiation (RSPI) subfield is one bit in length. The subfield is set to 0 to indicate that the peer service period for the peer trigger frame receiver is not initiated and set to 1 to indicate that the peer service period is initiated. The use of RSPI subfield in the peer trigger frames is described in 11C.13.10.2 (Initiation of a peer service period).

· Frame Body field

Insert the following heading (7.1.3.6.1) immediately after the heading 7.1.3.6:

· General

Change 7.1.3.6 as follows:

The Frame Body is a variable length field that contains information specific to individual frame types and subtypes. The minimum length of the frame body is 0 octets. The maximum length of the frame body is defined by the maximum length MSDU plus the length of the Mesh Control field as defined in 7.1.3.6.3 (Mesh Control field), if present, or A-MSDU plus any overhead for encryption as defined in Clause 8 (Security), or by the maximum length A-MSDU plus any overhead for encryption as defined in Clause 8 (Security).

Insert the following new subclauses:

· Overhead for encryption

The overhead for encryption is described in Clause 8 (Security). When the Mesh Control field is present in the frame body, the Mesh Control field is encrypted as a part of data.

· Mesh Control field

The Mesh Control field is present in the unfragmented Mesh Data frame, in the first fragment of the Mesh Data frame, and in the management frame of subtype Action, Category Multihop Action (Multihop Action frame) transmitted by a mesh STA. 
When the Mesh Control field is present in the Mesh Data frame, the Mesh Control field is prepended to the MSDU and located as follows: 

· When the frame body contains an MSDU (or fragment thereof) and the frame is not encrypted, the Mesh Control field is located in the first octets of the frame body.

· When the frame body contains an MSDU (or fragment thereof) and the frame is encrypted, the Mesh Control field is located in the first octets of the encrypted data portion.

· When the frame body contains an A-MSDU, the Mesh Control field is located in the Aggregate MSDU subframe header as shown in Figure 7-17c (A-MSDU Subframe structure for Mesh Data).

When the Mesh Control field is present in the Multihop Action frame, the Mesh Control field is located as specified in 7.4.16 (Multihop Action frame details).

The Mesh Control field is of variable length, from 6 to 18 octets. Details are shown in Table s1 (Valid values for the Address Extension Mode). The Mesh Control field includes:

· a one octet Mesh Flags field to control Mesh Control processing 

· a one octet Mesh TTL field for use in multi-hop forwarding to aid in limiting the effect of transitory path selection loops

· a four octet Mesh Sequence Number to suppress duplicates

· and in some cases a 6 or 12 octet Mesh Address Extension field containing extended addresses enabling up to a total of 6 addresses in Mesh Data 

The structure of the Mesh Control field is defined in Figure s3 (Mesh Control field).

	Mesh Flags
	Mesh TTL
	Mesh Sequence Number
	Mesh 

Address Extension 

	Octets: 1
	1
	4
	0, 6, or 12

	· Mesh Control field


The Mesh Flags field is 1 octet in length and contains the Address Extension Mode subfield. The structure of the Mesh Flags field is shown in Figure s4 (Mesh Flags field).

	B0
 B1
	B2
 B7

	Address Extension Mode
	Reserved

	Bits: 2
	6

	· Mesh Flags field


The Address Extension Mode subfield indicates the contents of the Mesh Address Extension field. Table s1 (Valid values for the Address Extension Mode) defines valid values for the Address Extension Mode and describes the corresponding contents of the Mesh Address Extension field (see 9.22.2 (Frame addressing and forwarding in an MBSS) for the usage of the optional addresses contained in the Mesh Address Extension field). If the Address Extension Mode is 00, the Mesh Address Extension field is not present. For all other values, the Mesh Address Extension field is present following the Mesh Sequence Number field. 

	· Valid values for the Address Extension Mode 

	Address Extension Mode value (binary)
	Address Extension Mode description
	Mesh Address Extension field length (octets)
	Applicable 

frame types

	00
	No Mesh Address Extension field
	0
	Data

	01
	Mesh Address Extension field contains Address 4
	6
	Management 

(Multihop Action), 

Data (proxied, group addressed)

	10
	Mesh Address Extension field contains Address 5 and Address 6
	12
	Data (proxied, individually addressed)

	11
	Reserved
	—
	—


The Mesh TTL field is 1 octet in length and contains an unsigned integer corresponding to the remaining number of times the MSDU/MMPDU can be forwarded. 9.22.2.2 (Addressing of individually addressed Mesh Data frames and data forwarding) and 9.22.2.3 (Addressing of group addressed Mesh Data frames and data forwarding) describe how the Mesh TTL is used in both individually and group addressed frames.

The Mesh Sequence Number field is 4 octets in length and contains an unsigned integer sequence number counter value. Source mesh STAs assign mesh sequence numbers from a single modulo- 4 294 967 296 counter, starting at 0 and incrementing by 1 for each MSDU or MMPDU that is transmitted with a Mesh Control field. Usage of the Mesh Sequence Number is described in 9.22.2.5 (Detection of duplicate MSDUs/MMPDUs).

NOTE—It is believed that a 32 bit sequence number is sufficient as the rollover would occur after a period of 5 days assuming a source continuously transmitting at a rate of 104 frames per second.

The Mesh Address Extension field, shown in Figure s5 (Mesh Address Extension field

)
, is 6 or 12 octets in length and is present only when the Address Extension Mode subfield of the Mesh Flags field is a non-zero value. The Mesh Address Extension field provides additional address fields for mesh address extension as defined in Table s1 (Valid values for the Address Extension Mode). The interpretation of the extended Address fields is described in 9.22.2.1 (Frame addressing).

	Address 4
	Address 5
	Address 6

	Octets: 6
	6
	6

	· Mesh Address Extension field


The Address 4 subfield is present in Management frames of subtype Action, Category Multihop Action or in proxied group addressed Mesh Data frames to carry a fourth address, which is not included as a part of the MAC header for these frames. The Address 4 subfield is not present in the Mesh Address Extension field of individually addressed Mesh Data frames, because a fourth address is included as part of the MAC header for these frames.

The Address 5 subfield and Address 6 subfield are present to transport the addresses of source and destination end station of End-to-End 802 communication in cases where either (or both) of the end stations are not mesh STAs at the beginning or end of a single mesh path. (See Figure s50 (Example addressing for a Mesh Data frame).) 

NOTE— This is useful, for example, when the end stations of IEEE 802 communication are non-mesh, external STAs that communicate over a mesh BSS via proxy mesh gates.

Details on the usage of these optional address fields are given in Figure s9.22.2 (Frame addressing and forwarding in an MBSS).

· Format of individual frame types

· Control frames

· PS-Poll frame format

Insert the following paragraph to the end of 7.2.1.4:

PS-Poll frame is not used in MBSS.

· Data frames

· Data frame format

Change the fifth paragraph of 7.2.2.1 as following:

· The following text is based on the amendment by 802.11p

A STA uses the contents of the Address 1 field to perform address matching for receive decisions. A mesh STA also uses the address matching rules described in 9.22.2.2 (Addressing of individually addressed Mesh Data frames and data forwarding), when it receives an individually addressed frame. In cases where the Address 1 field contains a group address, the BSSID also is validated When a STA other than mesh STA (non-mesh STA) receives a frame with the Address 1 field equal to a group address, the STA also validates the BSSID to ensure either that the group addressed frame originated from a STA in the BSS of which the receiving STA is a member, or that it contains the wildcard BSSID value, indicating a data frame sent outside the context of a BSS (dot11OCBEnabled is true in the transmitting STA). When a mesh STA receives a frame with the Address 1 field equal to a group address, the mesh STA also validates the TA to ensure that the group addressed frame originated from one of its peer mesh STA. A mesh STA also uses the address matching rules described in 9.22.2.3 (Addressing of group addressed Mesh Data frames and data forwarding).

Change the thirteenth paragraph of 7.2.2.1 as follows:

The BSSID of the Data frame is determined as follows:

· If the STA is an AP or is associated with an AP, the BSSID is the address currently in use by the STA contained in the AP.

· If the STA is a member of an IBSS, the BSSID is the BSSID of the IBSS.

· If the STA is a member of an MBSS, the BSSID is the address of the transmitter and is equal to TA.

Change the seventeenth to nineteenth paragraph of 7.2.2.1 as follows:

The frame body consists of the MSDU (or a fragment thereof) or A-MSDU and a security header and trailer (if and only if the Protected Frame subfield in the Frame Control field is 1). The frame body consists of either

· the MSDU (or a fragment thereof), the Mesh Control field (if and only if the frame is transmitted by a mesh STA and the Mesh Control Present subfield of the QoS Control field is 1), and a security header and trailer (if and only if the Protected Frame subfield in the Frame Control field is 1)
· the A-MSDU and a security header and trailer (if and only if the Protected Frame subfield in the Frame Control field is 1)
The presence of an A-MSDU in the frame body is indicated by setting the A-MSDU Present subfield of the QoS Control field to 1, as shown in Table 7-4 (QoS Control field).
For data frames of subtype Null (no data), CF-Ack (no data), CF-Poll (no data), and CF-Ack+CF-Poll (no data) and for the corresponding QoS data frame subtypes, the Frame Body field is null (i.e., has a length of 0 octets); these subtypes are used for MAC control purposes. For data frames of subtypes Data, Data+CF-Ack, Data+CF-Poll, and Data+CF-Ack+CF-Poll the Frame Body field contains all of, or a fragment of, an MSDU after any encapsulation for security. For data frames of subtypes QoS Data, QoS Data+CF-Ack, QoS Data+CF-Poll, and QoS Data+CF-Ack+CF-Poll, the Frame Body field contains an MSDU (or fragment thereof) or A-MSDU after any encapsulation for security. For data frames of subtype QoS Data that is transmitted by a mesh STA, the Frame Body field also contains a Mesh Control field optionally, as described in 7.1.3.6.3 (Mesh Control field).
The maximum length of the Frame Body field can be determined from the maximum MSDU length plus the length of the Mesh Control field (if present) plus any overhead from encapsulation for encryption (i.e., it is always possible to send a maximum length MSDU, with any encapsulations provided by the MAC layer within a single data MPDU). When the frame body carries an A-MSDU, the size of the frame body field may be limited by 
— The PHY’s maximum PLCP service data unit (PSDU) length

— If A-MPDU aggregation is used, a maximum MPDU length of 4095 octets (see 7.4a (Aggregate MPDU (A-MPDU)))

· Aggregate MSDU format (A-MSDU)

Insert the following paragraph to the end of 7.2.2.2:

When Mesh Data frames are aggregated, the Aggregate MSDU subframe header includes Mesh DA, Mesh SA, Length, and Mesh Control. The A-MSDU subframe structure for Mesh Data is defined in Figure 7-17c (A-MSDU Subframe structure for Mesh Data). If the A-MSDU subframe is sent as a result of the MA-UNITDATA.request primitive, the Mesh DA and Mesh SA fields of the A-MSDU subframe header contain the addresses passed in the MA-UNITDATA.request primitive. Otherwise the Mesh DA and Mesh SA fields contain the addresses determined in 9.22.2 (Frame addressing and forwarding in an MBSS).

The length field indicates the total length of subsequent Mesh Control field and MSDU.

The format of Mesh Control field is described in 7.1.3.6.3 (Mesh Control field).

NOTE4—It is possible to have different Mesh DA, Mesh SA and Mesh Control in Subframe Headers of the same A-MSDU as long as they all map to the same Address 1 and Address 2 values.

	Octets: 6
	6
	2
	0-2304
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	· A-MSDU Subframe structure for Mesh Data


· Management frames

· Format of management frames

Change the first to the sixth paragraphs of 7.2.3.0a and Figure 7-18 (Management frame format) as follows:

The format of a management frame is defined in Figure 7-18 (Management frame format)
. The Frame Control, Duration, Address 1 (DA), Address 2 SA, Address 3 BSSID and Sequence Control fields are present in all management frame subtypes.

	Octets: 2
	2
	6
	6
	6
	2
	4
	0-2312
	4

	Frame

Control
	Duration
	Address

1 (DA)
	Address

2 (SA)
	Address

3 BSSID
	Sequence

Control
	HT 
Control
	Frame Body
	FCS
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	· Management frame format


A STA uses the contents of the Address 1 (DA) field to perform the address matching for receive decisions. In the case where the Address 1 (DA) field contains a group address and the frame subtype is other than Beacon or the frame subtype Action, Category Multihop Action (Multihop Action frame), the Address 3 field BSSID also is validated to ensure that the group addressed frame originated from a STA in the BSS of which the receiving STA is a member or from a mesh STA to which mesh peering is maintained. More details of addressing and forwarding of group addressed frame in MBSS are defined in 9.22.2.3 (Addressing of group addressed Mesh Data frames and data forwarding). When the Address 1 (DA) field contains a group address and the frame subtype is either Probe Request or Action with Category Public, a wildcard BSSID value matches all receiving STA’s BSSIDs. If the frame subtype is Beacon, other address matching rules apply, as specified in 11.1.2.3 (Beacon reception). Frames of subtype Probe Request with a group address in the Address 1 field are additionally processed as described in 11.1.3.2.1 (Sending a probe response). If the frame subtype is Action, the Category is Public, and the Action is 20/40 BSS Coexistence Management, then additional address matching rules for receive decisions apply as specified in 11.14 (20/40 MHz BSS operation) and 11.16 (20/40 BSS Coexistence Management frame usage).

The address fields for all management frame do not vary by frame subtype except Multihop Action frame are as follows:

· The Address 1 field of the management frame is set to the RA (=DA) and is determined as the destination of the frame.

· The Address 2 field of the management frame is set to the TA (=SA) and is determined as the address of the STA transmitting the frame.

· The Address 3 field BSSID of the management frame is set and determined as follows:

· In management frames of subtype Probe Request, the Address 3 field is set to the BSSID. Tthe BSSID is either a specific BSSID as described

·  in item c) below or the wildcard BSSID as defined in the procedures specified in 11.1.3 (Acquiring synchronization, scanning).

· In management frames of subtype Action, Category Public, the Address 3 field is set to the BSSID. Tthe BSSID value is set according

·  to 11.18 (Public Action frame addressing).

· Otherwise:

· If the STA is an AP or is associated with an AP, the Address 3 field is set to the BSSID. Tthe BSSID is the address currently in use by the STA contained in the AP.

· If the STA is an AP or is transmitting the management frame to an AP, the Address 3 field is set to the BSSID. Tthe BSSID is the address currently in use by the STA contained in the AP.

· If the STA is transmitting the management frame to one or more members of an IBSS, the Address 3 field is set to the BSSID. Tthe BSSID is the BSSID of the IBSS.

· If the STA is a mesh STA, the Address 3 field is set to Address 2.

The DA field is the destination of the frame.

The SA field is the address of the STA transmitting the frame.

The address fields for the Multihop Action frame are as follows:

· The Address 1 field is set to the RA and is determined as the address of the receiver of the frame.

· The Address 2 field is set to the TA and is determined as the address of the transmitter of the frame.

· The Address 3 field is set to the DA and is determined as the address of the destination mesh STA of the frame.

NOTE— Address 4 is included in the Mesh Control field and not defined as a part of MAC header.

· Action field

Insert the following new rows into Table 7-24 (Category values), and change the Reserved row as shown.

	· Category values 

	Code
	Meaning
	See subclause
	Robust


7.4.15 (Mesh Action frame details

	)

	Yes

	· 
	Multihop Action
	7.4.16 (Multihop Action frame details)
	Yes

	· 
	Self Protected
	7.4.14 (Self Protected Action frame details)
	No

	<<ANA22> +1>
11-1245
	Reserved
	—
	—

	· 
	
	
	


· Multihop Action frame details

· Multihop Action fields

Several Multihop Action frame formats are defined for mesh BSS operation. A Multihop Action field, in the octet field immediately after the Category field, differentiates the formats. The Multihop Action field values associated with each frame formats are defined in Table s28 (Multihop Action field values).

	· Multihop Action field values 

	Multihop Action field value
	Description

	0
	Proxy Update 

	1
	Proxy Update Confirmation 

	2-255
	Reserved


· Proxy Update frame format

The Proxy Update frame is used to inform the update of proxy information and is transmitted using individual addresses. The format of the Proxy Update frame Action field is shown in Table s29 (Proxy Update frame Action field format).
	· Proxy Update frame Action field format 

	Order
	Information
	Notes

	· 
	Category
	

	· 
	Multihop Action
	

	· 
	Mesh Control
	

	· 
	Proxy Update element
	


The Category field is one octet and is set to the value in Table 7-24 (Category values) for category Multihop Action.

The Multihop Action field is set to the value in Table s28 (Multihop Action field values) representing Proxy Update.

The Mesh Control field is set as defined in 7.1.3.6.3 (Mesh Control field).

The Proxy Update element is described in 7.3.2.113 (PXU element).

· Proxy Update Confirmation frame format 

The Proxy Update Confirmation frame is used to inform that the corresponding Proxy Update element has been properly received, and is transmitted using individual addresses. The format of the Proxy Update Confirmation frame Action field is shown in Table s30 (Proxy Update Confirmation frame Action field).
	· Proxy Update Confirmation frame Action field 

	Order
	Information
	Notes

	· 
	Category
	

	· 
	Multihop Action
	

	· 
	Mesh Control
	

	· 
	Proxy Update Confirmation element
	


The Category field is one octet and is set to the value in Table 7-24 (Category values) for category Multihop Action. 

The Multihop Action field is set to the value in Table s28 (Multihop Action field values) representing Proxy Update Confirmation.

The Mesh Control field is set as defined in 7.1.3.6.3 (Mesh Control field).

The Proxy Update Confirmation element is described in 7.3.2.114 (PXUC element).

· Mesh forwarding framework

· General

The term “mesh forwarding” is used to describe forwarding of MSDUs and MMPDUs across paths determined by the mesh path selection between mesh STAs at the link layer.

· Frame addressing and forwarding in an MBSS

· Frame addressing

Mesh Data frames and Multihop Action frames enable multihop MSDU and MMPDU forwarding in an MBSS using the Mesh Control field described in 7.1.3.6.3 (Mesh Control field

)
. In this subclause, addressing of the Mesh Data and Multihop Action frames and MSDU/MMPDU forwarding behavior are described.

Table s31 (Valid address field usage for Mesh Data and Multihop Action frames) shows the valid combinations of address fields in Mesh Data frames and Multihop Action frames along with the corresponding value of the Address Extension Mode field.

NOTE— ToDS and FromDS fields are located in the Frame Control field (see 7.1.3.1.3 (To DS and From DS fields)). Address Extension Mode subfield is located in the Mesh Flags field in the Mesh Control field (see 7.1.3.6.3 (Mesh Control field

)
). Address 1, Address 2, and Address 3 fields are located in the MAC header (see 7.1.2 (General frame format)). Address 4 is located in the MAC header if both ToDS and FromDS fields are 1, otherwise Address 4 is located in the Mesh Address Extension field of the Mesh Control field ((see 7.1.2 (General frame format) and 7.1.3.6.3 (Mesh Control field

)
). Address 5 and Address 6 are located in the Mesh Control field if it is present (see 7.1.3.6.3 (Mesh Control field

)
). 

	· Valid address field usage for Mesh Data and Multihop Action frames 

	Supported frames
	 ToDS FromDS field
	Address Extension Mode value (binary)
	Address 1
	Address 2
	Address 3
	Address 4
	Address 5
	Address 6

	Mesh Data

(individually addressed)
	11
	00
	RA
	TA
	DA = Mesh DA
	SA = Mesh SA
	Not 
Present
	Not 
Present

	Mesh Data

(group addressed)
	01
	00
	DA
	TA
	SA = Mesh SA
	Not 
Present
	Not 
Present
	Not 
Present

	Mesh Data

(proxied, individually addressed)
	11
	10
	RA
	TA
	Mesh DA
	Mesh SA
	DA
	SA

	Mesh Data

(proxied, group addressed)
	01
	01
	DA
	TA
	Mesh SA
	SA
	Not 
Present
	Not 
Present

	Multihop Action
	00
	01
	RA
	TA
	DA = Mesh DA
	SA = Mesh SA
	Not 
Present
	Not 
Present


In individually addressed Mesh Data and Multihop Action frames, Address 1 and Address 2 correspond to the mesh STA receiver address (RA) and the mesh STA transmitter address (TA) for a particular mesh link. Address 3 and Address 4 correspond to the destination and source end stations of a mesh path. The Address Extension Mode indicates the presence of optional address extension fields including Address 5 and Address 6 in the Mesh Control field that correspond to the end-to-end destination address (DA) and source address (SA) of external STAs that communicate over the mesh BSS via proxy mesh gates.

NOTE— Individually addressed Mesh Data frames only use mesh STA addresses in fields Address 1, Address 2, Address 3 and Address 4. This allows intermediate mesh STAs to forward Mesh Data frames without necessarily having any knowledge of the source and destination addresses, which may be external addresses. Thus, proxy information only needs to be maintained by a mesh gate or a mesh STA that is collocated with one or more APs.

The term source mesh STA refers to the first mesh STA on a mesh path. A source mesh STA may be a mesh STA that is the initial source of an MSDU/MMPDU or a mesh STA that receives an MSDU/MMPDU from a STA outside the mesh BSS and translates and forwards the MSDU/MMPDU on the mesh path. The address of the source mesh STA is referred to as the Mesh SA.

The term destination mesh STA refers to the final mesh STA on a mesh path. A destination mesh STA may be a mesh STA that is the final destination of an MSDU/MMPDU or a mesh STA that receives an MSDU/MMPDU from a mesh path and translates and forwards the MSDU/MMPDU on another mesh path or to a STA outside of the mesh BSS. The address of the destination mesh STA is referred to as the Mesh DA.

In group addressed Mesh Data frames, Address 1 and Address 2 correspond to the group address and the mesh STA transmitter address (TA). Address 3 corresponds to the mesh source of the group addressed Mesh Data frame. The Address Extension Mode indicates the presence of an optional address extension field Address 4 in the Mesh Control field that corresponds to the source address (SA) of external STAs that communicate over the mesh BSS via proxy mesh gates.

NOTE— The reason for not using four-address MAC header format for group addressed traffic is to avoid interactions with existing implementations. Earlier versions of this standard defined the four-address MAC header format (previously called WDS format) without defining procedures for its use. As a result there is a large number of deployed devices that use the four-address frame format in ways that would affect and be affected by mesh traffic if four-address group addressed frames were to be used.

Figure s50 (Example addressing for a Mesh Data frame) illustrates the addressing of a Mesh Data frame that contains an MSDU transmitted and forwarded on a mesh path from a mesh STA collocated with a portal (STA 1) to a mesh STA collocated with an AP (STA 2) where the source is a STA outside of the mesh BSS (STA 33) that is reachable via the portal and the destination is an 802.11 STA associated with the AP (STA 22). 
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	· Example addressing for a Mesh Data frame


Details on how these address mappings work in forwarding processing are described in 9.22.2.2 (Addressing of individually addressed Mesh Data frames and data forwarding) and 9.22.2.3 (Addressing of group addressed Mesh Data frames and data forwarding).

· Definitions, acronyms and abbreviations

· Definitions

mesh profile: A set of parameters that identifies the attributes
 of the mesh BSS and that are used in a single mesh BSS. The mesh profile consists of mesh ID and identifiers for active path selection protocol, active path selection metric, congestion control mode, synchronization protocol, authentication protocol, and mesh peering protocol.
· MLME mesh procedures

· Mesh discovery

· General

A mesh STA shall perform either active scanning or passive scanning to discover an operating mesh BSS using the SCAN primitive (see 10.3.2 (Scan)). A mesh profile, a set of parameters identifying the mesh BSS configuration, can be also obtained through the scanning process, and it can be used to determine the scanning mesh STA's active mesh profile. Based on the result of the scan, the mesh STA may establish a new mesh BSS or become a member of the existing mesh BSS, using START primitive (see 10.3.10 (Start)). MLME-START.request triggers beaconing that facilitates the discovery of the mesh STA by the neighbor mesh STAs. The mesh STA that becomes a member of a mesh BSS may establish a mesh peering with one or more neighbor mesh STAs that are in the same mesh BSS.

· Mesh identifier

The Mesh ID indicates the identity of an MBSS. The Mesh ID may be installed in mesh capable devices by a variety of means that are beyond the scope of this standard. For example, the Mesh ID might be set by the user, e.g., “Mike’s Mesh”. A mesh STA shall include the Mesh ID element (see 7.3.2.97 (Mesh ID element)) containing its Mesh ID in its Beacon and Probe Response frames, in order to advertise its identity. The mesh STA shall also include the Mesh ID element containing its Mesh ID in its Mesh Peering Open frames, Mesh Peering Confirm frames, and Mesh Peering Close frames.

The mesh STA shall set the SSID element (see 7.3.2.1 (SSID element)) in Beacon, Probe Request, and Probe Response frames to the wildcard SSID.

NOTE—The wildcard SSID is used to notify non-mesh STAs that the mesh STA is neither a part of an infrastructure BSS nor an IBSS, so that the non-mesh STAs do not try to join the mesh BSS.

· Mesh profile

The mesh profile is a set of parameters that identifies the attributes
 of the mesh BSS. In a mesh BSS, all mesh STAs use the same mesh profile. Before establishing a mesh BSS or becoming a member of a mesh BSS, a mesh STA shall activate one mesh profile. The mesh STA may not change the mesh profile unless it leaves the mesh BSS of which it is a member. When the mesh STA leaves the mesh BSS of which it is a member, it should explicitly close all of its active mesh peerings using Mesh Peering Close frames (see 11C.4.3.4 (Mesh Peering Close frames)) and shall discard all session information obtained while the mesh profile was active, such as local forwarding information, security associations (and related keys), etc. The MLME receives the mesh STA’s active mesh profile from the SME upon receipt of the MLME-START.request primitive.

Mesh profiles are considered to be identical if all parameters in the mesh profile match. A mesh profile consists of:

· A Mesh ID — specified by dot11MeshID
· A path selection protocol identifier — specified by dot11MeshActivePathSelectionProtocol

· A path selection metric identifier — specified by dot11MeshActivePathSelectionMetric

· A congestion control mode identifier — specified by dot11MeshActiveCongestionControlMode

· A synchronization protocol identifier — specified by dot11MeshActiveSynchronizationProtocol

· An authentication protocol identifier — specified by dot11MeshActiveAuthenticationProtocol

· A mesh peering protocol identifier — specified by dot11MeshActivePeeringProtocol

An active mesh profile is signalled through the Mesh ID element and the Mesh Configuration element in the Beacon and Probe Response frames, so that the mesh profile can be obtained by its neighbor mesh STAs through the scan. The Mesh Configuration element is also present in the Mesh Peering Open frames and in the Mesh Peering Confirm frames.

· Supplemental information for the mesh discovery

A mesh STA shall signal that it is willing to establish additional mesh peerings by setting the Accepting Additional Mesh Peerings subfield in the Mesh Capability field in the Mesh Configuration element to 1 (see 7.3.2.96.9 (Mesh Capability)). This parameter is dynamically controlled by the SME and given to the MLME by dot11MeshAcceptingAdditionalPeerings.

NOTE— This control is driven by the internal policy. When Accepting Additional Mesh Peering subfield is 1, the mesh STA is supposed to have internal resource to accommodate more mesh peerings. The internal policy is outside the scope of this standard. For instance, a mesh STA might be configured to be able to maintain only two mesh peerings.

A mesh STA shall announce its topological information through the Mesh Formation Info field in the Mesh Configuration element. The contents of the Mesh Formation Info field shall be coded to reflect the current configuration.

· Scanning mesh BSSs

A mesh STA shall perform active scanning or passive scanning, depending on the value of the ScanMode parameter of the MLME-SCAN.request primitive (see 11.1.3 (Acquiring synchronization, scanning)), to discover neighbor mesh STAs. Upon receipt of an MLME-SCAN.request with the Mesh ID parameter set to the wildcard Mesh ID, the STA shall passively scan for any Beacon frames, or actively transmit Probe Request frames containing the wildcard Mesh ID, as appropriate depending on the value of ScanMode. Upon completion of scanning, an MLME-SCAN.confirm is issued by the MLME indicating all of the discovery information received. Further, mesh STAs shall conform to the passive scan procedure as described in 11.1.3.1 (Passive scanning) and the active scan procedure as described in 11.1.3.2 (Active scanning).

· Candidate peer mesh STA

When a mesh STA discovers a neighbor mesh STA through scanning process, it may try to become a member of the mesh BSS of which the discovered mesh STA is a member, and establish a mesh peering with the neighbor mesh STA. The discovered neighbor mesh STA shall be considered a candidate peer mesh STA if and only if all of the following conditions are met:

· A Beacon or Probe Response frame is received from the discovered neighbor mesh STA.

· The Accepting Additional Mesh Peerings subfield in the Mesh Capability field in the received Beacon or Probe Response frame equals 1.
· The received Beacon or Probe Response frame indicates that the neighbor mesh STA uses the same mesh profile as the mesh STA.

· 
· The received Beacon or Probe Response frame indicates that the neighbor mesh STA uses the same BSSBasicRateSet as the mesh STA.

Additionally, if both the scanning mesh STA and the discovered neighbor STA are HT STAs, the following condition shall be met to consider the discovered mesh STA a candidate peer mesh STA.

· The received Beacon or Probe Response frame indicates that the neighbor mesh STA uses the same BSSBasicMCSSet as the mesh STA.

NOTE1— If the scanning mesh STA has not become a member of any MBSS yet, it may simply activate the same mesh profile as the discovered neighbor mesh STA’s profile to fulfill these conditions.

The Mesh Formation Info field in the Mesh Configuration element is available to assist mesh STAs in determining which neighbor mesh STAs to establish mesh peerings with. The details of the usage of this information are beyond the scope of this standard.

NOTE2—Selection of candidate peer mesh STAs with whom to form links is outside the scope of this standard. That is, the mesh STA might freely select the mesh STAs with which it attempts to establish a mesh peering.

A candidate peer mesh STA becomes a peer mesh STA only after the Mesh Peering Management protocol (see 11C.4 (Mesh peering management)) or the Authenticated Mesh Peering Exchange (see 11C.5 (Authenticated Mesh Peering Management)) has been completed successfully and a mesh peering is established between the two mesh STAs.

· Establishing or becoming a member of a mesh BSS

After the determination of the active mesh profile, the mesh STA may establish a new mesh BSS or become a new member to an existing mesh BSS. In either case, the mesh STA shall start beaconing using START primitive. Upon receipt of the MLME-START.request, the mesh STA shall initialize and start its TSF timer as specified by its active synchronization protocol as described in 11C.12.2 (Extensible synchronization framework), and begin transmitting Beacon frames as described in 11C.12.3 (Beaconing). 

If dot11MultiDomainCapabilityActivated is true, the mesh STA shall not establish or become a member of a mesh BSS, unless a properly formed Beacon frame including a Country element can be constructed, and dot11CountryString has been set.

A STA shall include a Country element in the transmission of Beacon frames if either dot11MultiDomainCapabilityActivated, dot11SpectrumManagementRequired, or dot11RadioMeasurementEnabled is true. See 7.2.3.1 (Beacon frame format) for the description of a properly formed Beacon frame.

After establishing or becoming a member of an MBSS, the mesh STA may continue the discovery procedure to discover other candidate peer mesh STAs.
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