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Abstract

This submission proposes changes in TDLS TPK Handshake to allow TDLS STA not to respond to the received incorrectly formed TPK Messages sent by a STA thereby preventing possibility of potential Denial of Service attack. This submission also suggests removal of TPK-Name derivation, which does not serve any purpose, and destroying TPKSA when TDLS Setup Confirm is not received for some reason. 
All the changes are based on 802.11z draft 9.0.

Delete rows containing Status code 70 and Status Code 71 (inform ANA that Status Codes 70, 71 are free) from Table 7-23 as shown here:
7.3.1.9 Status Code field

Insert six new status codes into Table 7-23, and update the reserved values accordingly:

Table 7-23—Status codes
	Status code
	Meaning

	2
	TDLS wakeup schedule rejected but alternative schedule provided

	3
	TDLS wakeup schedule rejected

	5
	Security disabled

	6
	Unacceptable lifetime

	7
	Not in same BSS

	
	

	
	

	72
	Invalid contents of RSNIE


Apply the changes as shown here:

8.5.9.1 TDLS Peer Key Handshake

Remove text related to TPK-Name derivation as shown here:

The TDLS Peer Key (TPK) handshake occurs as part of the TDLS Direct Link setup procedure.  The TPKSA is the result of the successful completion of the TDLS Peer Key Handshake protocol, which derives keys for providing confidentiality and data origin authentication.

In order to maintain TPK confidentiality, both the TDLS initiator STA and the TDLS responder STAs must establish an RSNA with their common AP prior to executing the TDLS Peer Key handshake. To meet this criteria, a STA may refuse to initiate the TDLS direct link if

1. The AP does not include an RSNIE in its Beacons and Probe Responses to advertise the availability of security;

2. The AP’s RSN IE indicates that WEP-40 (OUI 00-0F-AC:1) or WEP-104 (OUI 00-0F-AC:5) are enabled as either pairwise or group cipher suites; or
3. The AP's RSN IE indicates that Use group cipher suite (00-0F-AC:0) is used as the pairwise cipher suite.
Violation of any of these cases would cause the TDLS Peer Key handshake to leak the TPK.

The TDLS initiator STA and the TDLS responder STA perform the following exchange to setup a TPK.


TDLS PMK Handshake Message 1: TDLS initiator STA ( TDLS responder STA



Link Identifier IE, RSNIE, Timeout Interval IE, FTIE


TDLS PMK Handshake Message 2: TDLS responder STA -> TDLS initiator STA



Link Identifier IE, RSNIE, Timeout Interval IE, FTIE


TDLS PMK Handshake Message 3: TDLS initiator STA -> TDLS responder STA



Link Identifier IE, RSNIE, Timeout Interval IE, FTIE

where

· The TDLS initiator STA Address field of the Link Identifier element is the MAC address of the TDLS initiator STA;

· The TDLS responder STA Address field of the Link Identifier element is the MAC address of the TDLS responder STA;

· The PairwiseCipherSuite field of the RSNIE identifies the cipher suite used to protect the data frames sent over the direct link;
· The AKM suite list of the RSNIE identifies which Authentication Method was used;
· The TimeoutIntervalType field of the Timeout Interval IE is the key lifetime;

· The SNonce field of the FTIE is a 256 bit value randomly generated by the TDLS initiator STA;

· The ANonce field of the FTIE is a 256 bit value randomly generated by the TDLS responder STA (set to 0 in message 1);

· The MIC field of the FTIE is zero for message 1 and computed as described in 8.5.9.3.3 and 8.5.9.3.4 for messages 2 and 3 respectively;

The TDLS PMK Handshake Message 1 shall be transmitted in the TDLS Setup Request frame.

TDLS PMK Handshake Message 2 shall be transmitted in the TDLS Setup Response frame.

TDLS PMK Handshake Message 3 shall be transmitted in the TDLS Setup Confirm frame.

The TPK shall be derived as follows:
TPK-Key-Input = SHA-256(min (SNonce, ANonce) || max (SNonce, ANonce))

TPK-Key-Data = KDF-N_KEY(TPK-Key-Input, "TDLS PMK", min (MAC_I, MAC_R) 

|| max (MAC_I, MAC_R) || BSSID || N_KEY)

TPK = L(TPK-Key-Data, 0, TK_bits)

where

· N_KEY = TK_bits + 128.  TK_bits is cipher-suite specific and specified in table 8.2

· KDF-N_KEY is the key derivation function defined in 8.5.1.5.2.




MAC_I and MAC_R are the MAC addresses of the TDLS initiator STA and the TDLS responder STA, respectively.  SNonce and ANonce are the nonces generated by the TDLS initiator STA and TDLS responder STA, respectively, for this instance of the TPK handshake. The BSSID is set to the BSSID of the current association of the TDLS initiator STA.
Each TPK has two component keys, TPK-KCK, and TPK-TK, defined as follows: 

The Key Confirmation Key (KCK) shall be computed as the first 128 bits (bits 0-127) of the TPK

TPK-KCK = L(TPK, 0, 128)

where, L(-) is defined in 8.5.1. 

The KCK is used to provide data origin authenticity in TDLS Setup Response and TDLS Setup Confirm messages.

The Temporal keys (TK) shall be computed as the remaining bits (for CCMP, the second 128 bits, i.e., bits 128-255) of the TPK

TPK-TK = L(TPK, 128, N_KEY – 128) 

The TPK-TK is used to provide confidentiality for direct link data.

The temporal key is configured into the STA by the SME through the use of the MLME-SETKEYS.request primitive. 

Apply the changes as shown here:

8.5.9.3.3 TPK Handshake Message 2

If the TDLS responder STA validates the TPK Handshake Message 1 for this TDLS instance, the TDLS responder STA may respond with TPK Handshake Message 2. To do so, the TDLS responder STA shall add an RSN IE, FTIE, and Timeout Interval IE to its TDLS Setup Response frame. The IEs shall be formatted as follows:

· The RSN IE shall include the following:

· Include a pairwise cipher suite from one of those presented in RSN IE of message 1 of this sequence in the Pairwise Cipher Suite List, and set the Pairwise Cipher Suite count to 1.

· The version number shall be the minimum of the maximum version supported by the TDLS responder STA and the version number received in the RSNIE of Message 1.

· All other RSN IE fields shall be same as those received in Message 1.

· The Timeout Interval IE shall be the same as that received in the TPK Handshake message 1.

· The FTIE shall include the following: 

· ANonce shall be set to a value chosen randomly by the TDLS responder STA, following the recommendations of 8.5.7. 

· SNonce shall be same as that received in message 1 of this sequence

· The MIC shall be calculated on the concatenation, in the following order, of: 

· TDLS initiator STA MAC address (6 octets) 

· TDLS responder STA MAC address (6 octets) 

· Transaction Sequence number (1 octet) which shall be set to the value 2

· Link Identifier IE

· RSN IE

· Timeout Interval IE 

· FTIE, with the MIC field of the FTIE set to 0. 

The MIC shall be calculated using the TPK-KCK and the AES-128-CMAC algorithm. The output of the AES-128-CMAC shall be 128 bits.

· All other fields shall be set to 0.

The TDLS responder STA sends Message 2 to the TDLS initiator STA.  The TDLS initiator STA shall process Message 2 as follows:

· If the TDLS initiator STA Address and TDLS responder STA Address of the Link Identifier element do not match those for an outstanding TDLS Setup Request, the TDLS initiator STA shall silently discard the received TDLS Setup Response frame.

· If the SNonce field of the FTIE does not match that of an outstanding request to the TDLS responder STA, then the TDLS initiator STA shall silently discard the received TDLS Setup Response frame.

· Otherwise, the TDLS initiator STA shall compute the TPK and then validate the MIC in the FTIE as specified in MIC calculation procedure for TPK Handshake Message 2. If invalid, the TDLS initiator STA shall discard the message.

· If the version of the RSN IE is zero or is greater than the version of the RSN IE sent in Message 1, then the TDLS initiator STA shall reject the response with status code 44 (“Unsupported RSN information element version). Otherwise, the TDLS initiator STA shall:

· If the contents of the RSNIE, with the exception of the Pairwise cipher suite count and Pairwise cipher suite list are not the same as those sent by the TDLS initiator STA in Message 1 of this sequence, then the TDLS initiator STA shall reject the response with status code 72 (“Invalid contents of RSNIE”);

· If the Pairwise Cipher Suite count is other than 1, then the TDLS initiator STA shall reject the response with status code 42 (“Invalid pairwise cipher”);

· If the selected pairwise cipher suite was not included in the Initiator’s request, then the TDLS initiator STA shall reject the TDLS Setup Response with status code 42 (“Invalid pairwise cipher”);

· If the Timeout Interval IE is not the same as that sent in Message 1, the TDLS initiator STA shall reject the TDLS Setup Response with status code 6 (“Unacceptable lifetime”);

· If the BSSID in the Link Identifier element is different from the one sent in Message 1, then the TDLS initiator STA shall reject the response with status code 7 (“Not in same BSS”).
If the TDLS initiator STA validates TDLS Message 2, the TDLS initiator STA shall create a TPKSA and respond with Message 3 as defined in 11.21.2. The TDLS initiator STA uses the MLME-SETKEYS.request primitive to configure the Temporal Key into its STA.

8.5.9.3.4 TPK Handshake Message 3

If the TDLS initiator STA responds to Message 2 for this TDLS instance, the TDLS initiator STA shall add an RSN IE, FTIE, and Timeout Interval IE to its TDLS Setup Confirm frame. The IEs shall be formatted as follows:

· The RSNIE shall be the same as the RSNIE received in Message 2.

· The Timeout Interval IE shall be the same as that received in the TPK Handshake message 1.

· With the exception of the MIC field, the contents of the FTIE shall be the same as the FTIE received in Message 2.

- The MIC shall be calculated on the concatenation, in the following order, of:

- TDLS initiator STA MAC address (6 octets)

- TDLS responder STA MAC address (6 octets)

- Transaction Sequence number (1 octet) which shall be set to the value 3

- Link Identifier IE

- RSN IE

- Timeout Interval IE

- FTIE, with the MIC field of the FTIE set to 0.

The MIC shall be calculated using the TPK-KCK and the AES-128-CMAC algorithm. The output of the AES-128-CMAC shall be 128 bits.

- All other fields shall be set to 0.

The TDLS initiator STA sends Message 3 to the TDLS responder STA.  The TDLS responder STA shall process Message 3 as follows:

· If the Source and Destination Addresses of the Link Identifier IE do not match those for an outstanding TDLS Setup Request, the TDLS responder STA shall discard the message.

· If the ANonce and SNonce fields of the FTIE do not match that of an outstanding request to the TDLS initiator STA, then the TDLS responder STA shall discard the message.

· Otherwise, the TDLS responder STA shall validate the MIC in the FTIE as specified in the MIC calculation procedure for TPK Handshake Message 3. If invalid, the TDLS responder STA shall discard the message.

· If any of the following checks fail, then the TDLS responder STA shall discard the message, the TDLS responder STA shall abandon the TPK Handshake identified by the <ANonce, SNonce> combination, and delete existing TPK Handshake Key state for this sequence.

· Contents of RSNIE are not the same as what were sent by the TDLS responder STA in Message 2

· The Timeout Interval IE is not the same as that sent in Message 2

· The BSSID from the Link Identifier element is not the same as that sent in Message 2

On successful processing of Message 3, the TPK Handshake is considered successful, and the TDLS peer STA shall use the MLME-SETKEYS.request primitive to configure the Temporal Key into its STA.

The TPKSA shall be deleted by the TDLS responder STA if it does not receive a valid TPK Handshake Message 3 from the TDLS Initiator STA within dot11TDLSResponseTimeout.
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