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The Comments
	CID
	Page
	Clause
	Comment
	Proposed Change

	4080
	784.16
	11.3.0a
	Editor’s Note: It is not clear whether this state is state held within the MLME or SME. Much of the followingtext expresses “state is set to ”, in which the use of the passive voice hides the actor. Thelocation of the state should be clearly identified, and also whether this state can be accessed outside thearchitectural entity in which it is located.
	Either rephrase each statement about setting the state so that the actor is identified, or add a catch-all description: "whenever 'State' is written, it is understood that this is performed by the MLME".


Proposed resolution:

Principle.  Make changes in document 11-10/xxxxrx tagged with this comment, which adds the following statement: “The state variable is kept within the MLME (i.e., is written and read by the MLME).  The SME can also read this variable.”

	4081
	784.22
	11.3.0a
	Editor’s Note: While these state variables are introduced as booleans, they are used elsewhere consistentlyas an enumeration.
	Replace two variables by a single enumerated variable.


Proposed resolution:
Principle.  Make changes in document 11-10/xxxxrx tagged with this comment, which satisfy the proposed change.

	4082
	784.26
	11.3.0a
	Editor’s Note: In the procedures that follow in this subclause, the identity of the actor (MLME or SME)in normative statements is often hidden by the use of the word “STA”.
	Go through 11.3 and replace normative statements that call out STA or AP with references to the architectural entity that performs the action.


Comment:

It is not possible to replace all uses of STA.  Sometimes a requirement is distributed between entities (such as the MAC and MLME)  as in “. The STA shall not transmit Class 2 frames unless in State 2 or State 3 or State 4.(#2231) The STA shall not transmit Class 3 frames unless in State 3 or State 4.”

Those that relate to actions either side of the MLME interface can be replaced.

Proposed resolution:

Principle.  Make changes in document 11-10/xxxxrx tagged with this comment, which satisfy the proposed change.

	4083
	788.01
	11.3.1.2
	Editor’s Note: The resoltion of CID 3097 states “replace use of STA with MLME, where it is an actionperformed by the MLME.”. It is not clear whether the actions in d) are by the SME or MLME, and so“STA” has been left unchanged.
	On line 5 replace "STA" with "MLME"


Proposed resolution:  Agree.
	4084
	788.40
	11.3.1.3
	Editor’s Note: It is unclear what “appropriate reason code” implies. The MLME is given the reason codevia the MLME-DEAUTHENTICATE.request interface.
	Reword thus: Split this up so that 1) the SME inserts the appropriate reason code, 2) the MLME transmits the reason code provided by the SME.


Discussion:   We don’t need to describe the MLME action of copying the status code field into the packet,  because this is implitict (in the same way we don’t describe it copying the peer STA MAC address).  We do need to describe the requirement on the SME for “appropriate” reason code.

Proposed resolution:

Principle.  Make changes in document 11-10/xxxxrx tagged with this comment, which satisfy the intent of the proposed change.
	4092
	790.41
	11.3.2.2
	The paragraph comprising item b1) is impenetrable. Ditto comment in 11.3.2.4
	Restructure its actions as a nested list


Proposed resolution:  Agree.
	4085
	791.25
	11.3.2.2
	Editor’s Note: The following statement blurs the architectural model. It is not clear: 1) how memory of aprevious failed SA Query procedure is retained, and whether this is in the MLME or SME; 2) whether thesending of the protected disassociation frame is an action of the MLME or SME. It is likely the latter, butit is expressed as though it were the former.See also Editor's Note at 792.42.
	Add a description of how (and where) the state of previous SA Query procedures is recorded.Describe which entity is responsible for sending the protected Disassociation frame, and adjust Clause 10 interfaces as necessary to support this behaviour.


Principle.  Make changes in document 11-10/xxxxrx tagged with this comment, which satisfy the intent of the proposed change.
In addition add a parameter to the MLME-DISASSOCIATION.request primitive 10.3.8.1.2 “Protected / Boolean / true,false / 

When true, specifes that the Disassociation frame is sent using Management Frame Protection.

When false, the Disassociation frame is sent not using  Management Frame Protection.”
Question:  we we also need to add this to the indication?

	4086
	792.11
	11.3.2.3
	Editor’s Note: The following assumes the SME can see the contents of the Reassociation response frame,which is not true.
	Reword in terms of the Clause 10 interface parameters


Proposed resolution:

Principle.  Make changes in document 11-10/xxxxrx tagged with this comment, which satisfy the intent of the proposed change.
	4087
	792.37
	11.3.2.4
	Editor’s Note: The following is probably intended to be a description of SME behavior, but the REASSOCIATE.response primitive does not support any parameter that allows the SME to meet the requirement“and shall include in the Reassociation Response a Timeout Interval element“.
	Add a timeout interval parameter to the .response primitive. Split the sentence cited from b1) so that it contains normative requirements on the SME and MLME via the Clause 10 interface.


Principle.  Make changes in document 11-10/xxxxrx tagged with this comment, which satisfy the intent of the proposed change.

In addition, add a Timeout Interval element to the MLME-REASSOCIATION.response and .confirm primitives with description:
‘TimeoutInterval  / Timeout Interval element / See 7.2.3.49 /

Present when Reason Code is “Association request rejected temporarily”.
Specifies a comeback time when the AP would be ready to accept an association with this STA.’
Make the matching change in the MLME-ASSOCIATION.response and .confirm primitives.
	4088
	792.45
	11.3.2.4
	Editor’s Note: The use of “the STA” below is ambiguous. The first use is implicitly for “the STA seekingreassociation”, but then we have “The STA shall insert the TransactionIdentifier in SA Query Request“. Isthis a requirement on the non-AP STA or the AP?
	The Clause 10 interface supports this behaviour, so it should be described as a requirement on the SME.


Principle.  Make changes in document 11-10/xxxxrx tagged with this comment, which satisfy the intent of the proposed change.

	4089
	793.38
	11.3.2.4
	Editor’s Note: The following statement blurs the architectural model. It is not clear: 1) how memory of aprevious failed SA Query procedure is retained, and whether this is in the MLME or SME; 2) whether thesending of the protected disassociation frame is an action of the MLME or SME. It is likely the latter, butit is expressed as though it were the former.
	Add a description of how (and where) the state of previous SA Query procedures is recorded.Describe which entity is responsible for sending the protected Disassociation frame, and adjust Clause 10 interfaces as necessary to support this behaviour.


Principle.  Make changes in document 11-10/xxxxrx tagged with this comment, which satisfy the intent of the proposed change.

	4090
	793.64
	11.3.2.5
	Editor’s Note: It is unclear what “appropriate reason code” implies. The MLME is given the reason codevia the MLME-DISASSOCIATE.request interface.
	Relate to the primitive parameter


Principle.  Make changes in document 11-10/xxxxrx tagged with this comment, which satisfy the intent of the proposed change.

	4091
	794.42
	11.3.2.7
	Editor’s Note: It is unclear what “appropriate reason code” implies. The MLME is given the reason codevia the MLME-DISASSOCIATE.request interface.
	Relate to the primitive parameter


Principle.  Make changes in document 11-10/xxxxrx tagged with this comment, which satisfy the intent of the proposed change.

The Changes

Clause 11.3 in its entirety is shown below, with tracked changes resulting from the above comment resolution.

Change 11.3 as shown below.
· STA authentication and association

· General(#28)

·  (#4080)
·  (#4081)
· In the procedures that follow in this subclause, the identity of the actor (MLME or SME) in normative statements is often hidden by the use of the word “STA”.

A STA keeps an enumerated state variable(#4081) for each STA with which direct communication via the WM is needed. This variable expresses the relationship between the local STA and the remote STA.  It takes on the following values: 

· 
· 
(#4081)
· State 1: Initial start state, unauthenticated, unassociated.

· State 2: Authenticated, not associated.

· State 3: Authenticated and associated (Pending RSN Authentication).(#1342)

· State 4: Authenticated and associated.(#1342)

The state variable is kept within the MLME (i.e., is written and read by the MLME).  The SME can also read this variable.(#4080)
 Figure 11-6 (Relationship between state and services(#1342)(#2156)(#3073)) shows the state transition diagram for these STA states.  Note that only events causing state changes are shown.(#2160)         

(Figure 11-6 omitted)

The current state existing between the source and destination STAs determines the IEEE 802.11 frame types that may be exchanged between that pair of STAs (see Clause 7 (Frame formats)). A unique state exists for each pair of source and destination STAs.(#1342) The state of the sending STA given by  Figure 11-6 (Relationship between state and services(#1342)(#2156)(#3073)) is with respect to the intended receiving STA. The allowed frame types are grouped into classes and the classes correspond to the STA state. In State 1, only Class 1 frames are allowed. In State 2, either Class 1 or Class 2 frames are allowed. In State 3 and State 4(#1342), all frames are allowed (Classes 1, 2, and 3). The frame classes are defined as follows:

· Class 1 frames(#1342)

· Control frames

· RTS(#1342)

· CTS(#1342)

· ACK(#1342)

· CF-End+ACK(#1342)

· CF-End

· Within an IBSS, Block Ack (BlockAck)(#1342)

· Within an IBSS, Block Ack Request (BlockAckReq)(#1342)

· Management frames

· Probe Request/Response(#1342)

· Beacon

· Authentication(#1342)

· Deauthentication(#1342)

· ATIM(#1342)

· Public Action(11k)(#2170)

· Within an IBSS, all Action frames(11k) and all Action No Ack frames(11n)

· Data frames

· Data frames between STAs in an IBSS(#1342)
· Data frames between peers using DLS(#2161)

· Class 2 frames(#1342)

· Management frames

· Association Request/Response(#1342)

· Reassociation Request/Response(#1342)

· Disassociation(#1342)

· Class 3 frames(#1342)

· Data frames

· Data frames between STAs in an(#2210) infrastructure BSS(#1342)

· Management frames

· (#1468)Within an infrastructure BSS, all Action and Action No Ack(11n) frames except those that are declared to be Class 1 or Class 2 frames (above)(#1342)(#2171)

· Control frames

· PS-Poll(#1342)

· Within an infrastructure BSS,(#1342) Block Ack (BlockAck)(11k) 

· Within an infrastructure BSS,(#1342) Block Ack Request (BlockAckReq)

Class 2 and Class 3 frames are not allowed in an IBSS.  If a STA in an IBSS receives a Class 2 or Class 3 frame, it shall ignore the frame.(#1342)

The use of the word “receive” in  11.3 (STA authentication and association)(#1342) refers to a frame that meets all of the filtering criteria specified in Clause 8 (Security) and Clause 9 (MAC sublayer functional description).

· Authentication and deauthentication

· General(#28)

This subclause describes the procedures used for IEEE 802.11 authentication and deauthentication. The states used in this description are defined in 11.3.0a (General(#28)).(#1342)

Successful authentication sets the STA's state to State 2. Unsuccessful authentication leaves the STA's state unchanged. The STA shall not transmit Class 2 frames unless in State 2 or State 3 or State 4.(#2231) The STA shall not transmit Class 3 frames unless in State 3 or State 4.(#2111)(#2110)

Deauthentication notification sets the STA's state to State 1. The STA shall become authenticated again prior to sending Class 2 frames. Deauthentication notification when in State 3 or 4 implies disassociation as well.(#1342)

If STA A in an infrastructure BSS receives a Class 2 or Class 3 frame from STA B that is not authenticated with STA A (i.e., the state for STA B is State 1), STA A shall discard(#2161) the frame.  If the frame has a unicast address in the Address 1 field, STA A shall(#3076) send a Deauthentication frame to STA B.(#1342)

Authentication is optional in an IBSS.  In an infrastructure BSS, authentication is required. APs do not initiate authentication.(#1342)

· Authentication—originating STA

If the requested authentication mechanism is other than FT authentication, the(11r) (#2169)SME shall(#2163) delete any PTKSA and temporal keys held for communication with the indicated STA by using MLME-DELETEKEYS.request primitive (see 8.4.10 (RSNA security association termination)), and the STA shall be set to state 1(#3080) before invoking MLME-AUTHENTICATE.request primitive. (#1342)

Upon receipt of an MLME-AUTHENTICATE.request primitive, the originating STA(#3097) shall authenticate with the indicated STA using the following procedure:(11r)

· (#1342)The MLME(#3097) shall execute one of the following:(11r)

· For the Open System or Shared Key authentication algorithm, the authentication mechanism described in 8.2.2.2 (Open System authentication) or 8.2.2.3 (Shared Key authentication), respectively.(11r)

· For the FT authentication algorithm in an ESS, the authentication mechanism described in 11A.5 (FT Protocol).(11r)

· If the authentication was successful within the AuthenticateFailureTimeout(#1342), the state(#1342) for the indicated STA shall be set to State 2.

· The MLME(#1342) shall issue an MLME-AUTHENTICATE.confirm primitive to inform the SME of the result of the authentication.

· Authentication—destination STA

Upon receipt of an Authentication frame with authentication transaction sequence number equal to 1, the destination STA(#3097) shall authenticate with the originating(#1342) STA using the following procedure:

· The MLME shall issue an MLME-AUTHENTICATE.indication primitive to inform the SME of the authentication request.

· Upon receiving a MLME-AUTHENTICATE.indication primitive, if the requested authentication mechanism is other than FT authentication and if Management Frame Protection was not negotiated when the PTKSA(s) were created(#2164),

· The(11r) (#2169)SME shall delete any PTKSA and temporal keys held for communication with the originating(#1342) STA by using the MLME-DELETEKEYS.request primitive (see 8.4.10 (RSNA security association termination)), and 

· The STA shall be set to state 1. (#3080)(#2164)(#1342)

· Upon receipt of an MLME-AUTHENTICATE.response primitive, if the ResultCode is not SUCCESS, the MLME(#3097) shall transmit an Authentication frame with authentication transaction sequence number set to 2 with a status code, as defined in 7.3.1.9 (Status Code field), other than Successful, and the state for the originating STA shall be left unchanged.(#2110)

·  (#4083)
· (#1468)(#1342)If the ResultCode in the MLME-AUTHENTICATE.response primitive was SUCCESS, the MLME
(#4083) shall execute one of the following:(11r)

· For the Open System or Shared Key authentication algorithm, the authentication mechanism described in 8.2.2.2 (Open System authentication) or 8.2.2.3 (Shared Key authentication), respectively.(11r)

· For the FT authentication algorithm in an ESS(#1342), the authentication mechanism described in 11A.5 (FT Protocol).(11r)

· If the authentication was successful, the state for the originating(#1342) STA shall be set to State 2.

· If the destination STA is an AP, its SME shall inform the DS of the disassociation, if the state for the originating STA was State 3 or 4.(#1342)

If the STA is in an IBSS, if the SME decides to initiate an RSNA, and if the SME does not know the security policy of the peer, it may issue an individually addressed(#1359) Probe Request frame to the peer by invoking an MLME-SCAN.request primitive(#1342) to discover the peer’s security policy.

· Deauthentication—originating STA

The (#2169)SME shall delete any PTKSA and temporal keys held for communication with the indicated STA by using the MLME-DELETEKEYS.request primitive (see 8.4.10 (RSNA security association termination)) and by invoking MLME-SETPROTECTION.request(None), and the STA shall be set to state 1(#3080) before invoking the MLME-DEAUTHENTICATE.request primitive. 

(#4084)The originating STA(#3097) shall deauthenticate with the indicated STA using the following procedure:

· The SME shall generate an MLME-DEAUTHENTICATE.request primitive containing the appropriate reason code for the STA deauthentication, as defined in Table 7-22 (Reason codes) of 7.3.1.7 (Reason Code field). (#4084)
· (#4084)On receipt of the MLME-DEAUTHENTICATE.request primitive, if the state for the indicated STA is State 2, State 3, or State 4, the MLME(#3097) shall transmit a Deauthentication frame to the indicated STA.(#1342)

·  (#4084)
·  (#4084)
· (#2211)The state for the indicated STA shall be set to State 1.(#1342)

· The MLME(#1342) shall issue an MLME-DEAUTHENTICATE.confirm primitive to inform the SME of the completion of the deauthentication.

· If the STA is an AP, its SME shall inform the DS of the disassociation, if the state for the indicated STA was State 3 or State 4.

· Deauthentication—destination STA

Upon receipt of a Deauthentication frame from a STA for which the state is State 2, State 3, or State 4, the destination STA(#3097) shall deauthenticate with the originating STA using the following procedure:(#1342)

· The state for the originating(#1342) STA shall be set to State 1.

· The MLME(#1342) shall issue an MLME-DEAUTHENTICATE.indication primitive to inform the SME of the deauthentication.

· Upon receiving an MLME-DEAUTHENTICATE.indication primitive, if Management Frame Protection was not negotiated when the PTKSA(s) were created,(#2164)

· The SME shall delete any PTKSA and temporal keys held for communication with the originating STA by using the MLME-DELETEKEYS.request primitive (see 8.4.10 (RSNA security association termination)) and by invoking MLME-SETPROTECTION.request(None)
· .
(#4082)
· If the STA is an AP, its SME shall inform the DS of the disassociation, if the state for the originating STA was State 3 or State 4.(#1342)(#2158)

· Association, reassociation, and disassociation

· General(#28)

Subclause  11.3.2 (Association, reassociation, and disassociation) describes the procedures used for IEEE 802.11 association, reassociation and disassociation.(#1342) 

The states used in this description are defined in  11.3.0a (General(#28))(#1342).

Successful association enables a STA to exchange Class 3 frames.(#2110) Successful association sets the STA's state to State 3 or State 4.(#1342)

Successful reassociation enables a STA to exchange Class 3 frames. Unsuccessful reassociation when not in State 1 leaves the STA's state unchanged(#2110) (with respect to the AP that was sent the Reassociation Request (which may be the current STA)). Successful reassociation sets the STA's state to State 3 or State 4 (with respect to the AP that was sent the Reassociation Request). Successful reassociation when not in State 1 sets the STA's state to State 2 (with respect to the current AP, if this is not the AP that was sent the Reassociation Request).  Reassociation shall only be performed if the originating STA is already associated in the same ESS.(#1342)

Disassociation notification when not in State 1 sets the STA's state to State 2.  The STA shall become associated again prior to sending Class 3 frames.(#1342)

If STA A in an infrastructure BSS receives a Class 3 frame from STA B that is authenticated but not associated with STA A (i.e., the state for STA B is State 2), STA A shall discard(#2162) the frame.  If the frame has a unicast address in the Address 1 field, the MLME of
(#4082) STA A shall(#3077) send a Disassociation frame to STA B.(#1342)

Association is not applicable in an IBSS. In an infrastructure BSS, association is required. APs do not initiate association.(#1342)

· Non-AP STA association initiation(#2168) procedures(#1133)
The SME shall delete any PTKSA and temporal keys held for communication with the AP by using MLME-DELETEKEYS.request primitive (see 8.4.10 (RSNA security association termination)) before invoking MLME-ASSOCIATE.request primitive.(#1342)

Upon receipt of an MLME-ASSOCIATE.request primitive, a non-AP(#1133) STA(#3097) shall associate with an AP using(#1342) the following procedure:

· If the state for the AP is State 1, the MLME(#3097) shall inform the SME of the failure of the association by issuing an MLME-ASSOCIATE.confirm primitive.

· (#2167)The MLME(#3097) shall transmit an Association Request frame to the AP.  If the MLME-ASSOCIATE.request primitive contained an RSN (#1684)element with only one pairwise cipher suite and only one authenticated key suite, this RSN (#1684)element shall be included in the Association Request frame.(#1342)

· If an Association Response frame is received with a status code of Successful, the state for the AP shall be set to State 4 or State 3 if RSNA Establishment is required. The state for any other AP which is State 3 or State 4 prior to the association request shall be set to State 2, and the MLME shall issue an MLME-ASSOCIATE.confirm primitive to inform the SME of the successful completion of the association.(#1342)

· If an Association Response frame is received with a status code other than Successful or the AssociateFailureTimeout expires the state for the AP shall be set to State 2, and the MLME shall issue an MLME-ASSOCIATE.confirm primitive to inform the SME of the failure of the association.(#1342) The status code returned in the Association Response frame indicates the cause of the failed association attempt. Any misconfiguration or parameter mismatch, e.g., data rates required as basic rates that the STA did not indicate as supported in the STA’s Supported Rates (#1684)element, shall be corrected before the SME issues an MLME-ASSOCIATE.request primitive(#1342) for the same AP. If the status code indicates the association failed because of a reason that is not related to configuration, e.g., the AP is unable to support additional associations, the SME shall not issue an MLME-ASSOCIATE.request primitive(#1342) for the same AP until a period of at least 2 s has elapsed.

· If an Association Response frame is received with a status code of Successful, and RSNA is required, and the STA is in State 3, then the SME shall establish an RSNA. After a successful 4-way handshake, the STA shall transition to State 4.(#1342)

· When the STA enters State 4, if policy within the SME requires secure communication the SME shall enable protection by invoking (#2173)MLME-SETPROTECTION.request(Rx_Tx)(#1509).

· AP association receipt(#2168) procedures

Upon receipt of an Association Request frame from a non-AP STA for which the state is State 1, the AP shall transmit an Association Response frame with an appropriate status code.(#2110)

Upon receipt of(#1342) an Association Request frame from a non-AP(#1133) STA for which the state is State 2, State 3, or State 4, the AP’s MLME shall associate with the STA using the following procedure:(#1342)

· This list will be renumbered in sequence when the renumbering exercise is performed.

· The MLME shall issue an MLME-ASSOCIATE.indication primitive to inform the SME of the association request.(#1342)

· In an RSNA, the AP shall check the values received in the RSN (#1684)element to see whether the values received match the AP’s security policy. If not, the association shall not be accepted.

· If the STA is associated, has a valid security association, and has negotiated Management Frame Protection, 
1) (#4092)the SME(#4082) shall reject the Association Request by generating an MLME-ASSOCIATION.response primitive with Reason Code “Association request rejected temporarily; try again later”.
2) (#4092)The SME(#4082) shall not modify any association state for the non-AP STA, and shall include in the MLME-ASSOCIATION.response primitive a Timeout Interval element(Ed) with Timeout interval type set to 3 (Association Comeback time), specifying a comeback time when the AP would be ready to accept an association with this STA. 
3) (#4092)Following this, if the SME(#4082) is not already engaging in an SA Query with the STA, the SME(#4082) shall issue one MLME-SAQuery.request primitive addressed to the STA every dot11AssociationSAQueryRetryTimeout TUs until a matching MLME-SAQuery.confirm primitive(#2172)(#2174) is received or dot11AssociationSAQueryMaximumTimeout TUs from the beginning of the SA Query procedure have passed. 
4) (#4092)The SME(#4082) shall specify a TransactionIdentifier parameter value in the (#4082)MLME-SAQuery.request primitive, and increment the value by 1 for each subsequent (#4082)MLME-SAQuery.request primitive, rolling over the value to 0 after the maximum allowed value is reached. 
5) (#4092)The MLME(#4082) may interpret reception of a valid protected frame as an indication of a successfully completed SA Query. 
6) (#4092)If an MLME-SAQuery.confirm primitive(#2172)(#2174) with an outstanding transaction identifier is not received within dot11AssociationSAQueryMaximumTimeout period, the SME(#4082) shall allow the association process to be started without starting an additional SA Query procedure.(11w)

· The SME(#4082) shall refuse an association request from a STA that does not support all the rates in the BSSBasicRateSet parameter.(11n)

· The(#4068) SME(#4082) shall refuse an association request from an HT STA that does not support all the MCSs in the BSSBasicMCSSet parameter.(11n)

· The SME(#4082) shall generate an MLME-ASSOCIATE.indication primitive addressed to the STA. When the association is not Successful, the AP shall indicate a specific reason for the failure to associate in the Reason Code parameter as defined in Table 7-23 (Status codes) in 7.3.1.9 (Status Code field).(#2197)

If the status value is Successful, the association identifier assigned to the STA shall be included in this primitive. (#4082)
· Upon receiving a MLME-ASSOCIATE.indication primitive that results in a successful MLME-ASSOCIATE.response primitive, the SME shall delete any PTKSA and temporal keys held for communication with the STA by using the(Ed) MLME-DELETEKEYS.request primitive (see 8.4.10 (RSNA security association termination)) .(11w) (#1342)(#3080)

· Upon receipt of an MLME-ASSOCIATE.response primitive(#1342), the MLME(#4082) shall transmit an Association Response frame(#1342)(#4082) to the STA. (#4082)
· When the status code of the (#4082)MLME-ASSOCIATE.response primitive is not Successful, the  ,the state for the STA shall be left unchanged.(#2110)(#1342)

· (#2211)When the Association Response frame with a status code of Successful is acknowledged by the STA, the state for the STA shall be set to State 4 or State 3 if RSNA establishment is required.(#1342)

· If the state of the STA is set to State 3, upon a successful completion of a 4-way handshake,
 the state for the STA shall be set to State 4. (#1342)

· When the STA enters State 4
, if policy within the SME requires secure communication the SME shall enable protection by invoking (#2173)MLME-SETPROTECTION.request(Rx_Tx)(#1509).

· The SME shall inform the DS of any changes in the association state.(#1342)

· (#4085)
In case of a failed SA Query procedure, if the SME receives an MLME-ASSOCIATION.request primitive from a STA with which it has an existing SA, then the SME shall send a protected 
MLME-DISASSOCIATION.request primitive to this STA prior to terminating the old SA, with Reason Code “Previous Authentication no longer valid”.(11w)(#4085)
· Non-AP STA reassociation initiation(#2168) procedures(#1133)
Except when the association is part of a fast BSS transition, the(11r) SME shall delete any PTKSA and temporal keys held for communication with the AP by using the(Ed) MLME-DELETEKEYS.request primitive (see 8.4.10 (RSNA security association termination)) before invoking an MLME-REASSOCIATE.request primitive. (#1342)

Upon receipt of an MLME-REASSOCIATE.request primitive, a non-AP(#1133) STA(#3097) shall reassociate with an AP using(#1342) the following procedure:

· If the STA is not associated in the same ESS or the state for the new AP is State 1, the MLME(#3097) shall inform the SME of the failure of the reassociation by issuing an MLME-REASSOCIATE.confirm primitive.

· The MLME(#3097) shall transmit a Reassociation Request frame to the new AP. If the MLME-REASSOCIATE.request primitive contained an RSN (#1684)element with only one pairwise cipher suite and only one authenticated key suite, this RSN (#1684)element shall be included in the Reassociation Request frame.

· If a Reassociation Response frame is received with a status code of Successful, the state variable shall be set to State 4, or to State 3 if RSNA establishment is required and the FT Protocol is not used(#2112) with respect to the new AP and, unless the old AP and new AP are the same, to State 2 with respect to the old AP, and the MLME shall issue an MLME-REASSOCIATE.confirm primitive to inform the SME of the successful completion of the reassociation.(#1342)

· If a Reassociation Response frame is received with a status code other than Successful or the ReassociateFailureTimeout expires, the state for the AP shall be set to State 2 with respect to the new AP, and the MLME shall issue an MLME-REASSOCIATE.confirm primitive to inform the SME of the failure of the reassociation. The Reason Code returned in the MLME-REASSOCIATE.confirm primitive(#4082) indicates the cause of the failed reassociation attempt. Any misconfiguration or parameter mismatch, e.g., data rates required as basic rates that the STA did not indicate as supported in the STA’s Supported Rates (#1684)element, shall be corrected before the SME issues an MLME-REASSOCIATE.request primitive for the same AP. If the status code indicates the reassociation failed because of a reason that is not related to configuration, e.g., the AP is unable to support additional associations, the SME shall not issue an MLME-REASSOCIATE.request primitive for the same AP until a period of at least 2 s has elapsed.(#1342)

· (#4086)
· (#4086)If a MLME-REASSOCIATE.confirm primitive(#4082)  is received with a Reascon Code of Successful, and RSNA is required, and the STA is in State 3, then the SME shall establish an RSNA
. After a successful 4-way handshake
, the STA shall transition to State 4.

· When the STA enters State 4
, if policy within the SME requires secure communication the SME shall enable protection by invoking (#2173)MLME-SETPROTECTION.request(Rx_Tx)(#1509).

· AP reassociation receipt(#2168) procedures

	Note, there are two possible resolutions for the first para.  Either this event makes it above the MLME-SAP or it does not.

In the former case,  make the following change:

Upon receipt of an MLME-REASSOCIATION.indication primitive from a non-AP STA for which the state is State 1, the AP shall generate an MLME-REASSOCIATION.response primitivewith an appropriate status code.(#2110)(#4082)
In the latter case,  make this change
Upon receipt of an Reassociation Request frame from a non-AP STA for which the state is State 1, the (#4082)MLME shall transmit an Reassociation Response frame with an appropriate status code.(#2110)


Upon receipt of a Reassociation Request frame from a STA for which the state is State 2, State 3, or State 4, the AP’s MLME shall reassociate with the STA using the following procedure:(#1342)

· The MLME shall issue an MLME-REASSOCIATE.indication primitive to inform the SME of the reassociation request.(#1342)

· In an RSNA, the SME(#4082) shall check the values received in the RSN (#1684)element to see whether the values received match the AP’s security policy. If not, the association shall not be accepted.

· (#4087)
· 
·  (#4088)
· If the STA is associated and has a valid security association, has negotiated management frame protection, and the reassociation is not a part of a Fast BSS Transition:(#4092)
1) (#4092)The SME shall reject the Reassociation Request by generating an MLME-REASSOCIATION.response primitive with Reason Code“Association request rejected temporarily; Try again later”. 
2) (#4092)The SME shall not modify any association state for the non-AP STA, and shall include in the MLME-REASSOCIATION.response primitive a Timeout Interval element(Ed) with type set to 3 (Association Comeback time), specifying a comeback time when the AP would be ready to accept an association with this STA. 
3) (#4092)Following this, if the SME(4082) is not in an ongoing SA Query with the STA, the SME(#4082) shall issue one MLME-SAQuery.request primitive addressed to the STA every dot11AssociationSAQueryRetryTimeout TUs until a matching MLME-SAQuery.confirm primitive(#2172)(#2174) is received or dot11AssociationSAQueryMaximumTimeout TUs from the beginning of the SA Query procedure have passed. 
4) (#4092)The SME(#4088) shall insert the TransactionIdentifier in (#4082)MLME-SAQuery.request primitive, and increment this by 1 for each subsequent (#4082)MLME-SAQuery.request primitive, and rolling over to 0 after the maximum allowed value in this field. 
5) (#4092)An MLME may interpret reception of a valid protected frame as an indication of a successfully completed SA Query. 
6) (#4092)If an MLME-SAQuery.confirm primitive(#2172)(#2174) with an outstanding transaction identifier is not received within dot11AssociationSAQueryMaximumTimeout period, the SME(#4082) shall allow the association process to be started without starting additional SA Query procedure. (11w)

· The SME(#4082) shall refuse a reassociation request from a STA that does not support all the rates in the BSSBasicRateSet parameter.(11n)

· The SME(#4082) shall refuse a reassociation request from an HT STA that does not support all the MCSs in the BSSBasicMCSSet parameter.(11n)

· The SME(#4082) shall generate an MLME-REASSOCIATE.indication primitive addressed to the STA. When the reassociation is not Successful, the AP shall indicate a specific reason for the failure to reassociate in the Reason Code parameter as defined in Table 7-23 (Status codes) in 7.3.1.9 (Status Code field).(#2197)


If the status value is Successful, the association identifier assigned to the STA shall be included in this primitive. (#4082)

· Upon receiving a MLME-REASSOCIATE.indication primitive that results in a successful MLME-REASSOCIATE.response primitive, except when the association is part of a fast BSS transition, the(11r) SME shall delete any PTKSA and temporal keys held for communication with the STA by using MLME-DELETEKEYS.request primitive (see 8.4.10 (RSNA security association termination)) .(11w)(#1342)(#3080)

· Upon receipt of an MLME-REASSOCIATE.response primitive, the MLME(#3097) shall transmit a Reassociation Response frame to the STA.(#4082)
· When the Reassociation Response frame with a status value of Successful is acknowledged by the STA, the state variable for the STA shall be set to State 4, or to State 3 State 3 if RSNA establishment is required on the new AP and the FT Protocol is not used(#2112) on the new AP.(#1342)

· When the status code of the reassociation is not Successful, the AP shall indicate a specific reason for the failure to reassociate in the status code of the Reassociation Response frame as defined in Table 7-23 (Status codes) in 7.3.1.9 (Status Code field).(#2197) The state for the STA shall be left unchanged(#2110) on the AP the Reassociation Request frame was sent to.

· (#2211)If  the state of the STA is set to State 3, upon a successful completion of a 4-way handshake
, the state for the STA shall be set to State 4. 

· When the STA enters State 4
, if policy within the SME requires secure communication the SME shall enable protection by invoking (#2173)MLME-SETPROTECTION.request(Rx_Tx)(#1509). 

· (#2211)The SME shall inform the DS(#2198) of any changes in the association state.

· (#4089)
In case of a failed SA Query procedure, if the SME receives an MLME-REASSOCIATION.request from a STA with which it has an existing SA, then the SME shall send a protected ME-DISASSOCIATION.request primitive to this STA prior to terminating the old SA, with Reason Code “Previous Authentication no longer valid”.(11w)(#4089)
· Non-AP STA disassociation initiation(#2168) procedures(#1133)
The SME shall delete any PTKSA and temporal keys held for communication with the AP by using the MLME-DELETEKEYS.request primitive (see 8.4.10 (RSNA security association termination)) and by invoking MLME-SETPROTECTION.request(None) before invoking the MLME-DISASSOCIATE.request primitive. (#1342)

The SME shall include in an MLME-DISASSOCIATE.request primitive an appropriate Reason Code as defined in Table 7-22 (Reason codes) of 7.3.1.7 (Reason Code field).(#4090).
Upon receipt of an MLME-DISASSOCIATE.request primitive, a non-AP(#1133) STA’s MLME(#4082(#3097) shall disassociate from an AP using the following procedure:(#1342)

· If the state for the AP is State 3 or State 4, the MLME(#3097) shall transmit a Disassociation frame to the AP.(#1342)

· (#4090)
· 
· (#2211)The state for the AP shall be set to State 2 if it was not State 1.(#1342)

· The MLME shall issue an MLME-DISASSOCIATE.confirm primitive to inform the SME of the successful completion of the disassociation.(#1342)

· Non-AP STA disassociation receipt procedure

Upon receipt of a Disassociation frame from an AP for which the state is State 3 or State 4, a non-AP(#1133) STA(#3097) shall disassociate from the AP using the following procedure:(#1342)

· The state for the AP shall be set to State 2.(#1342)

· The MLME shall issue an MLME-DISASSOCIATE.indication primitive to inform the SME of the disassociation.(#1342)

· Upon receiving the MLME-DISASSOCIATE.indication primitive, if Management Frame Protection was not negotiated when the PTKSA(s) were created,(#2164) the SME shall delete any PTKSA and temporal keys held for communication with the AP by using the MLME-DELETEKEYS.request primitive (see 8.4.10 (RSNA security association termination)) and by invoking MLME-SETPROTECTION.request(None).(#1342)(#3078)(#3080)

· If the reason code indicates a configuration or parameter mismatch as the cause of the disassociation, the SME(#4082) shall not attempt to associate or reassociate with the AP until the configuration or parameter mismatch has been corrected.(#1342)

· If the reason code indicates the STA was disassociated for a reason other than configuration or parameter mismatch, the SME(#4082) shall not attempt to associate or reassociate with the AP until a period of 2 s has elapsed.(#1342)

· AP disassociation initiation procedure

The SME shall include in an MLME-DISASSOCIATE.request primitive an appropriate Reason Code as defined in Table 7-22 (Reason codes) of 7.3.1.7 (Reason Code field).(#4091).

Upon receipt of an MLME-DISASSOCIATE.request primitive, an AP
(#4082) shall disassociate a STA using the following procedure:

· If the state for the STA is State 3 or State 4, the AP shall send a Disassociation frame to the STA.

· (#4091)
·  (#4091)
· The state for the STA shall be set to State 2, if it was not State 1.(#1342)

· The MLME shall issue an MLME-DISASSOCIATE.confirm primitive to inform the SME of the disassociation.(#3079)

· Upon receiving a MLME-DISASSOCIATE.confirm primitive, the SME shall delete any PTKSA and temporal keys held for communication with the STA by using the MLME-DELETEKEYS.request primitive (see 8.4.10 (RSNA security association termination)) and by invoking MLME-SETPROTECTION.request(None).(#1342)(#3079)(#3080)

· The SME shall inform the DS of the disassociation.

· AP disassociation receipt procedure

Upon receipt of a Disassociation frame from a STA for which the state is State 3 or State 4, the AP
(#4082) shall disassociate the STA using the following procedure:(#1342)

· The state for the STA shall be set to State 2.(#1342)

· The MLME shall issue an MLME-DISASSOCIATE.indication primitive to inform the SME of the disassociation.(#3102)

· Upon receiving a MLME-DISASSOCIATE.indication primitive, if Management Frame Protection was not negotiated when the PTKSA(s) were created,(#2164) the SME shall delete any PTKSA and temporal keys held for communication with the STA by using the MLME-DELETEKEYS.request primitive (see 8.4.10 (RSNA security association termination)) and by invoking MLME-SETPROTECTION.request(None).(#3080)(#1342)

· The SME shall inform the DS of the disassociation.(#1342)




Abstract





This document contains proposed resolution of the comments categorized as “Clause 11.3 Architecture” in LB163.





As R0 currently stands,  there are some unanswered questions highlighted below.








�This is necessarily an action of the MLME, because it is performed in response to receiving the .response primitive.


�This can be deleted because: 1) it should be an action of the MLME, 2) it is redundant to list item a).


�This makes the point that this event never transits the MLME SAP.


�What event is this?


�This needs to be an event visible across the MLME SAP interface.


�There is no way to control this with current SME interface.  Therefore a change to Clause 10 interfaces is required.


�Which primitive?


�What is the event on the MLME SAP that signifies this?


�How does the SME know this?


�What event causes this?


�How does the SME know?


�we still have an SME rule beloe


�the following contains a rule for the SME
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