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Summary of the intention of this document
1. Reorganize the action frame categorization.
Suggested changes to the draft spec

Apply the following changes.
Corresponding changes to D5.0 are indicated in the following text with “Track Changes” on, to clarify the direction to the editor. Please update the part indicated by the “Track Changes” only.
· MAC frame formats

· General frame format

Change the first paragraph of 7.1.2 as follows:

· following text is based on the amendment by TGn

The MAC frame format comprises a set of fields that occur in a fixed order in all frames. Figure 7-1 depicts the general MAC frame format. The first three fields (Frame Control, Duration/ID, and Address 1) and the last field (FCS) in Figure 7-1 constitute the minimal frame format and are present in all frames, including reserved types and subtypes. The fields Address 2, Address 3, Sequence Control, Address 4, QoS Control, HT Control, and Frame Body are present only in certain frame types and subtypes. Each field is defined in 7.1.3 (Frame fields ). The format of each of the individual subtypes of each frame type is defined in 7.2 (Format of individual frame types). The components of management frame bodies are defined in 7.3 (

Management frame body components)
. The formats of management frames of subtype Action are defined in 7.4 (Action frame format details). The format of management frames of subtype Multihop Action is defined in 7.4b (Multihop Action (4-address Action) frame format details).

· Type and subtype fields

Change the contents of Table 7-1 (Valid type and subtype combinations) as shown:

	· Valid type and subtype combinations

	Type value
b3 b2
	Type description
	Subtype value
b7 b6 b5 b4
	Subtype description

	00
	Management
	· 
	Multihop Action Reserved


· This subtype value needs to be allocated before sponsor ballot by ANA.

· To DS and From DS fields

Change third and fourth row of Table 7-2 (To/From DS combinations in data frames) as shown:
	· To/From DS combinations in data frames

	To DS and From DS values
	Meaning

	To DS = 0 
From DS = 1
	A data frame exiting the DS or being sent by the Port Access Entity in an AP, or a 3-address group addressed Mesh Data frame with Mesh Control field present.

	To DS = 1 
From DS = 1
	A data frame using the four-address MAC header format. This standard does not defines procedures for using this combination of field values in a mesh BSS only.


· Mesh Control field

The Mesh Control field is present in the unfragmented Mesh Data frame, in the first fragment of the Mesh Data frame, and in the Multihop Management Action frame transmitted by a mesh STA. When the Mesh Control field is present, the Mesh Control field is inserted as a header of the frame body data and placed as follows: 

· When the frame body contains other than A-MSDU and the frame is not encrypted, the Mesh Control field is placed in the first octets of the frame body.

· When the frame body contains other than A-MSDU and the frame is encrypted, the Mesh Control field is placed in the first octets of the encrypted data portion.

· When the frame body contains A-MSDU, the Mesh Control field is placed in the Aggregate MSDU subframe header as shown in Figure 7-17c (A-MSDU Subframe structure for Mesh Data).

The Mesh Control field is a variable length (from 6 to 24 octet, details are shown in Table s1 (Valid values for the Address Extension Mode)) field that includes:

· a one octet Mesh Flags field to control Mesh Control processing 

· a one octet Mesh Time to Live field for use in multi-hop forwarding to aid in limiting the effect of transitory path selection loops

· a four octet Mesh Sequence Number to suppress duplicates

· and in some cases a 6, 12, or 18 octet Mesh Address Extension field containing extended addresses enabling up to a total of 6 addresses in Mesh Data or Multihop Action frames 

The structure of the Mesh Control field is defined in Figure s3 (

Mesh Control field

)
.

	Mesh Flags
	Mesh Time To Live (Mesh TTL)
	Mesh Sequence Number
	Mesh 

Address Extension 

	Octets: 1
	1
	4
	0, 6, 12, or 18

	· Mesh Control field


The Mesh Flags field is 1 octet in length and contains the Address Extension Mode subfield. The structure of the Mesh Flags field is shown in Figure s4 (

Mesh Flags field

)
.

	B0
 B1
	B2
 B7

	Address Extension Mode
	Reserved

	Bits: 2
	6

	· Mesh Flags field


The Address Extension Mode subfield indicates the contents of the Mesh Address Extension field. Table s1 (Valid values for the Address Extension Mode) defines valid values for the Address Extension Mode and describes the corresponding contents of the Mesh Address Extension field (see 11C.7.5 (Frame addressing and data forwarding in an MBSS), for the usage of the optional addresses contained in the Mesh Address Extension field). If the Address Extension Mode is 00, the Mesh Address Extension field is not present. For all other values, the Mesh Address Extension field is present following the Mesh Sequence Number field. 

	· Valid values for the Address Extension Mode 

	Address Extension Mode value (binary)
	Address Extension Mode description
	Mesh Address Extension field length (octets)
	Applicable 

frame types

	00
	No Mesh Address Extension field
	0
	Data

	01
	Mesh Address Extension field contains Address 4
	6
	Management 

(Multihop Action), 

Data (proxied, group addressed)

	10
	Mesh Address Extension field contains Address 5 and Address 6
	12
	Data (proxied, individually addressed)

	11
	Mesh Address Extension field contains Address 4, Address 5, and Address 6
	18
	Management 

(Multihop Action)


The Mesh Time to Live (Mesh TTL) field is 1 octet in length and contains an unsigned integer corresponding to the remaining number of times the MSDU/MMPDU can be forwarded. 11C.7.5.2 (Addressing of individually addressed frames and data forwarding) and 11C.7.5.3 (Addressing of group addressed frames and data forwarding) describe how Mesh TTL is used in both individually and group addressed frames.

The Mesh Sequence Number field is 4 octets in length and contains an unsigned integer sequence number counter value. Source mesh STAs assign mesh sequence numbers from a single modulo- 4 294 967 296 counter, starting at 0 and incrementing by 1 for each MSDU or MMPDU that is transmitted with a Mesh Control field. Usage of the Mesh Sequence Number is described in 11C.7.5.5 (Detection of duplicate MSDUs/MMPDUs).

NOTE—It is believed that a 32 bit sequence number is sufficient as the rollover would occur after a period of 5 days assuming a source continuously transmitting at a rate of 104 frames per second.

The Mesh Address Extension field, shown in Figure s5 (

Mesh Address Extension field

)
, is 6, 12, or 18 octets in length and is present only when the Address Extension Mode subfield of the Mesh Flags field is a non-zero value. The Mesh Address Extension field provides up to three additional address fields for mesh address extension as defined in Table s1 (Valid values for the Address Extension Mode). The interpretation of the extended Address fields is described in 11C.7.5.1 (Overview).

	Address 4
	Address 5
	Address 6

	Octets: 6
	6
	6

	· Mesh Address Extension field


The Address 4 subfield is present in Management frames of subtype Multihop Action or in proxied group addressed Mesh Data frames to carry a fourth address (which is not included as a part of the MAC header for these frames). The Address 4 subfield is not present in the Mesh Address Extension field of individually addressed Mesh Data frames (because a fourth address is included as part of the MAC header for these frames).

The Address 5 subfield and Address 6 subfield are present to transport the addresses of source and destination end station of End-to-End 802 communication in cases where either (or both) of the end stations are not mesh STAs at the beginning or end of a single mesh path. (See Figure s54 (Example addressing for a Mesh Data frame).) 

NOTE— This is useful, for example, when the end stations of IEEE 802 communication are non-mesh, external STAs that communicate over a mesh via proxy mesh STAs.

Details on the usage of these optional address fields are given in 11C.7.5 (Frame addressing and data forwarding in an MBSS).

· Management frames

Change the first to the sixth paragraphs of 7.2.3 and Figure 7-18 (Management frame format

)
 as shown:

· following text and figure are based on the amendment by TGn

The frame format for a management frame is independent of frame subtype and is defined in Figure 7-18 (Management frame format

)

	Octets: 2
	2
	6
	6
	6
	2
	4
	0-2312
	4

	Frame

Control
	Duration
	Address

1 (DA)
	Address

2 (SA)
	Address

3 BSSID
	Sequence

Control
	HT 
Control
	Frame Body
	FCS
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	· Management frame format


A STA uses the contents of the Address 1 (DA) field to perform the address matching for receive decisions. In the case where the Address 1 (DA) field contains a group address and the frame subtype is other than Beacon, the Address 3 field BSSID also is validated to ensure that the broadcast or multicast originated from a STA in the BSS of which the receiving STA is a member or from a mesh STA to which mesh peering is maintained. More details of addressing and forwarding of group addressed frame in MBSS are defined in Clause 11C.7.5.3 (Addressing of group addressed frames and data forwarding). When the Address 1 (DA) field contains a group address and the frame subtype is either Probe Request or Action with Category Public, a wildcard BSSID value matches all receiving STA’s BSSIDs. If the frame subtype is Beacon, other address matching rules apply, as specified in 11.1.2.3. Frames of subtype Probe Request with a group address in the Address 1 field are additionally processed as described in 11.1.3.2.1. If the frame subtype is Action, the Category is Public, and the Action is 20/40 BSS Coexistence Management, then additional address matching rules for receive decisions apply as specified in 11.14 and 11.16.

The address fields for all management frame do not vary by frame subtype subtypes except Multihop Action are as follows:

· The Address 1 field of the management frame is set to the RA (=DA) and is determined as the destination of the frame.

· The Address 2 field of the management frame is set to the TA (=SA) and is determined as the address of the STA transmitting the frame.

· The Address 3 field BSSID of the management frame is set to the BSSID and is determined as follows:

· In management frames of subtype Probe Request, the BSSID is either a specific BSSID as described

·  in item c) below or the wildcard BSSID as defined in the procedures specified in 11.1.3.

· In management frames of subtype Action, Category Public, the BSSID value is set according

·  to 11.18.

· Otherwise:

· If the STA is an AP or is associated with an AP, the BSSID is the address currently in use by the STA contained in the AP.

· If the STA is a member of an IBSS, the BSSID is the BSSID of the IBSS.

· If the STA is a mesh STA, the Address 3 field is set to Address 2.

The DA field is the destination of the frame.

The SA field is the address of the STA transmitting the frame.

The address fields for the management frame subtype Multihop Action are as follows:

· The Address 1 field is set to the RA and is determined as the address of the receiver of the frame.

· The Address 2 field is set to the TA and is determined as the address of the transmitter of the frame.

· The Address 3 field is set to the DA and is determined as the address of the destination mesh STA of the frame.

· numbering of following subclauses based on TGp ending with 7.2.3.14. 7.2.3.15 is the first unused subclause.

Insert the following new subclause after 7.2.3.14:

· Multihop Action frame format

The frame body of a management frame of subtype Multihop Action contains the information shown in Table s2 (Multihop Action frame body).

	· Multihop Action frame body 

	Order
	Information
	Notes

	1
	Mesh Control
	

	2
	Action
	

	Last
	Vendor Specific
	One or more vendor-specific elements are optionally present. These elements follow all other elements.


· The Mesh status codes need to be allocated before sponsor ballot by ANA.

· Action field

Insert the following new rows into Table 7-24 (Category values), and change the Reserved row as shown.

	· Category values 

	Code
	Meaning
	See subclause
	Robust


7.4.15 Mesh Action frame details
	
	Yes



	
	



	
	



	
	


7.4b.2 Multihop Mesh Action frame details
	
	Yes

	<<ANA 25> +1>
11-1245
	Reserved
	—
	—

	· 
	Self Protected
	7.4.14 (Self Protected Action frame details)
	No


· GANN element

The Gate Announcement (GANN) element is used for announcing the presence of a mesh STA collocated with a mesh gate in the MBSS.

The GANN element is transmitted in a Beacon or a Gate Announcement frame (see 7.4.17 (Mesh Interworking Action frame details

)
).

· RANN element

The Root Announcement (RANN) element is used for announcing the presence of a mesh STA configured as root mesh STA with dot11MeshHWMProotMode set to rann (4). RANN elements are sent out periodically by such a root mesh STA. 

The RANN element is transmitted in a Beacon or a HWMP Mesh Path Selection frame (see 7.4.16 (Mesh Path Selection Action frame details

)
).

· Action frame format details

· Mesh Action frame details

· Mesh Action fields
Several Action frame formats are defined for mesh BSS operation. 
An Action field, in the octet field immediately after the Category field, differentiates the frame format. The Action field values associated with each frame format are defined in Table s16 (Mesh Link Metric Action field values).
	· Mesh Action field values 

	Action field value
	Description

	· 
	Mesh Link Metric Request

	· 
	Mesh Link Metric Report

	2-63
	Reserved

	64
	HWMP Mesh Path Selection

	65-127
	Reserved

	128
	Gate Announcement

	129-191
	Reserved

	192
	Congestion Control Notification

	193
	MCCA Setup Request

	194
	MCCA Setup Reply

	195
	MCCAOP Advertisement Request

	196
	MCCAOP Advertisements

	197
	MCCAOP Reservation Teardown

	198
	TBTT Adjustment Request

	199
	TBTT Adjustment Response

	200-255
	Reserved


· Mesh Link Metric Request frame format

The Mesh Link Metric Request frame is transmitted by a mesh STA to a neighbor peer mesh STA in a mesh to request metric information. This frame is transmitted in an individually addressed frame. The format of the Mesh Link Metric Request frame body is shown in Table s17 (Mesh Link Metric Request frame body).

	· Mesh Link Metric Request frame body 

	Order
	Information
	Notes

	· 
	Category
	

	· 
	Action
	


The Category field is set to the value in Table 7-24 (Category values) for category Mesh Link Metric.

The Action field is set to the value in Table s16 (Mesh Link Metric Action field values) representing Mesh Link Metric Request.

· Mesh Link Metric Report frame format

The Mesh Link Metric Report frame is transmitted by a mesh STA to a neighbor peer mesh STA in a mesh to advertise metric information. This frame is transmitted in an individually addressed frame. The format of the Mesh Link Metric Report frame body is shown in Table s18 (Mesh Link Metric Report frame body).

	· Mesh Link Metric Report frame body 

	Order
	Information
	Notes

	· 
	Category
	

	· 
	Action
	

	· 
	Mesh Link Metric Report element
	


The Category field is set to the value in Table 7-24 (Category values) for category Mesh Link Metric.

The Action field is set to the value in Table s16 (Mesh Link Metric Action field values) representing Mesh Link Metric Report.

· 
· 


	· 

	
	

	· 
	

	
	


· HWMP Mesh Path Selection frame format

The HWMP Mesh Path Selection frame is transmitted by a mesh STA to establish, update or delete paths to other mesh STAs using the HWMP protocol defined in 11C.10 (Hybrid Wireless Mesh Protocol (HWMP)). The format of the HWMP Mesh Path Selection frame body is shown in Table s20 (HWMP Mesh Path Selection frame body).

Note — HWMP Mesh Path Selection frame contains one or more of elements indicated in Table s20 (HWMP Mesh Path Selection frame body).

	· HWMP Mesh Path Selection frame body 

	Order
	Information
	Notes

	· 
	Category
	

	· 
	Action
	

	· 
	Root Announcement element (optional)
	

	· 
	Path Request element (optional)
	

	· 
	Path Reply element (optional)
	

	· 
	Path Error element (optional)
	


The Category field is set to the value in Table 7-24 (Category values) for category Mesh Path Selection.

The Action field is set to the value in Table s19 (Mesh Path Selection Action field values) representing HWMP Mesh Path Selection.

The Root Announcement element is set as described in 7.3.2.109 (RANN element).

The Path Request element is set as described in 7.3.2.110 (PREQ element).

The Path Reply element is set as described in 7.3.2.111 (PREP element).

The Path Error element is set as described in 7.3.2.112 (PERR element).

· 
· 


	· 

	
	

	· 
	

	
	


· Gate Announcement frame format

The Gate Announcement is transmitted by a mesh STA collocated with a mesh gate to announce its presence in the MBSS. This frame is transmitted using group addresses. The format of the Gate Announcement frame body is shown in Table s22 (Gate Announcement frame body).

	· Gate Announcement frame body 

	Order
	Information
	Notes

	· 
	Category
	

	· 
	Action
	

	· 
	Gate Announcement element
	


The Category field is set to the value in Table 7-24 (Category values) for category Mesh Interworking.

The Action field is set to the value in Table s21 (Mesh Interworking Action field values) representing Gate Announcement.

The Gate Announcement element is set as described in 7.3.2.108 (GANN element).

· 
· 


	· 

	
	

	· 
	

	· 
	

	· 
	

	· 
	

	· 
	

	· 
	

	· 
	

	· 
	

	
	


· Congestion Control Notification frame format

The Congestion Control Notification frame is used to indicate its congestion status to its neighbor peer mesh STA(s). This frame is transmitted using individual addresses or group addresses. The format of the Congestion Control Notification frame body is shown in Table s24 (Congestion Control Notification frame body).

	· Congestion Control Notification frame body 

	Order
	Information
	Notes

	· 
	Category
	

	· 
	Action
	

	· 
	Congestion Notification element
	


The Category field is set to the value in Table 7-24 (Category values) for category Mesh Resource Coordination.

The Action field is set to the value in Table s23 (Mesh Resource Coordination Action field values) representing Congestion Control Notification.

The Congestion Notification element field is set as described in 7.3.2.99 (Congestion Notification element

)
.

· MCCA Setup Request frame format

The MCCA Setup Request frame is used to set up an MCCAOP Reservation. It is transmitted by a mesh STA with dot11MCCAActivated equal to TRUE to one or more neighbor peer mesh STA with dot11MCCAActivated equal to TRUE. This frame is transmitted using individual addresses or group addresses. The format of the MCCA Setup Request frame body is shown in Table s25 (MCCA Setup Request frame body).

	· MCCA Setup Request frame body 

	Order
	Information
	Notes

	· 
	Category
	

	· 
	Action
	

	· 
	MCCA Setup Request element
	


The Category field is set to the value in Table 7-24 (Category values) for category Mesh Resource Coordination.

The Action field is set to the value in Table s23 (Mesh Resource Coordination Action field values) representing MCCA Setup Request.

The MCCA Setup Request element is described in 7.3.2.104 (

MCCAOP Setup Request element

)
.

· MCCA Setup Reply frame format

The MCCA Setup Reply frame is used to reply to an MCCAOP Setup Request. It is transmitted by a mesh STA with dot11MCCAActivated equal to TRUE to a neighbor peer mesh STA with dot11MCCAActivated equal to TRUE. This frame is transmitted using individual addresses. The format of the MCCA Setup Reply frame body is shown in Table s26 (MCCA Setup Reply frame body).

	· MCCA Setup Reply frame body 

	Order
	Information
	Notes

	· 
	Category
	

	· 
	Action
	

	· 
	MCCA Setup Reply element
	


The Category field is set to the value in Table 7-24 (Category values) for category Mesh Resource Coordination.

The Action field is set to the value in Table s23 (Mesh Resource Coordination Action field values) representing MCCA Setup Reply.

The MCCA Setup Reply element is described in 7.3.2.105 (

MCCAOP Setup Reply element

)
.

· MCCAOP Advertisement Request frame format

The MCCAOP Advertisement Request frame is transmitted by a mesh STA with dot11MCCAActivated equal to TRUE in order to request MCCA advertisements from a neighbor peer mesh STA. This frame is transmitted using individual addresses. The format of the MCCAOP Advertisement Request frame body is shown in Table s27 (MCCAOP Advertisement Request frame body).

	· MCCAOP Advertisement Request frame body 

	Order
	Information
	Notes

	· 
	Category
	

	· 
	Action
	


The Category field is set to the value in Table 7-24 (Category values) for category Mesh Resource Coordination.

The Action field is set to the value in Table s23 (Mesh Resource Coordination Action field values) representing MCCAOP Advertisement Request.

· MCCAOP Advertisements frame format

The MCCAOP Advertisements frame is transmitted by a mesh STA with dot11MCCAActivated equal to TRUE to one or more neighbor peer mesh STAs with dot11MCCAActivated equal to TRUE. This frame is transmitted using group addresses or individual addresses. The format of the MCCAOP Advertisements frame body is shown in Table s28 (MCCAOP Advertisements frame body).

	· MCCAOP Advertisements frame body 

	Order
	Information
	Notes

	· 
	Category
	

	· 
	Action
	

	· 
	MCCA Advertisements element
	


The Category field is set to the value in Table 7-24 (Category values) for category Mesh Resource Coordination.

The Action field is set to the value in Table s23 (Mesh Resource Coordination Action field values) representing MCCAOP Advertisements.

The MCCAOP Advertisements element is described in 7.3.2.106 (MCCAOP Advertisements element

)
.

· MCCAOP Reservation Teardown frame format

The MCCAOP Reservation Teardown frame is transmitted by a mesh STA with dot11MCCAActivated equal to TRUE to one or more neighbor peer mesh STAs with dot11MCCAActivated equal to TRUE. This frame is transmitted using group addresses or individual addresses. The format of the MCCAOP Reservation Teardown frame body is shown in Table s29 (MCCAOP Reservation Teardown frame body).

	· MCCAOP Reservation Teardown frame body 

	Order
	Information
	Notes

	· 
	Category
	

	· 
	Action
	

	· 
	MCCA Reservation Teardown element
	


The Category field is set to the value in Table 7-24 (Category values) for category Mesh Resource Coordination.

The Action field is set to the value in Table s23 (Mesh Resource Coordination Action field values) representing MCCAOP Reservation Teardown.

The MCCAOP Reservation Teardown element is described in 7.3.2.107 (

MCCAOP Reservation Teardown element

)
.

· TBTT Adjustment Request frame format

The TBTT Adjustment Request frame is used to request a particular neighbor peer mesh STA to adjust its TBTT. This frame is transmitted using individual addresses. The format of the TBTT Adjustment Request frame body is shown in Table s30 (TBTT Adjustment Request frame body).

	· TBTT Adjustment Request frame body 

	Order
	Information
	Notes

	· 
	Category
	

	· 
	Action
	

	· 
to (N_Info+2)
	Beacon Timing element
	Repeated N_Info times (N_Info is a number of beacon timing information tuples as described in 11C.12.4.2.3 (Transmitter’s procedure).


The Category field is set to the value in Table 7-24 (Category values) for category Mesh Resource Coordination.

The Action field is set to the value in Table s23 (Mesh Resource Coordination Action field values) representing TBTT Adjustment Request.

The Beacon Timing element is set as described in 7.3.2.103 (Beacon Timing element

)
. When the number of beacon timing information exceeds 50, multiple Beacon Timing elements are present. The elements are present in the order of Report Number field value in the Report Control field.

· TBTT Adjustment Response frame format

The TBTT Adjustment Response frame is used to respond to a TBTT adjustment request. This frame is transmitted using individual addresses. The format of the TBTT Adjustment Response frame body is shown in Table s31 (TBTT Adjustment Response frame body). 

	· TBTT Adjustment Response frame body 

	Order
	Information
	Notes

	· 
	Category
	

	· 
	Action
	

	· 
	Status Code
	

	· 
to (N_Info+2)
	Beacon Timing element (optional)
	Repeated N_Info times (N_Info is a number of beacon timing information tuples as described in 11C.12.4.2.3 (Transmitter’s procedure).


The Category field is set to the value in Table 7-24 (Category values) for category Mesh Resource Coordination.

The Action field is set to the value in Table s23 (Mesh Resource Coordination Action field values) representing TBTT Adjustment Response.

The Beacon Timing element, defined in 7.3.2.103 (Beacon Timing element

)
 is present only if the Status Code is set to <ANA 20> (i.e., when the request is not successful due to the neighbor constraint). When the number of beacon timing information exceeds 50, multiple Beacon Timing elements are present. The elements are present in the order of Report Number field value in the Report Control field.

Insert the following subclause to the end of 7.4:

· numbering of following subclauses based on TGn using 7.4a.

· Multihop Action frame format details

· Introduction
Subclause 7.4b (Multihop Action frame format details) describes the Multihop Action frame formats, including the Action Details field, allowed in some of the action categories defined in Table 7-24 (Category values) in 7.3.1.11 (Action field).
· Mesh Multihop Action frame details 

· Mesh Multihop Action fields
Two Multihop Action frame formats are defined for forwarding proxy information to a destination mesh STA. An Action Value field, in the octet field immediately after the Category field, differentiates the formats. The Action Value field values associated with each frame formats are defined in Table s32 (Mesh Proxy Forwarding Action field values).

	· Mesh Multihop Action field values 

	Action field value
	Description

	0
	Proxy Update 

	1
	Proxy Update Confirmation 

	2-255
	Reserved


· Proxy Update frame format

The Proxy Update frame uses the Multihop Action frame body format and is transmitted using individual addresses. The format of the Proxy Update frame body is shown in Table s33 (Proxy Update frame body).
	· Proxy Update frame body 

	Order
	Information
	Notes

	· 
	Mesh Control
	

	· 
	Category
	

	· 
	Action
	

	· 
	Proxy Update element
	


The Mesh Control field is set as defined in 7.1.3.6.3 (Mesh Control field

)
.

The Category field is one octet and is set to the value in Table 7-24 (Category values) for category Mesh Proxy Forwarding.

The Action field is set to the value in Table s32 (Mesh Proxy Forwarding Action field values) representing Proxy Update.

The Proxy Update element is described in 7.3.2.113 (PXU element

)
.

· Proxy Update Confirmation frame format 

The Proxy Update Confirmation frame uses the Multihop Action frame body format and is transmitted using individual addresses. The format of the Proxy Update Confirmation frame body is shown in Table s34 (Proxy Update Confirmation frame body).
	· Proxy Update Confirmation frame body 

	Order
	Information
	Notes

	· 
	Mesh Control
	

	· 
	Category
	

	· 
	Action
	

	· 
	Proxy Update Confirmation element
	


The Mesh Control field is set as defined in 7.1.3.6.3 (Mesh Control field

)
.

The Category field is one octet and is set to the value in Table 7-24 (Category values) for category Mesh Proxy Forwarding. 

The Action field is set to the value in Table s32 (Mesh Proxy Forwarding Action field values) representing Proxy Update Confirmation.

The Proxy Update Confirmation element is described in 7.3.2.114 (PXUC element

)
.

7.4b.3 Vendor-specific Multihop Action frame details
The Vendor Specific Multihop Action frame is defined for vendor-specific signaling. The format of the Vendor Specific Multihop Action frame is shown in Figure 7-101 (Vendor Specific Action frame format). An OUI, in the octet field immediately after the Category field, differentiates the vendors.

NOTE—If Management Frame Protection is negotiated, then Vendor Specific Protected Action frames (see Table 7-24 (Category values)) are protected; otherwise they are unprotected.
	Table sXX – Vendor Specific Multihop Action frame format

	Order
	Information
	Notes

	· 
	Mesh Control
	

	· 
	Category
	

	· 
	OUI
	

	· 
	Vendor Specific Content
	


The Category field is set to the value indicating the vendor-specific category, as specified in Table 7-24 (Category values).

The OUI field is a public OUI assigned by the IEEE. It is 3 octets in length. It contains the OUI of the entity that has defined the content of the particular vendor-specific multihop action. The order of the OUI field is described in 7.1.1 (Conventions).
The Vendor Specific Content contains vendor-specific field(s). The length of the Vendor Specific Content in a Vendor Specific Action frame is limited by the maximum allowed MMPDU size.
· Frame addressing and data forwarding in an MBSS

· Overview

Mesh Data frames and Multihop Action frames enable multihop MSDU and MMPDU forwarding in an MBSS using the Mesh Control field described in 7.1.3.6.3 (Mesh Control field). In this subclause, addressing of the Mesh Data and Multihop Action frames and MSDU/MMPDU forwarding behavior are described.

Table s37 (Valid address field usage for Mesh Data and Multihop Action frames) shows the valid combinations of address fields in Mesh Data frames and Multihop Action frames along with the corresponding value of the Address Extension Mode field. 

NOTE— ToDS and FromDS fields are located in the Frame Control field (see 7.1.3.1.3 (To DS and From DS fields)). Address Extension Mode subfield is located in the Mesh Flags field in the Mesh Control field (see 7.1.3.6.3 (Mesh Control field)). Address 1, Address 2, Address 3 fields are located in the MAC header (see 7.1.2 (General frame format)). Address 4 is located in the MAC header if both ToDS and FromDS fields are 1, otherwise Address 4 is located in the Mesh Address Extension field of the Mesh Control field ((see 7.1.2 (General frame format) and 7.1.3.6.3 (Mesh Control field)). Address 5 and Address 6 is located in the Mesh Control field if it is present (see 7.1.3.6.3 (Mesh Control field)). 

	· Valid address field usage for Mesh Data and Multihop Action frames 

	Supported frames
	 ToDS FromDS field
	Address Extension Mode value (binary)
	Address 1
	Address 2
	Address 3
	Address 4
	Address 5
	Address 6

	Mesh Data

(individually addressed)
	11
	00
	RA
	TA
	DA = Mesh DA
	SA = Mesh SA
	Not 
Present
	Not 
Present

	Mesh Data

(group addressed)
	01
	00
	DA
	TA
	SA = Mesh SA
	Not 
Present
	Not 
Present
	Not 
Present

	Multihop Action
	00
	01
	RA
	TA
	DA = Mesh DA
	SA = Mesh SA
	Not 
Present
	Not 
Present

	Mesh Data

(individually addressed)
	11
	10
	RA
	TA
	Mesh DA
	Mesh SA
	DA
	SA

	Mesh Data

(group addressed)
	01
	01
	DA
	TA
	Mesh SA
	SA
	Not 
Present
	Not 
Present

	Multihop Action
	00
	11
	RA
	TA
	Mesh DA
	Mesh SA
	DA
	SA


In individually addressed Mesh Data and Multihop Action frames, Address 1 and Address 2 correspond to the mesh STA receiver address (RA) and the mesh STA transmitter address (TA) for a particular mesh link. Address 3 and Address 4 correspond to the destination and source end stations of a mesh path. The Address Extension Mode indicates the presence of optional address extension fields including Address 5 and Address 6 in the Mesh Control field that correspond to the end-to-end destination address (DA) and source address (SA) of external STAs that communicate over the mesh BSS via proxy mesh STAs.

NOTE— Individually addressed Mesh Data frames only use MSTA addresses fields Address 1, Address 2, Address 3 and Address 4. This allows intermediate MSTAs to forward Mesh Data frames without necessarily having any knowledge of the source and destination addresses, which may be external addresses. Thus, proxy information only needs to be maintained wherever a mesh gate or AP is collocated.

The term source mesh STA refers to the first mesh STA on a mesh path. A source mesh STA may be a mesh STA that is the initial source of an MSDU/MMPDU or a mesh STA that receives an MSDU/MMPDU from a STA outside the mesh BSS and translates and forwards the MSDU/MMPDU on the mesh path. The address of the source mesh STA is referred to as the Mesh SA.

The term destination mesh STA refers to the final mesh STA on a mesh path. A destination mesh STA may be a mesh STA that is the final destination of an MSDU/MMPDU or a mesh STA that receives an MSDU/MMPDU from a mesh path and translates and forwards the MSDU/MMPDU on another mesh path or to a STA outside of the mesh BSS. The address of the destination mesh STA is referred to as the Mesh DA.

In group addressed Mesh Data frames, Address 1 and Address 2 correspond to the group address and the mesh STA transmitter address (TA). Address 3 corresponds to the mesh source of the group addressed Mesh Data frame. The Address Extension Mode indicates the presence of an optional address extension field Address 4 in the Mesh Control field that corresponds to the source address (SA) of external STAs that communicate over the mesh BSS via proxy mesh STAs.

NOTE— The reason for not using four-address MAC header format for group addressed traffic is to avoid interactions with existing implementations. Earlier versions of this standard defined the four-address MAC header format (previously called WDS format) without defining procedures for its use. As a result there is a large number of deployed devices that use the four-address frame format in ways that would affect and be affected by mesh traffic if four-address group addressed frames were to be used.

Figure s54 (Example addressing for a Mesh Data frame) 

illustrates the addressing of a Mesh Data frame that contains an MSDU transmitted and forwarded on a mesh path from a mesh STA collocated with a portal (STA 1) to a mesh STA collocated with an AP (STA 2) where the source is a STA outside of the mesh BSS (STA 33) that is reachable via the portal and the destination is an 802.11 STA associated with the AP (STA 22). 

	[image: image2.wmf]

	· Example addressing for a Mesh Data frame


Details on how these address mappings work in forwarding processing are described in 11C.7.5.2 (Addressing of individually addressed frames and data forwarding) and 11C.7.5.3 (Addressing of group addressed frames and data forwarding).

· Addressing of individually addressed frames and data forwarding

· At source mesh STAs

MSDUs (or MMPDUs carried via Multihop Action frames) sent by a mesh STA (as a consequence of a MA-UNITDATA.request, MLME-MBSSProxyUpdate.request, or MLME-MBSSProxyUpdate.response primitive) and destined to another mesh STA in the MBSS shall be transmitted using the 4-address format frame (with Address Extension Mode set to 00 for Mesh Data frames or 01 for Multihop Action frames), where the four address fields are set as follows (see Table s37 (Valid address field usage for Mesh Data and Multihop Action frames), “Mesh Data (individually addressed)” when AE is 00 and “Multihop Action” when AE is 01):

· Address 1: The address of the next-hop mesh STA (toward the destination mesh STA according to the forwarding information — see 11C.10.8.4 (Forwarding information))

· Address 2: The address of the transmitter mesh STA

· Address 3: The address of the destination mesh STA

· Address 4: The address of the source mesh STA

MSDUs (or MMPDUs carried via Multihop Action frames) not sent by a mesh STA or not destined to another mesh STA in the MBSS shall be transmitted using the 6-address format frame (with Address Extension Mode set to 10 for Mesh Data frames or 11 for Multihop Action frames), where the mesh address extension field in the Mesh Control field carries the addresses of the end stations, as specified in Table s37 (Valid address field usage for Mesh Data and Multihop Action frames) (“Mesh Data (individually addressed)” with AE is 10 and “Multihop Action” where AE is 11). The 6 addresses are defined as follows:

· Address 1: The address of the next-hop mesh STA (toward the destination mesh STA according to forwarding information — see 11C.10.8.4 (Forwarding information))

· Address 2: The address of the transmitter mesh STA

· Address 3: The address of the destination mesh STA at the end of the mesh path

· Address 4: The address of the source mesh STA at the beginning of the mesh path

· Address 5: The address of the destination end station (may be the same as Address 3 if the destination is the mesh STA at the end of the mesh path)

· Address 6: The address of the source end station (may be the same as Address 4 if the source is the mesh STA at the beginning of the mesh path)

The source mesh STA shall set the Mesh Sequence Number field in the Mesh Control field to a value from a modulo- 4 294 967 296 counter that is incremented by 1 for each new MSDU transmitted with a Mesh Control field and for each new MMPDU of type Multihop Action.

The Mesh TTL field in the Mesh Control field shall be set to the value of dot11MeshTTL.

· At intermediate and destination mesh STAs

On receipt of an individually addressed Mesh Data frame or Multihop Action frame (see Table s37 (Valid address field usage for Mesh Data and Multihop Action frames)), a mesh STA shall perform the following.

· The mesh STA shall decipher the frame and check it for authenticity. If it is not from a peer mesh STA, the frame shall be silently discarded.

· The mesh STA shall check to see whether the Address 3 field is known; if it is an unknown address, the mesh STA may perform any of the following three actions:

· silently discard the frame

· trigger a path discovery procedure depending on the path selection protocol that is currently active in the mesh BSS

· inform the Mesh STA in Address 2 that the destination is unreachable depending on the path selection protocol that is currently active in the mesh BSS.
(see 11C.10.11.3 (Conditions for generating and sending a PERR) Case A)

· If Address 2 is not one of the precursors for this destination mesh STA (see 11C.10.8.4 (Forwarding information)), the frame shall be discarded.

· If the frame is not discarded and one or more MSDUs or a MMPDU are collected by the frame reception, the mesh STA may detect duplicate MSDUs/MMPDUs referring the Mesh Sequence Number in the corresponding Mesh Control field and discard them (see 11C.7.5.5 (Detection of duplicate MSDUs/MMPDUs)).

If Address 3 does not match the mesh STA’s own address, but is a known destination MAC addresses in the forwarding information (i.e., the mesh STA is an intermediate mesh STA — see 11C.10.2 (Terminology)), the following actions are taken:

· The lifetime of the forwarding information to the destination (Address 3) is set to its initial value.

· The lifetime of the forwarding information to the source (Address 4) is set to its initial value.

· The lifetime of the precursor list entry for the precursor to the destination (Address 2) is set to the maximum of the initial value and the current value.

· The lifetime of the precursor list entry for the precursor to the source (next hop to the destination) is set to the maximum of the initial value and the current value.

· If one or more MSDUs or MMPDU are collected, the Mesh TTL in the corresponding Mesh Control field is decremented by 1. If zero has been reached, the MSDU/MMPDU shall be discarded.

· If the MSDU/MMPDU has not been discarded, the mesh STA shall forward the MSDU/MMPDU via a frame setting the Address 1 field to the MAC address of the next hop mesh STA as determined from the forwarding information (see 11C.10.8.4 (Forwarding information)) and the Address 2 field to its own MAC address and queue the frame for transmission.

If Address 3 matches the mesh STA’s own MAC address and one or more MSDUs or MMPDU are collected from the frame, the mesh STA shall check the Address Extension Mode field in each Mesh Control field and take the following actions based on its value:

· If the Address Extension Mode is 00 or 01, the MA-UNITDATA.indication primitive is passed from the MAC sublayer entity to the LLC sublayer entity or entities.

· If the Address Extension Mode is 10 or 11:

· If the mesh STA is the final destination of the MSDU/MMPDU (Address 5 = Address 3), the MA-UNITDATA.indication primitive is passed from the MAC sublayer entity to the LLC sublayer entity or entities.

· If the current mesh STA is a proxy mesh STA for external STAs, the mesh STA shall first check whether or not the end-to-end destination address (Address 5) is one of the external addresses in its proxy information (see 11C.8.4.1 (Proxy information)). If Address 5 is equal to one of the external addresses, the mesh STA shall forward the MSDU to the final destination (see 11C.8.3.2 (Handling of MSDUs sent by a mesh STA in the MBSS) case b).

Note that during the forwarding process at intermediate mesh STAs, the content of the MSDU is not changed.

· Addressing of group addressed frames and data forwarding

· At source mesh STAs

MSDUs that are destined to a group of mesh STAs in the MBSS shall be transmitted using a 3-address group addressed Mesh Data frame as described in this subclause. An implementation may circumvent the unreliability of group addressed transmissions by using multiple 4-address individually addressed Mesh Data frames, which are individually acknowledged. In such case, the frame may be converted to individually addressed frames and transmitted as individually addressed frame to each peer mesh STAs as described in 11C.7.5.2.1 (At source mesh STAs

)
, by setting the Address 3 field to the group address. The circumstances for choosing this method are outside the scope of the standard.

For 3-address group addressed frames, the address fields are set as follows:

· Address 1: The group address

· Address 2: The address of the transmitter mesh STA

· Address 3: The address of the source mesh STA

The source mesh STA shall also set the ToDS bit to zero and the FromDS bit to one in the Frame Control field.

If the MSDU is forwarded on behalf of an external STA and Address 1 (RA/DA) is a group address, the source mesh STA shall set the Address Extension Mode to 01 and Address 4 to the address of the external STA. 

If the MSDU is forwarded by a proxy mesh STA collocated with a mesh gate and the destination address is unknown to the proxy mesh STA (see 11C.8.3.3 (Handling of MSDUs that enter the MBSS), the source mesh STA shall set the Address Extension Mode to 01 and Address 4 to the address of the external STA. 

The source mesh STA shall set the Mesh TTL field in the Mesh Control to dot11MeshTTL in order to control the hop count. For example, if the Mesh TTL field is 1, MSDUs are delivered to immediate neighbors only. Otherwise, the MSDUs are forwarded multiple hops, limited by the Mesh TTL value.

The source mesh STA shall set the Mesh Sequence Number field in the Mesh Control field to a value from a modulo- 4 294 967 296 counter that is incremented by 1 for each new MSDU transmitted with a Mesh Control field and for each new MMPDU of type Multihop Action.

Procedures that enhance the reliability or efficiency of group addressed transmissions are outside the scope of this standard.

· At intermediate and destination mesh STAs

On receipt of a 3-address group addressed Mesh Data frame (see Table s37 (Valid address field usage for Mesh Data and Multihop Action frames)) with Address 1 (DA) equal to the group address, or on receipt of a 4-address individually addressed Mesh Data frame with Address 3 (SA = Mesh SA) equal to the group address, a mesh STA shall perform the following:

· The mesh STA shall decipher the frame and check it for authenticity. If it is not from a peer mesh STA, the frame shall be silently discarded. 

· If the frame is not discarded and one or more MSDUs are collected by the frame reception, the mesh STA may detect duplicate MSDUs referring the Mesh Sequence Number in the corresponding Mesh Control field and discard them (see 11C.7.5.5 (Detection of duplicate MSDUs/MMPDUs)).

· The mesh STA decrements the Mesh TTL in the Mesh Control field. If the Mesh TTL value has reached zero, the corresponding MSDU shall not be forwarded to other mesh STAs. If the Mesh TTL value has not reached zero and if the dot1MeshForwarding is 1, the mesh STA shall forward the MSDU via a frame setting Address 2 to its own MAC address.

The MSDU is forwarded by using a 3-address group addressed Mesh Data frame. An implementation may circumvent the unreliability of group addressed transmissions by using multiple 4-address individually ad-dressed Mesh Data frames, which are individually acknowledged. In such case, the frame may be converted to individually addressed frames and transmitted as an individually addressed frame to each peer mesh STAs as described in 11C.7.5.2.2 (At intermediate and destination mesh STAs

)
, by setting the address 3 field to the group address. The circumstances for choosing this method and the ability to determine all the addresses of the neighbor peer mesh STAs are beyond the scope of the standard.

If the frame has not been discarded and one or more valid MSDUs are collected from the frame, the MA-UNITDATA.indication primitive is passed from the MAC sublayer entity to the LLC sublayer entity or entities.

· Addressing of Management frames and MMPDU forwarding

· General

All MMPDUs except ones transmitted using Multihop Action frames are transmitted over only one hop to peer mesh STAs.

Note that in several cases, the reception and processing of an Action frame leads to the transmission of a new Action frame of the same type that may include an identical or a modified version of the contents from the elements of the received Action frame.

· MMPDU forwarding using Multihop Action frames

MMPDUs transmitted using Multihop Action frames (see 7.2.3.15 (Multihop Action frame format)) are forwarded according to the procedures in 11C.7.5.2 (Addressing of individually addressed frames and data forwarding) and 11C.7.5.3 (Addressing of group addressed frames and data forwarding) by using the Address 4 field value as the source mesh STA address and the Address 3 field value as the destination mesh STA address.

· Detection of duplicate MSDUs/MMPDUs

A mesh STA may receive the same MSDU or MMPDU from different neighbor peer mesh STAs more than once.

Duplicate MSDU/MMPDU filtering is facilitated through the inclusion of a Mesh Sequence Number field in the Mesh Control field in Mesh Data frames and Multihop Action frames as specified in 7.1.3.6.3 (Mesh Control field).

The receiving mesh STA shall keep a cache of recently received <Mesh SA, Mesh Sequence Number> tuples. The Mesh Source Address (Mesh SA) is contained in Address 4 for individually addressed Mesh Data frames and Multihop Action frames. The Mesh Source Address (Mesh SA) is contained in Address 3 for group addressed Mesh Data frames.

A mesh STA shall reject an MSDU/MMPDU with a Mesh Control field as a duplicate if it matches an <Mesh SA, Mesh Sequence Number> tuple of an entry in the cache.

· Mesh STAs that do not forward

A mesh STA that has dot11MeshForwarding equal to false does not forward either MSDUs, or MMPDUs of type Multihop Action. The circumstances in which a mesh STA may be allowed to become a non forwarding entity and the authority to set dot11MeshForwarding to false are beyond the scope of this standard.

A mesh STA that does not forward is a special case of a mesh STA. Such mechanism depends on whether the path selection protocol provides a mechanism to allow mesh STAs not to participate in forwarding. The HWMP path selection protocol provides such a mechanism, see 11C.10 (Hybrid Wireless Mesh Protocol (HWMP)).

Change the references:

Mesh Path Selection Action frame to HWMP Mesh Path Selection frame
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