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Abstract

This document resolves CID 2727. The latter requests end to end encryption in an 802.11s wireless mesh network.
Comment

Comment CID 2727 discusses end to end security:

	2727
	Stephens, Adrian
	My comment 94 from LB147 reads: "I do not think that per-hop protection is adequate.   The point is that I cannot control which mesh points are in my vicinity.  I must therefore view them as untrusted and compromised.  Granting those mesh points the ability to communicate securely with the mesh also grants them the ability to inspect,  change,  forge,  masquerade from relayed data some other mesh point that is using this as part of its route,  e.g., to a portal.  While I might be willing to consider the portal to be trustworthy,  I am unwilling to trust all the STAs in the MBSS.

I believe this is fundamentally wrong,  and devalues, IMHO, the value of the security provided in .11s.".

This comment is certainly not resolved by the following: "The security in a mesh protects the integrity of the mesh formed. It is not a service for user data."

Data confidentiality (see 5.3.1) is certainly a station service,  and is certainly for "user data".   The response to my earlier comment was  non-responsive.  TGs did not indicate why it could not or would not make the change indicated.
	Replace per-hop protection with an end-to-end mechanism.


Resolution

Reject
Resolution Note
The IEEE 802.11s PAR does not discuss the details related to security mechanisms of this project. The PAR provides a general statement that reads:

“The amendment shall utilize existing IEEE 802.11i security mechanisms, or an extension thereof, for the purpose of securing a Mesh in which all of the stations are controlled by a single logical administrative entity for security.”
Accordingly, the development of an end to end security concept might fall into the responsibility of 802.11s. However, the group decided not to develop such an overlay to the existing 802.11i security mechanism. Instead, 802.11s chose to adapt the current 802.11i security mechanisms to the needs of a decentralized network that has no hierarchy. While 802.11i is designed for a network that has an authenticator (AP) and a supplicant (STA), mesh STAs in 802.11s are on an equal level. The 802.11s draft accounts for this general differences and proposes a non-hierarchical keying concept. However, 802.11s opt to not to provide end to end security. Instead, 802.11s encrypts each link independently. Following the general principles of 802, 802.11s considered end to end encryption to be out of scope.
However, a proposal for end to end encryption was submitted to the 802.11 Wireless Next Generation Standing Committee. Document 11-08-0114-01 proposes segregated data services. Unfortunately, this proposal did not find the necessary support.
The 802.11s hop by hop encryption of MSDUs ensures that neighboring mesh STAs cannot sniff on the Wireless Medium. However, given that the 802.11s TG decided not to include an end to end encryption scheme, the security of an 802.11s mesh network requires that compromised mesh STAs are banned from the network.
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