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Overview

This summarizes the Use Cases and Requirements for prioritization of management frames.
Requirements

The following table summarizes the requirements for Prioritization of Management Frames.
	
	Requirement
	Use Case Description

	1
	All STA’s that support this capability advertise Management Frame Prioritization capability.
	1,2

	2
	AP is configured and advertises Management Frame Prioritization Policy to: the STA’s that are associated to the AP; the STA’s within range of the AP; and other AP’s that are part of the ESS.
	1,2,8

	3
	Management Frame Prioritization capable STA indicates management frame prioritization capability when it associates.
	1

	4
	Management frame priortization covers RRM and WNM requests and reports. It should be considered for prioritization for other management frames.
	1

	5
	STA and AP adhere to Management Frame prioritization policy to transmit measurement request/report, radio measurement, and WNM managmeent frames.
	1,2,3

	6
	Management frame prioritization should be considered for the pre-association state.
	2

	7
	Management frame prioritization should be considered for VSA and Timing Advertisement action frames.
	3

	8
	Management frame prioritization will be applied to Location tracking managment frames.
	4

	9
	Management frame prioritization policy for location tracking will be communicated from the AP to the STA
	4

	10
	Some management frames should always be kept at the highest priority under certain conditions. For example, Mesh peering, path selection and link metrics should be always kept at the highest priority. This could be done by setting a QoS policy.
	5

	11
	Frames of sub-type Action, Timing Advertisement, and Multihop Action frames should be considered for prioritization. 
	1,2,3,4,5

	12 
	The advertisement of TGae policy between STA’s should be compact. 
	All

	13
	The Extended Channel Switch and DSE Enablement frames should be maintained at the highest priority.
	6

	14
	The prioritization policy for a management frame could be dependent on the state of a STA 
	7

	15
	Probe Requests and responses should be able to be prioritized
	2

	16
	All Public and Protected Dual Action frames should be considered for prioritization.
	All

	17
	When policy is distributed, it should be distributed to all STAs, regardless of power-save state. Policy should not change the power-save state of a STA.
	All

	18
	Policy should be distributed in a secure manner where there are security associations in place. 
	All

	19
	There needs to be external manageability for management frame priority policy.
	All

	20
	A single management frame policy applies to all STA’s in the BSS.
	All

	21
	An TGae deployment must support legacy non-TGae STA’s. 
	All

	22
	In a mixed BSS (TGae and non-TGae STA’s), the AP must support operation with legacy STA’s. 
	All

	23
	An TGae-capable STA that associates to a mixed BSS with TGae enabled must not revert to pre-TGae behavior during the association.
	All

	24
	TGae solution should allow for TGae mandatory networks.
	All

	25
	Frames currently protected by RSN and FT must be protected using at least the same level of security.
	All


Issues:

1. Does TGae need to address any other management frames other than WNM and RRM?

2. Is the Management Frame Prioritization policy dynamic or static? How is the policy specified? Are there different default priorities for management frames?
3. What rules are followed for prioritization of management frames? Legacy management frames are not subject to admission control.

4. Which types of networks do we address? BSS, IBSS, not-BSS (11p), Mesh.

5. Can the AP advertise different management frame prioritization policies for use, pre and post association?
6. What is a policy? How complex is it? What are the criteria for assigning a policy?

7. Does TGae resolve prioritization of group addressed management frames?

8. Should TGae consider both delay (channel access) and packet loss as QoS aspects for management frame prioritization?

9. Should the group consider addressing management traffic that is tunnelled inside data frames? (e.g. FT frames could be considered as higher priority while TDLS set-up frames could be considered at a lower priority).
10. Does the priority information need to be communicated in the header of the TGae frame. (with 11w, each frame requires a sequence number for CCMP to do replay detection).

11. How does HCCA/EDCA affect the TGae solution?

12. How does TGae address Vendor-specific Action frames, Public Action, or Protected Dual Action frames?

13. For request/response management frames, should the response be set to the same priority as the request? 

14. The priority policy should be managed on a task basis.

15. Some management frames should remain at a fixed priority (i.e. cannot be addressed by a policy)

16. How are IEEE 802.11n management frames addressed for fixed priority?

17. Should the management prioritization policy be communicated in a unicast or group-addressed manner. 

18. Should the management prioritization policy be secured for both data confidentiality and integrity.

19. A non-AP STA should not be able to request a management frame prioritization policy.

20. How policy is determined when the STA transitions from one BSS to another BSS. How policy is determined when a STA joins a new BSS. 

21. What happens if there is a gap between when the STA associates and when the STA determines the policy? If there is a gap, can the AP query the STA for the management frame prioritization policy?

22. Can management frames be aggregated?

23. Should TGae provide a means to aggregate prioritized management frames?

24. Should a TGae-capable STA apply a new management frame policy when it has been received?
25. What does the AP or non-AP STA do when it receives a frame that does not meet the management frame prioritization policy?

Assumptions

1. TGae only addresses QoS-enabled networks.

The AP controls the underlying management frame prioritization policy for the BSS.

2. Use cases

1. Use of Radio Resource Management(RRM) or Wireless Network Management(WNM) Frames when there are stations using QoS.

· QoS-capable STA associates to an AP that supports RRM or WNM.

· STA and AP exchange Management Frame Prioritzation capabilities
· Frame Prioritization is configured in the AP infrastructure and advertised by the AP.

· WNM and RRM frames are included as supported for Frame Prioritization.

· The STA initiates a QoS stream on the WLAN network (call can be incoming or outgoing)

· For example, voice frames are transmitted at AC-VO

· AP initiates RRM or WNM report requests (the RRM or WNM report request is transmitted at the configured AC). The STA on the QoS session or other STA’s on the network respond to the RRM or WNM at the configured/negotiated AC.
· STA’s do not support Management Frame Prioritization use legacy behaviour for medium access. AP uses legacy behavior for medium access to communicate with a legacy STA.
2. Use of management frames (e.g. native GAS) in pre-associated state

· A STA discovers an AP using either active or passive scanning procedures.

· The AP advertises management frame prioritization policy for pre-association frames (only Native GAS?)
· The STA issues a Native GAS request to the AP according to the advertised policy.

· The AP issues a Native GAS response to the STA according to the advertised policy.

· Could the STA use a different AC for Native GAS after it has been associated?

· Under certain circumstances, Probe Requests should be transmitted at a lower priority. For example, where Wi-Fi Direct capable STA’s are using Probe Requests for discovery.

· A policy may depend on the associated state of the STA.

3. Use of prioritized management frames for Vehicle Safety.

· See document https://mentor.ieee.org/802.11/dcn/10/11-10-0095-01-00ae-case-study-for-reduced-priority-management-frames-vehicular-safety-communication.ppt. The only management frames are vendor-specific and timing advertisement action frames.

· There could be some RRM and WNM frames used for these applications.
4. Using WLAN for location tracking in a warehouse or hospital environment
· The WNM location tracking feature is used to track the location of objects in an multi-AP environment.

· The AP instructs the STA to use a specific set of EDCA parameters for location tracking frames.

· The STA’s with location tracking enabled use these parameters to transmit location updates.

· The STA continues to use the specific set of EDCA parameters after it has lost connectivity with the requesting AP, until location tracking is terminated.   
5. Mesh path selection and link metrics. 

· In a mesh environment, mesh path selection, peering, and link metrics are kept at the highest priority.
· Would it make sense to drop mesh management frames to AC_VI while maintaining voice at AC_VO?

6.  Use of frame prioritization for IEEE 802.11y or TGaf environment
· Spectrum Management has optional measurements, but IEEE 802.11y measurements/reports are mandatory.
· Extended Channel Switch can change bands and requirements, so policy has to be per band/regulatory class
· IEEE 802.11y management frames are all (Extended Channel Switch) highest priority as they are to/from a licensed operator.
· Many IEEE 802.11y frames may be group addressed.

· It’s worth noting that these types of frames need to be transmitted at the absolute highest priority. For instance, this traffic would be higher priority than Voice traffic.

7. Dynamic changes to management frame prioritization policy base on administrator action.
· A network manager is trying to investigate a WLAN infrastructure issue. 

· The network manager assigns a new management frame policy to transmit diagnostic frames at a higher priority.
8. AP advertises Management frame Prioritization policies to other AP’s in the ESS.

· There are two AP’s with overlapping coverage in a loosely managed network. One AP advertises a probe request policy for AC_VO and another AP advertises a probe request policy for AC_VI.

· The AP’s should be able to learn and update policies so that they are consistent.
9. <Placeholder for IEEE 802.11n use case>

10. <Placeholder for TGaa use case>

11. <Placeholder for TGac use case>

12. <Placeholder for TGad use case>
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