July 2009

doc.: IEEE 802.11-09/0866r0

IEEE P802.11
Wireless LANs

	WNG Meeting Minutes July 2009 Session 

	Date:  2009-07-15

	Author(s):

	Name
	Company
	Address
	Phone
	email

	Michael Montemurro
	Research In Motion
	4701 Tahoe Dr, 

Mississauga, ON. L4W 0B4
	905-629-4745
Ext 14999
	mmontemurro@rim.com



Tuesday July 14 2009
08:00
Call to order

· Review IEEE 802 policies and procedures for Intellectual Property

Chair asked for information on any Patents or Patent Applications that are applicable to the subject discussed during this meeting – None were given.

· Attendance reminder.

· Approve Minutes from the last meeting as document 11-09/0588r1
Minutes were approved unanimously.

· Approve the agenda as document 11-09/0812r0 

Agenda was approved unanimously
· Review operating rules for WNG standing committee.

· Presentation by Bruce Nordman on 802.11 Energy Consumption and Policy
The power consumption in WLAN is generated when a device is communicating on the network.
Most energy consumption in electronic components is consumed when the device is idle.

There is a question about how much power is being consumed to simply maintain connectivity.

What would happen if a regulator went to IEEE 802.11 or Wi-Fi and created a requirement for energy consumption?

There is a huge market push to increase battery life for some WLAN components.

There could be a push to understand battery consumption on mobile devices and apply those concepts to powered WLAN devices.

IEEE 802.3az provides power consumption procedures for Ethernet components.

We need to consider power consumption in the context of critical applications such as healthcare.
EnergyStar is looking to develop a program for “small” electronic equipment.

This would be a better topic for the Wi-Fi Alliance to consider.

There are some techniques used for Ethernet to wake-up a device when there are communications required.

There are a few features in TGv which allow a WLAN device to save power. However they are protocols specifically defined for IEEE 802.11. They would have to be defined and applied to other groups such as IEEE 802.16.
· Presentation of document 11-09/0817r0 by Michael Montemurro
Provided the background and motivation for QoS for mgmt frames ranging from work done in other groups such as IEEE 802.11k, IEEE 802.11y, etc.
Provided the 5 possible areas of investigation 

The scope of the work feels closer to TGz

This work should be covered as part of the maintenance work  (mb versus a feature)

Most of the work is addressing a perceived problem. 

We need to begin to address this issue before it becomes more visible in the marketplace. 

This could still be a feature – the preference is not to create new frame type 

The solution to the problem should be decided by the group.

There are different types of management frame. There is no data to support this activity.

Beacon reports in a can be quite large – sometimes at 1 sec duty cycle , tring to maintain  18 concurrent VoIP calls with AP will definitely collide with beacon reports.

Recommend investigation of how much traffic is generated as part of study

There are different categories of mgmt frames – the discussion in TGv was to encapsulate the solution in data. Are you claiming this solution has no value? 

We can let the study group decide how they deal with their newly created management  frame and how they should be treated 

There are currently contention issues between managment traffic and other high priority traffic that could benefit from a solution like this. 
There are already comments in TGu and TGv and they are focused on very specific issues. On beacon reporting, with QoS and services – the issue is not throughput, but short latency and jitter whioc impact real time streams. 

Investigate this issue as an adhoc committee and not study group. An adhoc committee does not require a PAR etc. You can use the adhoc committee to determine the extent and scope of problem. 

The root of the issue is WLAN QoS. The problem is even worse than video because it runs at a lower priority than action frames. Whole idea was mgmt frames, then action frames – sympathetic to this effort and support 

This issue spans different TGs, maybe we would need to separate data and control plane and move ctrl off data stream – good to form group but need to consider overall picture. 

There were two people who spoke up in favor of forming an Adhoc group rather than a Study Group.
We would save time to start with a SG

SG has limited life. There may not be enough time to define the problem as well as the scope of the PAR.
MOTION: Request approval by IEEE 802 LMSC to form an 802.11 Study Group to Address QoS for Management Frames [as described in doc 11-09/0817r1] with the intent of creating a PAR and five criteria.
Moved: Michael Montemurro

Second: Nancy Cam-Winget

Discussion:

· None.

Result: 34 – Yes; 3 – No; 14 – Abstain. Motion Passes.

· Presentation of document 11-09/749r0 by Rich Kennedy
Strongly support the use of IEEE 802.11 in Whitespace activities. However other technologies should not be prevented from operating in these frequency bands.
The purpose of moving forward with Whitespace in IEEE 802.11 is to ensure that IEEE 802 Exec Committtee moves forward with creating technologies.

IEEE 802.11 should go forward and create a Study Group independently of other activity in IEEE 802.

The IEEE 802.19 chair would have to comment on the IEEE 802.11 PAR in ExecCom.

IEEE 802.19 should have input to the PAR to add requirements to an IEEE 802.11 PAR.

There is a document in IEEE 802.19 that describes use cases and issues for TV Whitespace.  The document number is 19-09/0026r3.
IEEE 802.11 should not recommend that other groups in IEEE 802 stop developing technology in these frequency bands. There should be a common method for co-existence across all technologies applied to this frequency band.

It’s up to the IEEE 802.19 group to define how different IEEE 802 technologies co-exist in these frequency bands.

A study group in IEEE 802.11 has the mandate to work with IEEE 802.19 to address co-existence and regulatory issues. 

MOTION: Because of its suitability as a primary candidate for a TVWS technology, and in the expectation that the FCC and Ofcom will clarify their requirements for the database in the interim, the 802.11 WG should begin a Study Group to develop PAR and 5 Criteria documents for approval by the EC at the Atlanta Plenary in November 2009.
Moved: Richard Kennedy
Second: Harry Worestall
MOTION TO AMEND: Delete the word “primary” from the original motion.

Moved: Steve Shellhammer

Second: Alex Reznik

Discussion:

· The word “primary” implies a scope of the PAR.

· Wordsmithing this motion to create a study group is not 
CALL THE QUESTION

Result: 14 – Yes; 15 – No; 18 – Abstain. Motion to Amend Fails.

MOTION RESULT:

Result: 39 – Yes; 0– No; 15 – Abstain. Motion passes.

· Recess until Wednesday PM1.
Wednesday July 15 2009

08:00

Call to order

· Attendance reminder.

· The agenda is posted in document 11-09/0812r1

· Discussion on document 11-09/832r0 , Enhancement Technology for vehicular communications by Woong Cho 
The longer packet is used for Multimedia services.
Multimedia services can be Video Streaming services.

Video streaming service was tested V2V at 120km/h

Video streaming service was tested V2I at 180 km/h

This work is mainly theoretical at this point.
The straw poll is asking whether the group would need to more data.

This would be a future amendment which extends, not replaces IEEE 802.11p.

Use cases for IEEE 802.11 communications in transportation are  focused on short messages.

STRAW POLL: Should IEEE 802.11 WNG receive further presentations on the topic of enhanced technology for vehicular communications.

Result: 13 – Yes; 0 – No; 18 – Need more information.
· Discussion on document 11-09/830r1, WLAN Public Easements by Richard Paine 

This concept could possibly fit in with IEEE 802.11u. It’s an access technology.
IEEE 802.11u already has this “easement concept” for Emergency Services.

IEEE 802.11u does not cover content protection. At that level, you would require content protection at the application layer.

We would need to decide at what layer we would want content protection.

There’s authorization and protection.

Access and application layer security need to be in place.

There needs to be a business case around a “free service”. There’d at least have to be advertising.

STRAW POLL: Should 802.11 WNG receive further presentations on the topic of public easements?
Result: 19 – Yes; 0 – No.

· Discussion on document 11-09/315r4, Enhanced Security by Dan Harkins 

The scope of the SG would be both key management and cipher suite development.
GCM is much faster than CCM.

TGs has defined an authentication protocol that uses a password. Currently the TGs is working towards making this more generic.

This presentation has been given 3 or 4 times over the past few months. There was a counter presentation (document 11-09/580r0) that brought out some counter points.

There is a compelling use case for this work. Peer-to-Peer connectivity. 

Wi-Fi Protected Setup is susceptible to dictionary attack if the password is weak.

Forcing a complex password trades usability for security.

A new P2P authentication protocol could be defined that would allow simple passwords.
The problem is with provisioning credentials, not with the protocol.

There is an evil twin problem where the STA cannot authenticate the AP, but the AP can authenticate the STA. (the lying NAS problem). The protocols defined in this presentation require the password that is configured on each peer.
The sentiment at the last presentation was that these features could be done within current task groups.

There is no group to address centralized key management. The group that would address the cipher suite would not produce an amendment until 2013.

Doing AES in software limits the performance of IEEE 802.11n.  GCM has higher performance and saves battery consumption.

There is organized opposition to this proposal so the vote result should not be surprising.

CCM is not a bottleneck for 11n. It can reach up to 2 GB/s.

We need to understand what we are securing in addition to the risks and threats in order to create a focused task group.

There is not strong requirement for producing enhanced security.

Enhanced security will result in more WLAN sales.

IEEE 802.11i is a single security solution that is usable across all markets. A study group should look into real issues.

Document 11-09/580r0 suggests that the problems could be solved within existing task groups.

SAE should be reviewed in IEEE 802.11s.

There is valuable discussion that would be good to have in a constructive manner.  A Study Group would be valuable forum for doing this.

It would be good to start a Study Group so that this proposal does not come up in TGmb.

MOTION: Move to request the 802.11 Working Group to approve and forward to the IEEE 802 Executive Committee the creation of a new IEEE 802.11 Study Group, called the Enhanced 802.11 Security Study Group (ESSG), to investigate ways to provide security enhancements to 802.11 on the following:

· Secure, robust, de-centralized, peer-to-peer key management.

· Faster, more robust, or more power-efficient ciphers.

Upon confirmation of feasibility and per 802 operating rules, the ESSG shall draft a PAR and 5 criteria to be submitted to the 802.11 WG.

Moved: Dan Harkins

Second: David Hunter
Discussion:

· None.

Result: 22 – Yes; 8 – No; 10 – Abstain. Motion Fails.

· Discussion on document 11-09/111r4, Broadband V2I Access for High Speed Transportation by Hitoshi Morioka 

The range of the AP is 200m.

STRAW POLL: A Study Group to develop a PAR and 5C for High-speed Broadband Access for 802.11 should be created.

Result: 6 – Yes; 0 – No; 13 – Need more discussion; 0 – Don’t care.

· Adjourn for the week.
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