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C
	632
	7.3.2.104
	The PERR element can be sent using group addressed action frames and therefore it may be useful to add TTL field into this, like in PREP (unicast) frames.
	Add one octet TTL field in PERR element. Modify Fig s-47 and all the description of PERR accordingly. Alternatively, remove TTL from PREP frames. A submission can be submitted on this.
	Counter. Make changes as described in doc.: IEEE 802.11-09/0791r1

	658
	11B.11.8.2
	dot11MeshForwarding may be changed to 0 but still it might be useful to send PERR to notify peers that this mesh STA can no longer forward data frames.
	Delete "dot11MeshForwarding is set to 1"
Modify the entire section with
All of the following applies:
• The mesh STA detects a link break to the next hop of an active path in its stored forwarding information while transmitting frames to it or the mesh STA receives a data frame and dot11MeshForwarding is set to zero or it has no forwarding information for the DA of this received data frame. Note: the detection may be triggered by the fact that a mesh STA is unable to forward a data frame to a next hop mesh STA.
• The mesh STA has not sent a PERR element less than dot11MeshHWMPperrMinInterval TUs ago.
	Counter. Make changes as described in doc.: IEEE 802.11-09/0791r1

	666
	11B.11.8
	It may be worth to include reason code field in PERR element. There exists possiblities that mesh STA after receiving data frame may find next hop unreachable, or mesh STA does not have forwarding information, dot11MeshForwarding is off, etc. This can be utlized by an implementation to take better decision after receiving PERR frame.
	A proposal can be submitted which will modify PERR element to include reason code of one octet and include processing of this during PERR creation and propagation.
	Counter. Make changes as described in doc.: IEEE 802.11-09/0791r1

	939
	11B.11.8
	The description of the PERR is not so well thought-of yet.
	Improve it. Check for consistency, robust operation, and correctness. Put special attention to the sequence number handling.
	Counter. Make changes as described in doc.: IEEE 802.11-09/0791r1

	941
	11B.11.8.2
	The conditions for generating a PERR are not sufficiently well defined. Especially, the considered mesh STA has to have precursors with paths over the broken link.
	Improve the conditions for generating a PERR. Specify the correct and complete set of conditions.
	Counter. Make changes as described in doc.: IEEE 802.11-09/0791r1

	942
	11B.11.8.2
	What is the content of a PERR in case the mesh STA receives a data frame for a destination it has no forwarding information?
	Specify
	Counter. Make changes as described in doc.: IEEE 802.11-09/0791r1


Summary of Changes

1. Add additional reason codes for PERR element (CID 666)
2. Add TTL and reason code to PERR element (CID 632, 666)

3. PERR generation and forwarding changes (CID 658, 939, 941, 942)
TGs Editor: modify 7.3.1.7 as shown below:
7.3.1.7 Reason Code field

Insert the following rows into Table 7-22 (Reason Codes) and change the last row (Reserved) as shown.

	· Reason codes 

	Reason code
	Meaning

	· 
	“PEERING-CANCELLED”. SME cancels the peering instance with the reason other than reaching the maximum number of peer mesh STAs

	· 
	“MESH-MAX-PEERS”. The mesh STA has reached the supported maximum number of peer mesh STAs

	· 
	“MESH-CAPABILITY-POLICY-VIOLATION”. The received information violates the Mesh Configuration policy configured in the mesh STA profile

	· 
	“MESH-CLOSE-RCVD”. The mesh STA has received a Peering Close message requesting to close the peering.

	· 
	“MESH-MAX-RETRIES”. The mesh STA has re-sent dot11MeshMaxRetries Peering Open messages, without receiving a Peering Confirm message.

	· 
	“MESH-CONFIRM-TIMEOUT”. The confirmTimer for the peering instance times out.

	· 
	“MESH-INVALID-GTK”. The mesh STA fails to unwrap the GTK or the values in the wrapped contents do not match

	· 
	“MESH-INCONSISTENT-PARAMETERS”. The mesh STA receives inconsistent information about the mesh parameters between Peering Management frames

	· 
	“MESH-INVALID-SECURITY-CAPABILITY”. The mesh STA fails the Authenticated Peering Exchange because due to failure in selecting either the pairwise ciphersuite or group ciphersuite

	· 
	Authentication is rejected because an anti-clogging token is required

	<ANA 12>
	“MESH-PATH-ERROR-UNSPECIFIED”. The mesh STA sends PERR with no specific reason for the unreachable destination contained in the PERR.

	<ANA 13>
	“MESH-PATH-ERROR-NO-FORWARDING-INFORMATION”. The mesh STA does not have forwarding information for this destination.

	<ANA 14>
	“MESH-PATH-ERROR-DESTINATION-UNREACHABLE”. The mesh STA finds destination unreachable.

	<ANA 15>
	“MESH-PATH-ERROR-PERR-RECEIVED”. The mesh STA has received PERR for the destination.

	<ANA 15> REF  RTF330034003900330039003a00 \h
 \* MERGEFORMAT  +1 40-65535
	Reserved


· The Mesh reason codes need to be allocated before sponsor ballot by ANA.

TGs Editor: modify7.3.2.103 as shown below:
· PERR element

The Path Error (PERR) element is used for announcing a broken link to all traffic sources that have an active path over this broken link.

The format of the PERR element is shown in Figure s45 (Path Error element).

	Element ID
	Length
	TTL
	Number of Destinations N
	Flags #1
	Destination Address #1
	HWMP Sequence 
Number

#1
	Reason Code #1
	…
	Flags #N


	Octets: 1
	1
	1
	1
	2
	6
	4
	2
	
	2

	· Path Error element
	· 
	· 
	· 
	· 


The Element ID is set to the value given in Error! Reference source not found. for this information element. The length is variable and set to (2 + 14 * Number of Destinations) octets.

The TTL (Time To Live) field is coded as an unsigned integer that indicates maximum number of hops the PERR element can be propagated before being discarded.


The Number of Destinations N field is coded as an unsigned integer and indicates the number of announced destinations in PERR (destination address, HWMP sequence number and Reason Code).

The  Flags field is shown in Figure s45x.
	B0
	B1
	B2-B15

	USN
	R (Reason code present)
	Reserved

	Bits:1
	1
	14

	Figure s45x- PERR Flags field format


The USN (Unknown Sequence Number) sub-field is of 1 bit in length and is set to 1 if destination sequence number is not known or not valid. It’s set to 0 otherwise. When USN sub-field is 1, content of ‘Destination Sequence number’ field is reserved.

The R (Reason code present) sub-field indicates whether the reason code field is valid or not depending on whether this R sub-field is 1 or 0 respectively. When R sub-field is 0 content of reason code field is reserved.

The Reason Code field specifies the reason(s) for sending a PERR element. The Reason Code field is defined in 7.3.1.7.

The Destination Address field is represented as a 48-bit MAC address and indicates the detected unreachable destination MAC address.

The HWMP Sequence Number field is coded as an unsigned integer and indicates the HWMP sequence number of detected unreachable destination mesh STA. The HWMP Sequence Number field is reserved when USN sub-field of Flags field is 1.
The detailed usage of the PERR element is described in Path Error (PERR).

· MLME Mesh Procedures

TGs Editor: modify11C.11.8 as shown below:
· Path Error (PERR)

This subclause describes the function, generation and processing of the PERR element.

· Function

The PERR element is used for announcing a broken link to all traffic sources that have an active path over this broken link. The active forwarding information associated with the unreachable destinations should no longer be used for forwarding.

A PERR element may be either group addressed (if there are many precursors), individually addressed (if there is only one precursor), or iteratively individually addressed to all precursors depending on the size of precursor list for the destinations. The PERR element is considered a single element when iteratively individually addressed to several precursors. The PERR element should contain those destinations that are part of the created list of unreachable destinations. The peer mesh STAs that should receive the PERR are all those that belong to a precursor list of at least one of the unreachable destination(s) in the newly created PERR.

A PERR element is propagated by mesh STAs receiving a PERR if certain conditions are fulfilled.

A mesh STA generating or receiving a PERR may decide to establish paths to unreachable destinations using any of the available HWMP mechanisms. 

· Conditions for generating and sending a PERR
A mesh STA that has not sent a PERR element less than dot11MeshHWMPperrMinInterval TUs ago sends out a PERR element in a Mesh Path Selection frame, as defined in Error! Reference source not found.

 REF  RTF360033003900370033003a00 \h
, in the following cases:

Case A: Original transmission

One of the following applies: 

· The mesh STA detects a link break to the next hop of an active path in its stored forwarding information while transmitting frames to it.

NOTE—The detection might be triggered by the fact that a mesh STA is unable to forward a data frame to a next hop mesh STA.

·      The mesh STA receives a frame with a destination address for which it has no forwarding information.
· The mesh STA receives an individually addressed frame with destination address not matching the mesh STA and 
· dot11MeshForwarding is set to FALSE

· 
· 
· 
The contents of a PERR element in Case A shall be as shown in Error! Reference source not found..
	· Contents of a PERR element in Case A 

	Field
	Value

	ID
	Value given in Error! Reference source not found. for the PERR element

	Length
	2 + N * 14

	TTL
	The maximum number of hops, greater than 1, allowed for this element.

	Number of Destinations
	Number of announced unreachable destinations in PERR.

A destination is unreachable if its next hop in the stored forwarding information is an unreachable neighbor.

	Flags #1
	0 (USN)

Set to 1 if HWMP Sequence number is not valid, 0 otherwise.

1 (R)

Set to 1 if Reason Code field is valid, 0 otherwise. 

2 – 15

Reserved

Bit Fields-

	Destination Address #1
	MAC address of detected unreachable destination #1

	HWMP Sequence Number #1
	Last used HWMP sequence number for Destination Address #1 + 1. Reserved when USN subfield of Flags #1 field is set to 1.

	Reason Code #1
	Any value specified in 7.3.1.7 (Reason Code). Reserved when R subfield of Flags #1 field is set to 0.


Case B:
PERR propagation

All of the following applies: 

· The mesh STA received a PERR from a neighbor for one or more of its active paths in its stored forwarding information.

· 
· dot11MeshForwarding is set to TRUE

· The TTL field in received PERR element is greater than 1.

The contents of a PERR element in Case B shall be as shown in Contents of a PERR element in Case B .

	· Contents of a PERR element in Case B 

	Field
	Value

	ID
	Value given in Error! Reference source not found. for the PERR element

	Length
	2 + N * 14

	TTL
	TTL in received PERR element – 1

	Number of Destinations
	Number of announced unreachable destinations in PERR ( received value)

A destination is unreachable if its next hop in the corresponding stored forwarding information is the transmitter of the received PERR.

	Flags #1
	0 (USN)

Set to 1 if HWMP Sequence number is not valid, 0 otherwise.

1 (R)

Set to 1 if Reason Code field is valid, 0 otherwise. 

2 – 15

Reserved

Bit fields-

	Destination Address #1
	MAC address of detected unreachable destination #1 (as received, but maybe at different position in destination list)

	HWMP Sequence Number #1
	As received (but maybe at different position in destination list)

	Reason Code #1
	Any value specified in 7.3.1.7 (Reason Code). Reserved when R subfield of Flags #1 field is set to 0.


TGs Editor: Insert a new sub-clause 11C.11.8.4 as shown below and re-number all the sub-clauses thereafter:
· PERR Generation

The mesh STA first makes a list of unreachable destinations consisting of the: 

· unreachable mesh STA and any additional destinations in the local forwarding table that use the unreachable mesh STA as the next hop (Case A, described in 11B.11.8.2), or

· destinations in PERR for which there exists a corresponding entry in the local forwarding table that has the transmitter of the received PERR as the next hop (Case B, described in 11C.11.8.2).

All peer mesh STAs that belong to precursor list of at least one of the unreachable destinations(s) in the newly created PERR should receive the PERR. When precursor list is empty, PERR element should be sent to the transmitter of the frame that satisfies b or c condition given in Case A of 11C.11.8.2.

The stored forwarding information, if any found, for each unreachable destination announced in this PERR shall be invalidated.

The HWMP sequence numbers in all valid stored forwarding information of unreachable destinations announced in this PERR shall be incremented and the USN sub-field in the Flag field is set to 0 if this mesh STA is originating the PERR element (Case A, 11C.11.8.2). The USN sub-field of the Flag field is set to 1 when HWMP destination sequence number is not known or not valid. When USN sub-field of the Flag field is set to 1, HWMP destination sequence number field is reserved.

The mesh STA receiving PERR, subject to acceptance criteria as described in 11C.11.8.4.1, shall copy the received HWMP sequence for the unreachable destinations contained in PERR to its local forwarding information if USN sub-field is set to 0.

The TTL field in the PERR element is initialized to non-zero value for the original transmission (Case A), or set to received PERR’s TTL value minus one (Case B, 11C.11.8.2) when received PERR’s TTL value is greater than 1 .

PERR element may include a valid Reason Code in the Reason Code field. The R sub-field of the Flag field of PERR element shall be set to 1 if content of Reason Code field is valid, e.g., Case A or it is set to 0 if Reason Code field is reserved. Reason Code field may be set to one of the Reason Code values given in 7.3.1.7.
11C.11.8.4 PERR Reception
Received PERR elements are subject to certain acceptance criteria. Processing and actions taken depend on the contents of the PERR and the information available to the receiving mesh STA. See also Error! Reference source not found..

11C.11.8.4.1 Acceptance criteria

The PERR shall be accepted (and shall be processed as described in Effect of receipt) if all of the following applies:

· The mesh STA that receives the PERR has forwarding information stored where 

· the destination is contained in the list of unreachable destinations of the PERR and 

· the next hop is the transmitter of the received PERR

· USN subfield of the received PERR element’s Flags field is 0 or HWMP destination sequence number in the received PERR element is greater than the HWMP destination sequence number.

· TTL field in the received PERR is greater than 0.
Otherwise, the PERR element shall not be accepted.

11C.11.8.4.2 Effect of receipt

The following applies only to a PERR element that was accepted according to the acceptance criteria in Acceptance criteria.

· The mesh STA creates a list of unreachable destinations consisting of those destinations in the PERR for which there exists valid forwarding information that has the transmitter of the PERR as the next hop.

· If the USN subfield of the received PERR is 0 and received HWMP sequence number for a referenced destination is higher than the current HWMP sequence number for that destination, the receiving mesh STA shall consider that destination unreachable and update its stored information for that destination accordingly.

3) If the USN subfield of the received PERR is 1, the receiving STA shall increment the unreachable destination HWMP sequence number if it exists in its forwarding table. The receiving mesh STA shall invalidate the forwarding information associated with this unreachable destination.
4) The Reason Code in the received PERR may be used by implementation, exact specification of which is beyond the scope of this standard.
5) Each unreachable destination that did not result in a broken forwarding path is removed from the PERR. Further, all information associated with the removed unreachable destination is also removed from the PERR. If no unreachable destination is left in PERR, no further processing is required and the PERR is discarded.
6) The TTL field is decremented by 1. If the new TTL field becomes 0, no other processing is required and PERR is discarded.
7) The receiving mesh STA shall transmit a PERR as defined in Conditions for generating and sending a PERR Case B. If the conditions specified in Conditions for generating and sending a PERR Case B are not met, no further processing is required and the PERR is discarded.
Abstract


This document contains proposed changes to the IEEE P802.11s 3.02 Draft to address the following LB147 comments:


632, 658, 666, 939, 941, 942





All the changes described in this document are with respect to IEEE 802.11s 3.02 Draft.
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