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	LB144  Comment Resolution


1. COMMENT: (with previously approved resolutions)
	CID
	Commenter
	Clause
	Pg
	Ln
	Ty
	Comment
	Suggested Remedy
	Comment resolution.

	243
	Cam-Winget, Nancy
	General
	100
	2
	TR
	Given that some fundamental states in 802.11 have been changed in 5.3.1 (e.g. authentication, deauth and data confidentiality)….it seems that a much bigger change to the document is warranted.  While I do not agree that security should be voided….in doing so in 5.3.1, updates to other clauses that describe these services as an inherent part of the core of 802.11.  Some clauses that need to be updated include (but may not be confined to) 5.4 (and its subclauses), 7.2.3 (e.g. 7.2.3.10, 7.2.3.11), 7.3.2, 8, 11.  In addition to these clauses, somewhere (11.3? or clause 7?) the prohibition of some IE's (like RSNIE) also need to be noted.
	Since security has been eradicated when dot11OCBEnabled is true, this needs to be noted all throughout the 802.11 specification, describing what IE's and what frames are allowed; if they are used, are they discarded? Or is the link broken (e.g. disassociated)?  These behaviors need to be described.


	TBD

Should there be a specific mention in each of these clauses?
Clause 5.4 

7.2.3.10 and 7.2.3.11 are the Authentication and Deauthentication frame formats, which are not used, it would be inappropriate to make mention of how 11p impacts security in this clause when the clause is not applicable in the first place.

7.3.2 is Information Elements

See doc 596



	246
	Durand, Roger
	General
	100
	5
	TR
	The "dot11OCBenabled" operation is poorly defined thru-out the 11p draft 6.0 doc relative to security requirements 
	define "dot11OCBenabled" security
	Decline, TGp intentionally disabled link layer security when dot11OCBEnabled is true. The 802.11 link layer security is incabable of satisfying the WAVE requirements.


2. Background

This is a repeat of similar comments received in each previous ballot. Previously, it was explained that there is no need for any 802.11 amendment to specifically address security, security is not a part of the TGp PAR, and that text exists in clause 5 that specifically states that security for the operations supported by 11p are outside the scope of the standard and are the responsibility of higher layers.
One of the requirements for WAVE is for very secure operations, secure from a wide range of threats and security for the entire communications stack and not just for the PHY and MAC. Since this security can effect safety and includes life threatening situations, the WAVE requirements go far beyond anything considered previously in 802.11. Since conventional 802.11 association cannot be used because of the time constraints (also previously explained as having to occur in a few milliseconds rather than seconds), any security provided as a part of 802.11 association could not be used even if it was up to the WAVE requirements.

Since many WAVE applications must be fully interoperable throughout the world, standards were required for the entire protocol stack and these applications themselves. Also, since 802 is limited in scope to OSI layers 1 and 2 (and of this, 802.11 represents only MAC portion of layer 2 – Data Link Layer), it was necessary to develop other standards for the other parts of the protocol stack not covered by 802. Rather than WAVE 
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Security (using the IEEE 1609.2 standard) is covered within the WAVE architecture as shown below.

3. Recommended Resolution of the Comments:

From CID # 243: “Add mention in various clauses (5.4, 7.2.3, 7.3.2, and 11) including mention of the prohibition of some IEs such as RSNIE in clauses 7 and 11.3.” and from CID # 246: “Define dot11OCBenabled security”.

These recommendations are considered unnecessary and unrealistic because this would add mention of restrictions to clauses that do not apply (describing a restriction within something that is itself restricted) or is redundant to what already exists. It is felt that the mention in Clause 5 of 

“...when dot11OCBEnabled is true, any required authentication services would be provided by the station management entity (SME) or by applications outside of the MAC sublayer.”
is sufficient in that 802.11 security is included as part of  the authentication services mentioned.
4. Motion (if technical and/or significant):

(And instructions to the editor.)

Decline both of these comments
Move to accept the Recommended Resolutions to these comments and the Recommended changes to P802.11p D6.01 noted above and instruct the editor to make these changes to P802.11p D6.01.
Motion by: ___ _________________Date: ___________
Second:  ______ ________________

	Approve: 
	Disapprove: 
	Abstain: 
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