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2
Normative references

Insert the text shown below, alphabetizing as appropriate:
IETF RFC 3748, Extensible Authentication Protocol (EAP), B. Aboba, L. Blunk, J. Vollbrecht, J. Carlson, H. Levkowetz, June 2004
7
Frame formats
7.3
Management frame body components

7.3.4
Native query protocol elements

Change the text as shown below:
7.3.4.9
NAI Realm List
The NAI Realm List provides a list of NAI Realms corresponding to SSPs or other entities whose network or services are accessible via this AP; optionally included with each NAI Realm is a list of one or more EAP Method sub-fields, which that NAI Realm uses for authentication. The NAI Realm list may be returned in response to a Native GAS Query Request. The format of the NAI Realm List is provided in Figure 7-95o130.

	
	
	
	
	
	
	
	

	
	Info ID
	Length
	NAI Realm Count
	NAI Realm Data #1
(optional)
	NAI Realm Data #2
(optional)
	…
	NAI Realm Data #n
(optional)

	Octets:
	2
	2
	1
	variable
	variable
	
	variable


Figure 7-95o130—NAI Realm List format
The Info ID field is equal to the value in Table 7-43by corresponding to the NAI Realm List.
The Length field is a 2-octet field whose value is determined by the number and size of the NAI Realm Data fields.
The NAI Realm count is a 1-octet field which specifies the number of NAI Realms included in the NAI Realm list. 
The format of the NAI Realm Data field is shown in Figure 7-95o131.

	
	
	
	
	
	
	
	
	
	

	
	NAI Realm Data Field Length
	NAI Realm Encoding
	NAI Realm Length
	NAI Realm
	EAP Method Count
	EAP Method #1
(optional)
	EAP Method #2
(optional)
	…
	EAP Method #n(optional)

	Octets:
	2
	1
	1
	variable
	1
	variable
	variable
	
	variable


Figure 7-95o131—NAI Realm Data field format
The NAI Realm Length sub-field is a 2-octet sub-field whose value is equal to 3 plus the length of the NAI Realm sub-field plus the sum of the lengths of the EAP Method List subfield. 
The NAI Realm Encoding is a 1-octet sub-field whose format is shown in Figure 7-95o131a.
· The NAI Realm Encoding Type sub-field is a 1-bit sub-field.  It is set to 0 to indicate that the NAI Realm in the NAI Realm sub-field is formatted in accordance with RFC-4282.  It is set to 1 to indicate it is a UTF-8 formatted character string which is not formatted in accordance with RFC-4282 (Note—this encoding is to facilitate roaming consortiums or other entities that use non-standard NAI realm formats).
Insert Figure 7-95o131a as shown below:
	
	b0
	b1 
b7

	
	NAI Realm Encoding Type
	Reserved

	Bits:
	1
	7


Figure 7-95o131a—NAI Realm Encoding sub-field format

The NAI Realm sub-field is an NAI Realm formatted as defined in the NAI Realm Encoding Type bit of the NAI Realm Encoding subfield. The maximum length of this sub-field is 255 octets.
NAI Realm Length sub-field is a 1-octet sub-field whose value is the length of the NAI Realm sub-field.
The EAP Method Count specifies the number of EAP methods sub-fields for the NAI Realm. If the count is zero, there is no EAP method information  provided for the NAI realm.
The format of the optional EAP Method sub-field is shown in Figure 7-95o131b.  Each EAP Method sub-field contains a set of Authentication Parameters associated with the EAP-Method.
Insert Figure 7-95o131b as shown below:
	
	
	
	
	
	
	
	

	
	Length
	EAP Method
	Authentication Parameter Count
	Authentication Parameter #1
(optional)
	Authentication Parameter #2
(optional)
	…
	Authentication Parameter #m
(optional)

	Octets:
	1
	1
	1
	Variable
	Variable
	
	Variable


Figure 7-95o131b—EAP Method sub-field format
The length of the EAP Method sub-field is a 1-octet sub-field whose value is equal to 2 plus the length of the Authentication Parameter sub-fields.
The EAP method sub-field is 1 octet sub-field which is set to the EAP Type value as given in http://www.iana.org/assignments/eap-numbers. 
If the value of the EAP Method field is 254 indicating an Expanded EAP Type, then the Expanded EAP Method Authentication Parameter is included.
The Authentication  Parameter count indicates how many additional Authentication Parameter sub-fields are specified for the supported EAP Method.  If the Authentication Parameters sub-field is zero, there are no sub-fields present, meaning there are no additional Authentication Parameters are specified for the EAP Method.
The format of the Authentication Parameter sub-field is shown in Figure 7-95o131d.
Insert figure 7-95o131d as shown below:
	
	
	
	

	
	ID
	Length
	Authentication Parameter Value

	Octets:
	1
	1
	variable


Figure 7-95o13d—Authentication Parameter sub-field format
The length of the Authentication Parameter sub-field is a 1-octet sub-field whose value is equal to 1 plus the length of the Authentication Parameter Value field.
The ID is a 1-octet field which indicates the type of authentication information provided.

The Authentication Parameter Value is a variable length field containing the value of the parameter indicated by the  ID.
The ID and its associated formats are specified in Table 7-43ce.  Each ID indicates a different type of information.  Use of multiple Authentication Parameter sub-fields allows all the required authentication parameter requirements to be provided.
Table 7-43ce—Authentication Parameter types
	Authentication Information
	ID
	Description
	Length (octets)

	Reserved
	0
	
	

	Expanded EAP Method 
	1
	Expanded EAP Method Subfield
	7

	Non-EAP Inner Authentication Type
	2
	Enum (0 - Reserved, 1 - PAP, 2 – CHAP, 3 - MSCHAP, 4 - MSCHAPV2) 
	1

	Inner Authentication EAP Method Type
	3
	Value drawn from http://www.iana.org/assignments/eap-numbers
	1

	Expanded Inner EAP Method 
	4
	Expanded EAP Method Subfield
	7

	Credential Type
	5
	Enum (1-SIM, 2-USIM, 3-NFC Secure Element, 4-Hardware Token, 5-Softoken, 6 - Certificate, 7 – username/password, 8-Vendor Specific)
	1

	Tunneled EAP Method Credential Type
	6
	Enum (1-SIM, 2-USIM, 3-NFC Secure Element, 4-Hardware Token, 5-Softoken, 6 - Certificate, 7 – username/password, 8-Vendor Specific)
	1

	Reserved
	7 - 220
	
	

	Vendor Specific
	221
	variable
	variable

	Reserved
	222 - 255
	
	


If the EAP Method type is an Expanded EAP type (the EAP Method value is 254), the Expanded EAP Method Authentication Parameter is used to specify additional information on the EAP method. Table 7-43cf describes the Authentication Parameter format for the Expanded EAP method; values for the Expanded EAP method are specified in RFC 3748.
Insert Table 7-43cf as shown below:
	Parameter
	Length (octets)

	ID
	1

	Length
	1

	Vendor ID
	3

	Vendor Type
	4


Table 7-43cf —Authentication Parameter format for the Expanded EAP Method 
The Non-EAP Inner Authentication Type is specified as single enumerated value given in Table 7-43ce. This Authentication Information type is used for non-EAP Inner Authentication methods. The possible values are PAP (as specified in RFC 1334), CHAP (as specified in RFC 1994), MSCHAP (as specified in RFC 2433), and MSCHAPv2 (as specified in RFC 2759).

The Inner Authentication EAP Method Type is specified as the EAP number as defined in http://www.iana.org/assignments/eap-numbers. This Authentication Information type is used when the Inner Authentication method is an EAP method.  If the Inner Authentication EAP Method Type is equal to 254 indicating an Expanded EAP Type, then the Expanded EAP Method Authentication Parameter is included.
If Credential Type is required by the STA (or required by the user), this can be selected by a single enumerated value as shown in Table 7-43ce. If the value is equal to the “Vendor Specific” value, then a Vendor-Specific Authentication Parameter is included.
Vendor specific parameters can be specified as shown in Table 7-43cg.
Table 7-43cg—Vendor-Specific Authentication Parameters
	Parameter
	Value

	ID
	221

	Length
	variable

	OUI
	OUI

	Authentication Parameter Value
	Vendor-specific Content


11. MLME
11.21 WLAN Interworking with External Networks Procedures
11.21.2.3
Native query protocol procedures

11.21.2.3.1
General
Insert the following new clause shown below, renumbering subsequent clauses as appropriate:
11.21.2.2  Procedures for advertising EAP Method information associated with an NAI Realm
When dot11RSNAEnabled is true, NAI Realms along with their supported authentication methods may be advertised using the NAI Realm List (see 7.3.4.5).  Each realm may be optionally associated with a set of EAP methods.  Each EAP method may be optionally associated with a set of Authentication Parameters.
The NAI realm information provides a hint on the methods a STA can establish an association in an RSN IEEE 802.1X environment. If the non-AP STA  recognizes the NAI, it may attempt authentication even if it believes the EAP methods are incorrect.
A non-AP STA having dot11InterworkingServiceEnabled set to true, may process the NAI realm list. The selection of the NAI realm the non-AP STA uses for authentication is out of scope of this standard.
A  non-AP STA having dot11InterworkingServiceEnabled may optionally process the EAP Method list as follows: 

· The EAP Method list provided by the AP shall be in priority order. (Note: the EAP Methods all be of equal priority).
· The credential types help the STA to determine what credentials to use for authentication

· The STA should confirm the GAS advertisement after an RSNA is established.
The policy which determines whether or not a non-AP STA should attempt authentication and/or association with any particular IEEE 802.11 Access Network is outside the scope of this standard.
Abstract


This proposal extends the utility of the NAI Realm List by adding to each NAI Realm, a list of EAP methods and related authentication information in use by that realm





This facilitates authentication to hotspots for which a non-AP STA has never previously associated and thus may not have a stored profile.  Even though EAP, for example, supports method negotiation, it is not always practical to use for the following reasons:


The AAA server may be located over a WAN link and EAP negotiation may require many round trips, thereby taking a long time.  Also, some EAP packets can get dropped in this scenario, extending the time required for successful association.


For the sake of simplicity, many existing implementations have a 1:1 binding of EAP method to profile and thus don’t support EAP method negotiation.


Some low-complexity devices may only suppport one EAP method, or only a very limited number of EAP methods.  In this situation, a non-AP STA having security credentials for multiple realms may choose the realm with which to authenticate based on the EAP method rather than the other way around.  This is more efficient than the trial and error approach in which authentication to a particular realm is attempted, only to discover after [failed] EAP method negotiation, that the required EAP method has not been implemented.





Thus, by supplying the supported EAP method(s) for a particular realm, implementations can be further simplified.





The EAP methods and related authentication information are added as an optional extension to the NAI Realm List.  If the EAP methods and related authentication information in use are unknown to the IEEE 802.11 access network or the system administrator does not wish to provision this information, they may be left out.








This document is based on IEEE 802.11u-d6.0 and 11-09-0591r1.
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