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5.2.3.2 Robust security network association (RSNA)

Change the 4th bullet as shown:

An eEnhanced data cryptographic encapsulation mechanisms, called such as Counter mode with Cipher-block

 chaining Message authentication code Protocol (CCMP), and, optionally, Temporal Key Integrity

Protocol (TKIP).

5.4.3 Access control and data confidentiality services

Change the last paragraph as shown:

An RSNA uses the IEEE 802.1X authentication service along with enhanced data cryptographic encapsulation mechanisms, such as TKIP and CCMP, to provide access

 control. The IEEE 802.11 station management entity (SME) provides key management via an exchange of

 IEEE 802.1X EAPOL-Key frames. Data confidentiality and data integrity are provided by RSN key

 management together with the TKIP and CCMP enhanced data cryptographic encapsulation mechanisms.
5.4.3.3 Data confidentiality

Change the 3rd paragraph as shown:

IEEE Std 802.11 provides three several cryptographic algorithms to protect data traffic including: WEP, TKIP, and CCMP.

 WEP and TKIP are based on the ARC4 algorithm, and CCMP is based on the advanced encryption

 standard (AES). 

5.4.3.5 Data origin authenticity

Change the 1st paragraph as shown:

This mechanism is provided for STAs

 that use CCMP or TKIP.
 enhanced data cryptographic encapsulation mechanisms.

5.4.3.6 Replay detection

Change the 1st paragraph as shown:

This mechanism is provided for STAs

 that use CCMP or TKIP.
 enhanced data cryptographic encapsulation mechanisms.


6.1.2 Security services

Change clause 6.1.2 as shown:

Security services in IEEE Std 802.11 are provided by the authentication service and the CCMP

 mechanismenhanced data cryptographic encapsulation mechanisms . The scope of the security services provided is limited to station-to-station data exchange. The

 data confidentiality service offered by an implementation of the IEEE 802.11 CCMP implementation enhanced data cryptographic encapsulation mechanisms  is the protection of the

 MSDU. For the purposes of this standard, CCMP is  the enhanced data cryptographic encapsulation mechanisms are viewed as a logical service located within the

 MAC sublayer as shown in the reference model, Figure 5-10 (Portion of the ISO/IEC basic reference model

 covered in this standard) (in 5.7 (Reference model)). Actual implementations of the CCMP service enhanced data cryptographic encapsulation mechanisms are

 transparent to the LLC and other layers above the MAC sublayer.

The security services provided by CCMP enhanced data cryptographic encapsulation mechanisms in IEEE Std 802.11 are as follows:

   a)   Data Confidentiality;

   b)   Authentication; and

   c)   Access control in conjunction with layer management.

During the authentication exchange, both parties exchange authentication information as described in

 Clause 8 (Security) and Clause 11A (Fast BSS transition(11r))(11r).

The MAC sublayer security services provided by CCMP the enhanced data cryptographic encapsulation mechanisms  rely on information from nonlayer-2

 management or system entities. Management entities communicate information to CCMP the enhanced data cryptographic encapsulation mechanisms through a set

 of MAC sublayer management entity (MLME) interfaces and MIB attributes; in particular, the decision tree

 for CCMP the enhanced data cryptographic encapsulation mechanisms defined in 8.7 (Per-frame pseudo-code) is driven by MIB attributes.

The use of WEP for confidentiality, authentication, or access control is deprecated. The WEP algorithm is

 unsuitable for the purposes of this standard.

The use of TKIP is deprecated. The TKIP algorithm is unsuitable for the purposes of this standard.

6.1.5 MAC data service architecture

Change the 2nd paragraph as shown:

TKIP and CCMP MPDU fFrame order enforcement

 provided by the enhanced data cryptographic encapsulation mechanisms occurs after decryption, but prior to MSDU defragmentation; therefore, defragmentation will fail if MPDUs

 arrive out of order.

7.1.3.1.8 Protected Frame field

Change the 1st paragraph as shown:

The Protected Frame field is set to 0 in Data frames of subtype Null Function, CF-

ACK (no data), CF-Poll (no data), and CF-ACK+CF-Poll (no data) (see for example 8.3.2.2 (TKIP MPDU formats) and

 8.3.3.1 (CCMP overview), which show that the frame body must be 1 octet or longer to apply the

 encapsulation).

7.3.2.25.1 Cipher suites

Change the third paragraph after table 7-32 as shown:

Use of CCMP as the group cipher suite any group cipher suite other than TKIP with TKIP as the pairwise cipher suite is not supported.

Change the note as shown:

NOTE—If the STAs can support CCMP stronger cipher suites, then there is no need for a weaker data confidentiality protocol.

Change the 6nd paragraph after table 7-32 as shown:

If CCMP is any cipher suite other than TKIP or WEP are enabled, then the AP supports pairwise keys, and thus the suite selector 00-0F-AC:0 (Use group cipher suite) is not a valid option.

7.3.2.48 Fast BSS transition information element (FTIE)

Change the NOTE as shown:

NOTE - The RSC field value for TKIP is the TSC and is stored in the first 6 octets; for CCMP, it is the PN and is stored

 in the first 6 octets. See Table 8-3 (Key RSC field).

8.1.3 RSNA establishment

Change bullet 6 as shown:

6) It programs the agreed-upon temporal keys and cipher suites into the MAC and invokes

 protection. See for example 8.3.2 (Temporal Key Integrity Protocol (TKIP)) and 8.3.3 (CTR with CBC-

MAC Protocol (CCMP)) for a description of the RSNA data protection mechanisms.

8.3.1 Overview

Change the note as shown:

NOTE—Use of any of the data confidentiality algorithms depends on local policies. The data confidentiality and

 integrity mechanisms of TKIP are not as robust as those of stronger ciphers such as CCMP. TKIP is designed to operate within the hardware

 limitations of a broad class of pre-RSNA devices. TKIP is suitable for firmware-only, hardware-compatible upgrade of

 fielded equipment. RSNA devices should only use TKIP when communicating with devices that are unable or not

 configured to communicate using CCMP.stronger ciphers.

8.3.2.4.1 TKIP countermeasures for an Authenticator

Change the last paragraph as shown:

The requirement to deauthenticate all STAs using TKIP will include those using CCMP as a pairwise cipher stronger pairwise ciphers if they are also using TKIP as the group cipher.

8.5.1.0a General

Change the note as shown:

NOTE—Pairwise key support with TKIP or CCMP enhanced data cryptographic encapsulation mechanisms allows a receiving STA to detect MAC address spoofing

 and data forgery. The RSNA architecture binds the transmit and receive addresses to the pairwise key. If an

 attacker creates an MPDU with the spoofed TA, then the decapsulation procedure at the receiver will generate

 an error. GTKs do not have this property.

Change the 4th paragraph as shown:

An RSNA STA using CCMP shall support at least one pairwise key for any <TA,RA> pair for use with enhanced deta cryptographic encapsulation mechanisms. The <TA,RA>

 identifies the pairwise key, which does not correspond to any WEP key identifer.

Change the 5th paragraph as shown:

In a a mixed environment, an AP may simultaneously communicate with some STAs using WEP with

 shared WEP keys and to STAs using CCMP or TKIP enhanced data cryptographic encapsulation mechanisms with pairwise keys. The STAs running WEP use

 default keys 0–3 for shared WEP keys; the important point here is that WEP can still use WEP default key 0.

 The AP can be configured to use the WEP key in WEP default key 0 for WEP; if the AP is configured in this

 way, STAs that cannot support WEP default key 0 simultaneously with a TKIP pairwise key shall specify

 the No Pairwise subfield in the RSN Capabilities field. If an AP is configured to use WEP default key 0 as a

 WEP key and a “No Pairwise” STA associates, the AP shall not set the Install bit in the 4-Way Handshake.

 In other words, the STA will not install a pairwise temporal key and instead will use WEP default key 0 for

 all traffic.

Change the last paragraph as shown:

CCMP STAs using enhanced data cryptographic encapsulation mechanisms other than TKIP in a TSN shall support pairwise keys and WEP default key 0 simultaneously. It is invalid for

 the STA to negotiate the No Pairwise subfield when CCMP enhanced data cryptographic encapsulation mechanisms other than TKIP is one of the configured ciphers.

8.5.1.2 Pairwise key hierarchy

In figure 8-20, change “TKIP: L(PTK,256,256)  CCMP: L(PTK,256,256)” to “L(PTK,256,TK_bits)”

On page 300, change the 1st bullet as shown:


- The PTK shall be derived from the PMK by



PTK ← PRF-X(PMK, “Pairwise key expansion”, Min(AA,SPA) || Max(AA,SPA) ||

                        Min(ANonce,SNonce) || Max(ANonce,SNonce))


TKIP uses X = 512 and CCMP uses X = 384. where X = 256 + TK_bits. The value of TK_bits is cipher-suite dependent and is defined in table 8-2.

On page 199, change the last bullet as shown:


- The temporal key (TK) shall be computed as bits 256 through (255 + TK_bits) –383 (for CCMP) or bits 256–511 (for TKIP) of the PTK:

                                  TK ← L(PTK, 256, TK_bits128) or

                                   TK ← L(PTK, 256, 256)

8.5.1.3 Group key hierarchy

In figure 8-21, change “TKIP: L(GTK, 0, 256)  CCMP: L(GTK, 0, 128)” to “L(PTK,256,TK_bits)”

Change bullet d as shown:


d) TKIP uses X = 256, CCMP uses X = 128 and WEP use X = 40 or X = 104 X = 256 + TK_bits. The value of TK_bits is cipher-suite dependent and is defined in table 8-2.

Replace e) with:


e) The temporal key (TK) is bit 0–(TK_bits -1) of the GTK:



TK ← L(GTK, 0, TK_bits)

8.5.1.4 PeerKey key hierarchy

In figure 8-22, change “TKIP: L(STK,256,256)  CCMP: L(STK,256,256)” to “L(STK,256,TK_bits)”

Change bullet c as shown:


c) The STK shall be derived from the SMK by



STK ← PRF-X(SMK, "Peer key expansion", Min(MAC_I,MAC_P) || 



Max(MAC_I,MAC_P) ||

 Min(INonce,PNonce) || Max(INonce,PNonce))


TKIP uses X = 512 and CCMP uses X = 384. where X = 256 + TK_bits. The value of TK_bits is cipher-suite dependent and is defined in table 8-2.

Change bullet f as shown:


f) The temporal key (TK) shall be computed as bits 256–383 (for CCMP) or bits 256–511 (for TKIP)

 256 through (255 + TK_bits) of the STK:


TK ← L(STK, 256, TK_Bits128) or TK ← L(STK, 256, 256)

8.5.1.5.5 PTK

Change the 4th paragraph on page 307 as shown:

The temporal key (TK) shall be computed as bits 256 through (255 + TK_Bits) 383 (for CCMP) of the PTK:

       TK = L(PTK, 256, TK_Bits128)

8.5.2 EAPOL-Key frames

Change bullet (a)(1)(i) as shown:

The value 1 shall be used for all EAPOL-Key frames to and from a STA when the negotiated AKM is 00-0F-AC:1 or 00-0F-AC:2 and the pairwise cipher is TKIP or “Use Group Cipher” and neither the group nor pairwise ciphers

 are CCMP for Key Descriptor 1.

Change bullet (a)(1)(ii) as shown:

The value 2 shall be used for all EAPOL-Key frames to and from a STA when the negotiated AKM is 00-0F-AC:1 or 00-0F-AC:2 and either the pairwise or the group cipher

 is AES-CCMP an enhanced data cryptographic encapsulation mechanism other than TKIP for Key Descriptor 2. 

Replace table 8-2 with:

Table 8-2—Cipher suite key lengths

Cipher Suite
Key length (octets)
TK_bits (bits)

WEP-40
5
40

WEP-104
13
104

TKIP
32
256

CCMP
16
128

Change bullet g as shown:

The least significant octet of the TSC or PN should be in the first octet of the Key RSC field. The encoding of the Key RSC field shall be as shown in Table 8-3.

Delete the note after bullet (g).

8.5.5.2 Supplicant state machine variables

Change the note as shown:

Note also the STA does not generate this event for CCMP ciphers other than TKIP, because countermeasures are not required.

8.7.2.3 Per-MPDU Rx pseudo-code

[The pseudocode should also be updated, but 802.11w has already made some modifications.]

8.7.2.4 Per-MSDU Rx pseudo-code

[The pseudocode should also be updated, but 802.11w has already made some modifications.]

Abstract


This document provides changes to 802.11mb to make cipher suite specification more generic, such that new ciphers may be more easily added in the future.
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