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Overview

This submission proposes a mechanism for the AP to advertise an optional Destination URI for Event and Diagnostic reports. A non-AP STA would use this Destination URI medium to transmit event and diagnostic reports via an alternative network, if it is available.
7. Frame formats

7.3.2 Information Elements

Insert Element IDs <ANA> and change the Reserved row in Table 7-26 as follows (note that the entire table is not shown here):

	Table 7-26—Element IDs



	Information Element
	Element ID
	Length (in octets)
	Extensible

	Destination URI (see 7.3.2.88a)
	<ANA>
	3 to 256
	Yes

	Reserved
	(<ANA>+1) 74 — 220
	
	


Insert the following subclause following 7.3.2.88a
7.3.2.88a Destination URI Element 

The Destination URI element contains  URI and ESS Detection Interval values from the requesting STA  that the responding STA may use to deliver Event or Diagnostic Report frames. The format of the element is given in Figure 7-95o113
	
	
	
	
	

	
	Element ID
	Length
	ESS Detection Interval
	URI

	Octets:
	1
	1
	1
	1-253

	
	
	Figure 7-95o113- Destination URI element format


	


The Element ID field is equal to the Destination URI value in Table 7-26.

The value of the Length field is 1 plus the length of the URI field.

The ESS Detection Interval field is defined in 7.3.2.70.2 and its use for Event and Diagnostic requests is described in 11.20.2.2 and 11.20.2.1.

The URI field specifies the destination URI for Event and Diagnostic reports using the format  defined in RFC 3986. The URI field value is limited to 253 octets. 
The Destination URI element is included as the last element in an Event or Diagnostic Request frame.
The Destination URI element is included in Event Request frames as described in 7.4.12.2, or Diagnostic Request frames as described in 7.4.12.4. 

Use of the Destination URI element in an Event Request frame is described in 11.20.2.1. Use of the Destination URI element in a Diagnostic Request frame is described in 11.20.3.1.

7.4.12 WNM Action details

Modify the sub-clause as follows:

7.4.12.2 Event Request frame format

The Event Request frame uses the Action frame body format and is transmitted by a STA to request another STA to report one or more events. The format of the frame is shown in Figure 7-101s.

	
	
	
	
	
	

	
	Category
	Action
	Dialog Token
	Event Request Elements
	Destination URI Element
(optional)

	Octets:
	1
	1
	1
	variable
	variable

	Figure 7-101s—Event Request frame body format 
	


The Category field is set to the value indicating the WNM category, as specified in Table 7-24 in 7.3.1.11.

The Action field is set to the value indicating Event Request frame, as specified in Table 7-57ac in 7.4.12.1.

The Dialog Token field is set to a nonzero value chosen by the STA sending the event request to identify the request/report transaction.

The Event Request Elements field contains one or more of the Event Request elements described in 7.3.2.66.

The Destination URI element field contains one  Destination URI  element described in 7.3.2.88a.

Modify the sub-clause as follows:

7.4.12.4 Diagnostic Request frame format

The Diagnostic Request frame uses the Action frame body format and is transmitted by a STA requesting the receiving STA to execute a diagnostic test. The format of the frame is shown in Figure 7-101u.

	
	
	
	
	
	

	
	Category
	Action
	Dialog Token
	Diagnostic Request Elements
	Destination URI Element
(optional)

	Octets:
	1
	1
	1
	variable
	variable

	Figure 7-101u—Diagnostic Request frame body format
	


The Category field is set to the value indicating the WNM category, as specified in Table 7-24 in 7.3.1.11.

The Action field is set to the value indicating Diagnostic Request frame, as specified in Table 7-57ac in 7.4.12.1.

The Dialog Token field is set to a nonzero value chosen by the STA sending the Diagnostic request frame to identify the request/report transaction.

The Diagnostic Request Elements field contains one or more of the Diagnostic Request elements described in 7.3.2.68. The number and length of the Diagnostic Request elements in a Diagnostic Request frame is limited to 2304 octets.

The Destination URI element field contains one Destination URI element described in 7.3.2.88a.

10. Layer management

10.3 MLME SAP Interface

Modify the clauses as follows:

10.3.52 Event request

10.3.52.1 MLME-EVLREQUEST.request

10.3.52.1.1 Function

This primitive requests the transmission of an event request to a peer entity.

10.3.52.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-EVLREQUEST.request
(
Peer MAC Address,
Dialog Token,
Event Request Set,






Destination URI
)

	Name
	Type
	Valid range
	Description

	Peer MAC Address
	MACAddress
	Any valid individual MAC Address
	The address of the peer MAC entity to which the event request shall be sent.

	Dialog Token
	Integer
	1 – 255
	The dialog token to identify the event transaction.

	Event Request Set
	Set of event elements

	Set of event elements
	A set of event elements describing the requested event.

	Destination URI

	Octet String 
	Variable
	The Destination URI element as defined in Clause 7.3.2.88a


10.3.52.1.3 When generated

This primitive is generated by the SME to request that an Event Request frame be sent to a peer entity to initiate one or more transactions.

10.3.52.1.4 Effect of receipt

On receipt of this primitive, the MLME constructs an Event Request frame containing the set of event elements specified. This frame is then scheduled for transmission.

10.3.52.3 MLME-EVLREQUEST.indication

10.3.52.3.1 Function

This primitive indicates that an Event Request frame requesting an event transaction has been received.

10.3.52.3.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-EVLREQUEST.indication
(
Peer MAC Address,
Dialog Token,
Event Request Set, 






Destination URI)

	Name
	Type
	Valid range
	Description

	Peer MAC Address
	MACAddress
	Any valid individual MAC Address
	The address of the peer MAC entity to which the event request shall be sent.

	Dialog Token
	Integer
	1 – 255
	The dialog token to identify the event transaction.

	Event Request Set
	Set of event elements

	Set of event elements
	A set of event elements describing the requested event.

	Destination URI

	Octet String 
	Variable
	The Destination URI element as defined in Clause 7.3.2.88a


10.3.52.3.3 When generated

This primitive is generated by the MLME when a valid Event Request frame is received.

10.3.52.3.4 Effect of receipt

On receipt of this primitive, the SME either rejects the request or commences the event transaction.

10.3.55 Diagnostic request

10.3.55.1 MLME-DIAGREQUEST.request

10.3.55.1.1 Function

This primitive requests the transmission of a Diagnostic Request frame to a peer entity.

10.3.55.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-DIAGREQUEST.request
(
Peer MAC Address,
Dialog Token,
Diagnostic Request Set,






Destination URI)

	Name
	Type
	Valid range
	Description

	Peer MAC Address
	MACAddress
	Any valid individual MAC Address
	The address of the peer MAC entity to which the diagnostic request shall be sent.

	Dialog Token
	Integer
	1 – 255
	The dialog token to identify the diagnostic transaction.

	Diagnostic Request Set
	Set of diagnostic elements

	Set of diagnostic elements
	A set of diagnostic elements describing the requested diagnostics.

	Destination URI

	Octet String 
	Variable
	The Destination URI element as defined in Clause 7.3.2.88a


10.3.55.1.3 When generated

This primitive is generated by the SME to request that a Diagnostic Request frame be sent to a peer entity to initiate one or more diagnostic transactions.

10.3.55.1.4 Effect of receipt

On receipt of this primitive, the MLME constructs a Diagnostic Request frame containing the set of diagnostic elements specified. This frame is then scheduled for transmission.

10.3.55.3 MLME-DIAGREQUEST.indication

10.3.55.3.1 Function

This primitive indicates that a Diagnostic Request frame requesting a Diagnostic transaction has been received.

10.3.55.3.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-DIAGREQUEST.indication
(
Peer MAC Address,
Dialog Token,
Diagnostic Request Set,






Destination URI)

	Name
	Type
	Valid range
	Description

	Peer MAC Address
	MACAddress
	Any valid individual MAC Address
	The address of the peer MAC entity to which the diagnostic request shall be sent.

	Dialog Token
	Integer
	1 – 255
	The dialog token to identify the diagnostic transaction.

	Diagnostic Request Set
	Set of diagnostic elements

	Set of diagnostic elements
	A set of diagnostic elements describing the requested diagnostics.

	Destination URI

	Octet String 
	Variable
	The Destination URI element as defined in Clause 7.3.2.88a


10.3.55.3.3 When generated

This primitive is generated by the MLME when a valid Diagnostic Request frame is received.

10.3.55.3.4 Effect of receipt

On receipt of this primitive, the SME either rejects the request or commences the diagnostic transaction.

11.22 Wireless network management procedures

11.22.2 Event request and report procedures

11.22.2.1 Event request and event report

Modify the text of this clause as follows:
The Event Request and Event Report frames enable network real-time diagnostics. A STA that has a value of true for the MIB attribute dot11MgmtOptionEventsEnabled is defined as a STA that supports event requests and reports. A STA for which the MIB attribute dot11MgmtOptionEventsEnabled is set to true shall set the Event field of the Extended Capabilities information element to 1. If  dot11MgmtOptionEventsEnabled is set to true, a STA shall log all Transition, RSNA, Peer-to-Peer, and WNM Log events, including the corresponding TSF, UTC UT0 Offset and Event Time Error.

The STA log of events shall not be cleared as a result of BSS transitions. However, if the STA moves to a different ESS or IBSS, the STA shall delete all event log entries. A STA that supports event reporting shall only send an Event Request or Event Report frame to a STA within the same infrastructure BSS or the same IBSS whose last received Extended Capabilities information element contained a value of 1 for the Event bit in the Capabilities field. If the STA receives an Event Request frame without error and it supports event reporting, it shall respond with an Event Report frame that includes the Dialog Token that matches the one in the Event Request frame.

The permitted source and destination STAs for an Event Request frame are shown in Table 11-14.

An AP may include zero or more Event Request elements in an Event Request frame. Each Event Request element contains an Event Token that associates this Event Request with any subsequent Event Report elements. When sending Event Report elements, a STA shall use the same Event Token that was included in the original request.

Only a single Event Request frame from a STA is outstanding at a given STA at any time. If a STA that supports event reporting receives a subsequent Event Request frame with a different Dialog Token before completing the Event Report for the previous request from the requesting STA, the receiving STA shall only respond to the most recent request frame.

Upon a BSS transition, the STA shall cancel any event requests in the latest Event Request frame.

The Event Request elements can contain conditions that specify events to be reported and conditions that establish event reporting when a STA experiences problems or failures. A STA sends an Event Request frame containing one or more Event Request elements, each of which contains zero or more subelements. Subelements are defined for each event type. A STA shall include in the corresponding Event Report element only those events that meet the specified event conditions within the current ESS or IBSS.
In each Event Report element, a STA shall include a Status field that indicates the result of the event request/report transaction. If the STA is able to return one or more Event Report elements, then the STA shall return a value of “Successful” in the Event Report element. If the STA has no logged events of the requested type, the STA shall return a value of Successful in the Event Report element without an event included in the Event Report field. If the STA is unable to process the request at that time, the STA shall return a value of “Request failed” in the Event Report element. If a STA refuses an event request, the STA shall return a value of “Request refused” in the Event Report element. The reasons for refusing an event request are outside the scope of this standard but may include reduced quality of service, unacceptable power consumption, measurement scheduling conflicts, or other significant factors. If the STA is incapable of generating an Event Report of the type specified in the Event Request frame, the STA shall return a value of “Request incapable” indicating that the requester should not request again.
If the Event Report elements do not fit into a single MMPDU, the reporting STA shall send the remaining elements in additional Event Report frames until all Event Report elements have been returned to the requesting STA. In any subsequent Event Report frame and for all remaining Event Report elements a reporting STA shall include the same Dialog Token and Event Token, respectively, that was sent in the corresponding Event Request frame. When multiple MMPDUs are required, the non-AP STA shall include complete Event Report elements and shall not fragment an element across multiple MMPDUs.

A STA shall transmit both the Event Request frame and the Event Report frame only with an individually addressed destination address. If a non-AP STA that supports event reporting receives an Event Request frame with a multicast destination address, it shall discard the frame. In an infrastructure BSS, only an AP shall transmit an Event Request frame to a non-AP STA. An AP that supports event reporting shall discard received Event Request frames.

A STA may include a Destination URI element in the Event Request frame. The AP includes the URI in the Destination URI element that the reporting non-AP STA may use to send Event Reports, upon the loss or interruption of connectivity to the BSS.

On receipt of an Event Request frame with an Destination URI element, the reporting non-AP STA SME may send the Event Report to the AP using the Destination URI with another network interface (if available). The non-AP STA SME shall only send the Event Report to the URI contained in the Destination URI element after detecting loss of BSS connection. 

The non-AP STA shall determine loss of connection to the AP that issued the Event Request frame when it has not detected any Beacon frames from the AP for a period no less than the ESS Detection Interval. 

If the BSS connection is re-established to the AP that transmitted the Event Request frame, the non-AP STA shall transmit the corresponding Event Report frame to the AP without using the Destination URI. 
When the non-AP STA uses the Destination URI mechanism, it shall tranport the payload of the Event Report frame using the URI given in the Destination URI Element. An example use of the Destination URI is given in Annex Ua.
11.22.3 Diagnostic request and report procedures

11.22.3.1 Diagnostic request and diagnostic report

Modify the text of this clause as follows:
The Diagnostic Request and Diagnostic Report protocol provides a tool to diagnose and debug complex network issues. A STA that has a value of true for the MIB attribute dot11MgmtOptionDiagnosticsEnabled is defined as a STA that supports diagnostics reporting. A STA for which the MIB attribute dot11MgmtOptionDiagnosticEnabled is set to true shall set the Diagnostics field of the Extended Capabilities information element to 1.

A STA shall only transmit Diagnostic Request and Diagnostic Report frames using Diagnostic Request and Diagnostic Report protocol payloads in Data frames using Ethertype 89-0d with the Remote Frame Type field value set to Data Function, as defined in Annex U. This enables the Diagnostic Request and Report frames to be sent at lower priority than higher priority data and management frames. A STA shall transmit a Diagnostic Report with the same TID used for the Diagnostic Request which initiated the Diagnostic Report response.

A STA that supports diagnostics reporting shall only send a Diagnostics Request or Diagnostics Report frame to a STA within the same infrastructure BSS or the same IBSS whose last received Extended Capabilities information element contained a value of 1 for the Diagnostics bit in the Capabilities field. The Diagnostic Request frame contains a unique Dialog Token. A Dialog Token value of zero is a reserved value and shall not be used. The source and destination of a Diagnostic Request frame shall both be members of the same BSS. The permitted source and destination STAs for a Diagnostic Request frame are shown in Table 11-14. A STA may include one or more Diagnostic Request elements in a Diagnostic Request frame. Each Diagnostic Request element contains a unique Diagnostic Token that identifies the element within the Diagnostic Request frame.

If a STA that supports diagnostic reporting receives a Diagnostic Request frame without error, the STA shall respond with a Diagnostic Report frame that includes the Dialog Token that matches the one in the Diagnostic Request frame. Each Diagnostic Report element that corresponds to the Diagnostic Request element shall contain the same Diagnostic Token that was included in the original request.

Only a single Diagnostic Request frame from a STA is outstanding at a given STA at any time. If a STA receives a subsequent Diagnostic Request frame with a different Dialog Token before completing the Diagnostic Report for the previous request from the requesting STA, the STA shall only respond to the most recent Request frame. The STA need not send a Diagnostic Report frame for the previous Diagnostic Request frame.

All outstanding diagnostic requests, as indicated by received MLME-DIAGREQUEST.ind primitives, are cancelled upon a BSS transition, except when the BSS transition occurs as a result of responding to or initiating a diagnostic request. All outstanding diagnostic requests, as indicated by received MLME-DIAGREQUEST. indication primitives, are cancelled after the time indicated in the Diagnostic Timeout field, in the Diagnostic Request frame. When a STA that supports diagnostic reporting receives a Diagnostic Request frame with a Diagnostic Request Type of Cancel Diagnostic Request, the STA cancels all outstanding diagnostic requests, and discards all pending diagnostic reports, as indicated by received MLME-DIAGREQUEST. indication primitives.

Only a single Diagnostic Request frame from a STA is outstanding at a given STA at any time. If a STA receives a subsequent Diagnostic Request frame with a different Dialog Token before completing the Diagnostic Report for the previous request from the requesting STA, the STA shall only respond to the most recent Request frame. The STA need not send a Diagnostic Report frame for the previous Diagnostic Request frame.

All outstanding diagnostic requests, as indicated by received MLME-DIAGREQUEST.ind primitives, are cancelled upon a BSS transition, except when the BSS transition occurs as a result of responding to or initiating a diagnostic request. All outstanding diagnostic requests, as indicated by received MLME-DIAGREQUEST.indication primitives, are cancelled after the time indicated in the Diagnostic Timeout field, in the Diagnostic Request frame. When a STA that supports diagnostic reporting receives a Diagnostic Request frame with a Diagnostic Request Type of Cancel Diagnostic Request, the STA cancels all outstanding diagnostic requests, and discards all pending diagnostic reports, as indicated by received MLME-DIAGREQUEST.indication primitives.

All Diagnostic Report elements shall include a Status field that indicates the overall result of the transaction. If the STA is able to complete the diagnostic request made in the Diagnostic Request element, then a value of “Successful” shall be returned. If the STA is unable to process the request at that time a value of “Fail” shall be returned. If the STA is incapable of generating a report of the type specified, it shall return a value of “Incapable”. If the STA cannot support the request for any other reason, the value of Refused shall be returned.

A STA shall only transmit both the Diagnostic Request frame and the Diagnostic Report frame with an individually

addressed destination address. If a STA that supports diagnostic reporting receives a Diagnostic Request or Report frame with a broadcast or multicast destination address, it shall discard the frame.

A STA may include a Destination URI element in the Event Request frame. The AP includes the URI in the Destination URI element that the reporting non-AP STA may use to send Diagnostic Reports, upon the loss or interruption of connectivity to the BSS.

On receipt of an Diagnostic Request frame with an Destination URI element, the reporting non-AP STA SME may send the Diagnostic Report to the AP using the Destination URI with another network interface (if available). The non-AP STA SME shall only send the Diagnostic Report to the URI contained in the Destination URI element after detecting loss of BSS connection. 

The non-AP STA shall determine loss of connection to the AP that issued the Diagnostic Request frame when it has not detected any Beacon frames from the AP for a period no less than the ESS Detection Interval. 
If the BSS connection is re-established to the AP that transmitted the Diagnostic Request frame, the non-AP STA shall transmit the corresponding Diagnostic Report frame to the AP without using the Destination URI. 

When the non-AP STA uses the Destination URI mechanism, it shall tranport the payload of the Diagnostic Report frame using the URI given in the Destination URI Element. An example use of the Destination URI is given in Annex Ua.
If a non-AP STA that receives an Destination URI sub-element in an Diagnostic Request fails to detect any Beacon frames, belonging to the AP that issued the Diagnostic Report request, for the period specified by the ESS detection interval, it may use the URI specified in the Destination URI sub-element to transport the Diagnostic Report to the AP.
If the Diagnostic Report elements do not fit into a single MMPDU, the reporting STA shall send the remaining elements in additional frames until all Diagnostic Report elements have been returned to the requesting STA. Each subsequent Diagnostic Report frame and Diagnostic Report elements shall include the same Dialog Token and Diagnostic Token, respectively, that was sent in the corresponding Diagnostic Request frame. When multiple MMPDUs are required, the STA shall include complete Diagnostic Report elements and shall not fragment an element across multiple MMPDUs.

A STA that supports diagnostic reporting may cancel a previously sent Diagnostic Request frame for which it has not yet received a Diagnostic Report frame by sending a Diagnostic Request frame with the Diagnostic Request Type field value of 0, indicating “Cancelled”, to the STA to which it previously sent the Diagnostic Request frame. A STA that supports diagnostic reporting shall inform a STA from which it has previously received a Diagnostic Request frame that the request has been locally cancelled by sending a Diagnostic Report frame with the Diagnostic Status field set to a value of 4, indicating "Cancelled", to the requesting STA. In a Diagnostic Request frame with the Diagnostic Request Type field value of 0, and a Diagnostic Report frame with the Diagnostic Status field set to a value of 4, no Diagnostic Information subelements are included in the Diagnostic Request or Response element

Insert the following Annex, numbering as appropriate:

Annex Ua
(informative)

Example use of the Destination URI for Event and Diagnostic Reports.
Ua.1 Destination URI Payload

An example of the payload used to transmit Event and Diagnostic reports shown in Table Ua.1. The protocol used to transport the Destination URI payload is beyond the scope of this standard. An example use of the Destination URI is given in Section Ua.2.

	Table Ua.1—Destination URI Payload



	Size (Octets)
	Information

	6
	BSSID

	6
	Reporting STA Address

	variable
	Event or Diagnostic Report frame contents


Ua.2 Use of HTTP (or HTTPS) for Destination URI of Event and Diagonstic Reports.

Under certain conditions, a non-AP STA may need to send Event and Diagonstic reports to an AP using the Destination URI advertised by the AP in the request frame. A suitable higher layer protocol that could be used to transport the Event or Diagnostic report is HTTP or HTTPs. 


For example, consider the following:

1. IT is investigating a WLAN coverage problem and uses a non-AP STA with a WLAN and Ethernet adapters to collect some additional information.

2. The non-AP STA with MAC 00:ff:fd:00:00:01 has received a Diagnostic Report request from AP 00:ff:fe:00:00:10 and is in fringe coverage. The non-AP STA has an Ethernet adapter which is connected. 
3. The AP includes an Alternate Destination URI of http://www.myserver.mycompany.com in the Diagnostic Report frame.
4. The non-AP STA loses WLAN connectivity while trying to transmit a Diagnostic Report frame to the AP and the non-AP STA’s SME determines that it can use the Alternate Transport URI to send the Diagnostic Report frame using the Ethernet link.

5. The non-AP STA POSTs the Diagnostic Report as follows:

POST /wnm/msg/00-ff-fd-00-00-01/msg1 HTTP/1.1

Host: http://www.myserver.mycompany.com

Content-Type: application/octet-stream

Content-Encoding-Type: base64

Content-Length: ?? (length of data as specified in Table 11.14d)
<encoded data = 00 ff fe 00 00 10 00 ff fd 00 00 01 …>
In the HTTPS case, the non-AP STA would need to be provisioned with credentials to establish the TLS connection prior to posting the message over HTTP. The HTTP post would work as described above.  
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