May 2009

doc.: IEEE 802.11-09/0519r0

IEEE P802.11
Wireless LANs

	LB-148: Protection of GAS frames When STA is in Associated State

	Date:  2009-05-11

	Author(s):

	Name
	Affiliation
	Address
	Phone
	email

	Dave Stephenson
	Cisco Systems, Inc.
	170 W. Tasman Dr.
San Jose, CA 95134
	+1 408 527 7991
	daves@cisco.com

	Michael Montemurro
	Research in Motion
	4701 Tahoe Blvd. 
Mississauga, ON. L4W 0B4
	+1 905 629 4746
	mmontemurro@rim.com

	Stephen McCann
	Research in Motion
	200 Bath Road, Slough Berkshire, SL1 3XE, UK
	+44 1753 667099
	smccann@rim.com



7
Frame formats
7.4
Action frame format details
7.4.9a
Protected Dual of Public Action details
7.4.9a.1
Protected Dual of Public Action frames

Insert the following text into Table 7-57m as shown below and re-number the Action field values for the “Reserved” row accordingly:
Table 7-57m—Protected Dual of Public Action field values
	Action field value
	Description

	<ANA>
	GAS Initial Request

	<ANA+1>
	GAS Initial Response

	<ANA+2>
	GAS Comeback Request

	<ANA+3>
	GAS Comeback Response


10. Layer management

10.3 MLME SAP Interface

10.3.62 Network Discovery and Selection Support

Insert the following clause in section 10.3 renumbering subsequent clauses accordingly:

10.3.63 Protected Dual of Network Discovery and Selection Support

This set of primitives supports the process of Generic Advertisement Services using Protected Dual of Public Action frames. 

10.3.63.1 MLME-PDGAS.request

10.3.63.1.1 Function

This primitive requests the information of a specific advertisement service from another STA and requests the STA to provide the Generic Advertisement Service.

10.3.63.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-PDGAS.request (

PeerSTAAddress,

AdvertisementProtocolID,

Query,

QueryFailureTimeout

)

	Name
	Type
	Valid Range
	Description

	PeerSTAAddress
	MacAddress
	Any valid individual MacAddress
	Specifies the address of the peer MAC entity to which query is transmitted.

	AdvertisementProtocolID
	Integer or Sequence of Integers
	As defined in Table 7-43bw
	Identifies which protocol is used to format Query. This is either an 802.11 assigned Advertisement Protocol ID or a vendor-specific information element containing a vendor-specific advertisement protocol ID.

	Query
	String
	N/A
	Query string formatted using protocol identified in AdvertisementProtocolID. E.g., if the AdvertisementProtocolID value is 1, then Query is formatted as defined in IEEE Std 802.21-2008. 

	QueryFailureTimeout
	Integer
	> 1
	The time limit, in units of Beacon intervals, after which the GAS query procedure will be terminated.


10.3.63.1.3 When generated

This primitive is generated by the SME at a STA to request a specific advertisement service from another STA, which, for non-native advertisement protocols, may relay the query to a server in an external network.  This primitive is used when Management Frame Protection is negotiated.

10.3.63.1.4 Effect of receipt

The STA operates according to the procedures defined in 11.21.2.

10.3.63.2 MLME-PDGAS.confirm

10.3.63.2.1 Function

This primitive reports the status code and query response to a GAS query of a specific advertisement service from an STA, which, for non-native advertisement protocols, may be relaying the query response from a server in an external network.

10.3.63.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-PDGAS.confirm (

PeerSTAAddress,

ResultCode,

ResponseInfo 

)

	Name
	Type
	Valid Range
	Description

	PeerSTAAddress
	MacAddress
	Any valid individual MacAddress
	Specifies the address of the peer MAC entity to which query is transmitted.

	ResultCode
	Enumeration
	SUCCESS,

TIMEOUT,

UNSPECIFIED_FAILURE,

ADVERTISEMENT_PROTOCOL_NOT_SUPPORTED,

QUERY_RESPONSE_TOO_LARGE,

PARTIAL_QUERY_RESPONSE,

SERVER_UNREACHABLE,

REQUEST_INFO_NOT_CONFIGURED,

TRANSMISSION_FAILURE
	Indicates the result response to the GAS request from the peer MAC entity.

	ResponseInfo
	String
	N/A
	Query response string formatted using protocol identified in AdvertisementProtocolID. E.g., if the AdvertisementProtocolID value is 1, then Query is formatted as defined in IEEE Std 802.21-2008. 


The mapping of Status Code received in the GAS Response frame is mapped to the corresponding Result Code in Table 11-15.

10.3.63.2.3 When generated

This primitive is generated by the MLME as a response to the MLME-GAS.request primitive indicating the result of that request.  This primitive is used when Management Frame Protection is negotiated.

The primitive is generated when the STA receives a query response in a GAS Initial Response Action frame or a non-AP STA receives a query response in a GAS Comeback Response Action frame from the AP. 

10.3.63.2.4 Effect of receipt

The STA operates according to the procedures defined in 11.21.2.

10.3.63.3 MLME-PDGAS.indication

10.3.63.3.1 Function

This primitive reports to the STA’s SME about the GAS Request.

10.3.63.3.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-PDGAS.indication (

PeerSTAAddress,

AdvertisementProtocolID,

Query

)

	Name
	Type
	Valid Range
	Description

	PeerSTAAddress
	MacAddress
	Any valid individual MAC address
	Specifies the address of the peer MAC entity from which the query message was received. 

	AdvertisementProtocolID
	Integer or Sequence of Integers
	As defined in Table 7-43bw
	Identifies which protocol is used to format Query. This is either an 802.11 assigned Advertisement Protocol ID or a vendor-specific information element containing a vendor-specific advertisement protocol ID.

	Query
	String
	N/A
	Query string formatted using protocol identified in AdvertisementProtocolID. E.g., if the AdvertisementProtocolID value is 1, then Query is formatted as defined in IEEE Std 802.21-2008. 


10.3.63.3.3 When generated

This primitive is generated by the MLME as a result of receipt of a GAS request from STA.  This primitive is used when Management Frame Protection is negotiated.

10.3.63.3.4 Effect of receipt

The SME is notified of the request from the STA.

The SME operates according to the procedures defined in 11.21.2. 

The SME generates an MLME-PDGAS.response primitive within a dot11GASResponseTimeout.

10.3.63.4 MLME-PDGAS.response

10.3.63.4.1 Function

This primitive responds to the request for an advertisement service by a specified STA MAC entity. 

10.3.63.4.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-PDGAS.response (

PeerSTAAddress,

ResultCode,

ResponseInfo

)

	Name
	Type
	Valid Range
	Description

	PeerSTAAddress
	MacAddress
	Any valid individual MAC address
	Specifies the address of the peer MAC entity to which query response information is transmitted. 

	ResultCode
	Enumeration
	SUCCESS, NO_REQUEST_OUTSTANDING,

ADVERTISEMENT_PROTOCOL_NOT_SUPPORTED,

QUERY_RESPONSE_OUTSTANDING,

QUERY_RESPONSE_TOO_LARGE,

PARTIAL_QUERY_RESPONSE,

SERVER_UNREACHABLE,

REQUEST_INFO_NOT_CONFIGURED,

TIMEOUT
	Indicates the result response to the GAS-request from the peer MAC entity. See Table 11-15.

	ResponseInfo
	String
	N/A
	Query response string formatted using protocol identified in AdvertisementProtocolID. E.g., if the AdvertisementProtocolID value is 1, then Query is formatted as defined in IEEE Std 802.21-2008. 


10.3.63.4.3 When generated

This primitive is generated by the MLME at a STA as a result of an MLME-GAS.indication primitive.  This primitive is used when Management Frame Protection is negotiated.

10.3.63.4.4 Effect of receipt

This primitive causes the MAC entity at the STA to send a GAS Initial Response frame to the requesting STA. The primitive could also cause the MAC entity to transmit a GAS Comeback Response Action frame.

11
MLME
11.21
WLAN Interworking with External Networks Procedures
11.21.2
Interworking Procedures: Generic Advertisement Services
Change the text as shown below
This subclause describes the actions and procedures that are used to invoke Generic Advertisement Services (GAS). GAS may be used to enable network selection for STAs having dot11InterworkingServiceEnabled set to TRUE. GAS provides transport mechanisms for advertisement services while STAs are in un-associated state as well as the associated state, as defined in 11.3. This is accomplished via the use of Public Action management frames which are class 1 frames. When Management Frame Protection is negotiated, stations shall use Protected Dual of Public Action frames instead of unicast Public Action frames.
There are two forms for GAS: Native GAS and Non-Native GAS. Native GAS is used with Native Query protocol (see Table 7-43by) and Non-Native GAS is used for all other advertisement protocols. A native-GAS message exchange may take place between two STAs; one STA transmits a GAS query and the receiving STA transmits the GAS query response as described in 11.21.2.1. However, as described in 11.21.2.2 for non-native GAS, a non-AP STA shall transmit the GAS query and an AP shall transmit the GAS response.




Abstract


This submission addresses comments received during LB-148 on IEEE 802.11u-d5.0.  After 802.11u-d5.0 was published, TGw completed its work on protecting public action frames.  In the end, TGw decided to not protect public action frames (when STAs are in the associated state).  Public action frames are used in 802.11u for transporting GAS advertisement frames.  It is desired by TGu that these frames have protection post-association in order that STAs may confirm the data provided during the time STAs are in the pre-associated state.





The method described herein follows the method in 11-09-0452-0807-000w-tgw-protectingactionframes.doc.





This submission addresses the following CIDs: 6005, 6094 and 6100.





This document is based on IEEE 802.11u-d6.01.
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