April 2009

doc.: IEEE 802.11-09/0452r8

IEEE P802.11
Wireless LANs

	Protecting Action Frames and Resolutions Related to Action Frame Protection CIDs

	Date:  2009-04-22

	Author(s):

	Name
	Company
	Address
	Phone
	email

	Kapil Sood
	Intel
	2111 NE 25th Ave JF3-206, Hillsboro OR 97006
	+1 503 264 3759
	Kapil.sood@intel.com

	Jesse Walker
	Intel
	2111 NE 25th Ave JF3-206, Hillsboro OR 97006
	+1 503 712 1849
	Jesse.walker@intel.com

	Nancy Cam-Winget
	Cisco 
	225 E Tasman Dr,

San Jose CA 95134
	+1 408 853 0532
	ncamwing@cisco.com

	Jouni Malinen
	Atheros
	
	+1 408 426 5459
	jouni.malinen@atheros.com

	Henry Ptasinski
	Broadcom
	150 Mathilda Place

Sunnyvale, CA 94086 USA


	+1-408-543-3316


	henryp@broadcom.com

	Mike Montemurro
	RIM
	4701 Tahoe Dr, Mississauga, ON. L4W 5W4
	+1-905-629-4746 x14999
	mmontemurro@rim.com

	Paul Lambert
	Marvell
	5488 Marvell Lane, Santa Clara CA 95054
	+1 650 787 9141
	Paul@marvell.com

	Peter Ecclesine
	Cisco
	170 W. Tasman Dr., San Jose, CA 95134-1706
	+1-408-527-0815
	petere@cisco.com



Resolution to CID 19 as “Principle”, “See Resolution to CID 70”
Resolution to CID 20 as “Principle”, “See Resolution to CID 70”
Resolution to CID 49 as “Principle”, “See Resolution to CID 70”

Resolution for CID 70 is given below:
Insert a new definition in 3, page 1, line 59

Protected Dual of Public Action frame: Protected dual of public action frames are defined as Action frames with the category value specified in 7.3.1.11 Table 7-24 for Protected Dual of Public Actino. For each protected dual of public action frame there is a dual Action frame in a category that is specified with “No” in the “Robust” column.
Insert a new definition in 3, page 1, line 64

Robust Action frame: Robust Action frames are defined as Action frames with category values specified in 7.3.1.11 Table 7-24 with “Yes” in the “Robust” column.
Change 5.4.3.8, page 4, line 42
The Robust Management frames are Disassociation and Deauthentication frames, and Robust Action Frames.  Action Frames specified with “No” in the “Robust” column are not Robust Management frames and shall not be protected.
Insert in Table 7-24 from IEEE 802.11-2007, Clause 7.3.1.11., page 96, line 1
A new Column “Robust”
In the row with Code value 0, Spectrum Management, insert “Yes” in “Robust” column
In the row with Code value 1, QoS, insert “Yes” in “Robust” column
In the row with Code value 2, DLS, insert “Yes” in “Robust” column
In the row with Code value 3, Block Ack, insert “Yes” in “Robust” column
Insert category code 9 and change the Reserved category code value accordingly “Code=9, Meaning=Protected Dual of Public Action, See subclause=7.4.9a, Robust=Yes”

In the row with Code value 127, Vendor Specific, insert “No” in “Robust” column
Insert a new row “Code=<ANA> (suggested value 126), Meaning=Vendor Specific Protected, See subclause=7.4.5, Robust=Yes”
Insert in Table 7-24 from IEEE 802.11k-2007, Clause 7.3.1.11
In the row with Code value 4, Public, insert “No” in “Robust” column
In the row with Code value 5, Radio Measurement, insert “Yes” in “Robust” column

Insert in Table 7-24 from IEEE 802.11r-2007, Clause 7.3.1.11
In the row with Code value 6, Fast BSS Transition, insert “Yes” in “Robust” column
Insert in 7.4.5 in IEEE 802.11-2007, page 151, lines 13 (in a new line at end of first paragraph in 7.4.5)
Note: If protection for management frame is negotiated, then Vendor-Specific Protected Action frames (See 7-24) are protected, otherwise, treated similar to the unprotected Vendor Specific Action frames with Category Code=127.  
Insert after end of 7.4.9.2
7.4.9a Protected Dual of Public Action details
7.4.9a.1 Protected Dual of Public Action frames
The Protected Dual of Public Action frame is defined to allow robust STA-STA communications of the same information that is conveyed in action frames that are not robust (see 7.3.1.11). The defined Protected Dual of Public Action frames are listed in Table 7-57m (Protected Dual of Public Action field values).
Table 7-57m(Protected Dual of Public Action field values
	Action field value
	Description

	0
	Reserved

	1
	Protected DSE enablement

	2
	Protected DSE deenablement

	3
	Reserved

	4
	Protected extended channel switch announcement

	5
	Protected DSE measurement request 

	6
	Protected DSE measurement report

	7
	Reserved

	8
	Protected DSE power constraint

	9-255
	Reserved


7.4.9a.2 Protected DSE enablement frame format
The Protected DSE enablement frame format is the same as the DSE Enablement frame format (see 7.4.7.3). It is used instead of the DSE Enablement Action frame when Management Frame Protection is negotiated.
7.4.9a.3 Protected DSE deenablement frame format

The Protected DSE deenablement frame format is the same as the DSE Deenablement frame format (see 7.4.7.4). It is used instead of the DSE Deenablement Action frame when Management Frame Protection is negotiated.

7.4.9a.4 Protected extended channel switch announcement
The Protected extended channel switch announcement frame format is the same as the extended channel switch announcement frame format (see 7.4.7.6). It is used instead of the extended channel switch announcement Action frame when Management Frame Protection is negotiated.

7.4.9a.5 Protected DSE measurement request frame format

The Protected DSE measurement request frame format is the same as the DSE measurement request frame format (see 7.4.7.7). It is used instead of the DSE measurement request Action frame when Management Frame Protection is negotiated.

7.4.9a.6 Protected DSE measurement report frame format

The Protected DSE measurement report frame format is the same as the DSE measurement report frame format (see 7.4.7.8). It is used instead of the DSE measurement report Action frame when Management Frame Protection is negotiated.

7.4.9a.7 Protected DSE power constraint frame format

The Protected DSE power constraint frame format is the same as the DSE power constraint frame format (see 7.4.7.9). It is used instead of the DSE power constraint Action frame when Management Frame Protection is negotiated.

Change 8.4.11, page 34, lines 8-16
Robust Management frame protection cannot be applied until the PTK and IGTK has been established with the STA..  A STA shall not transmit Robust Action frames until it has installed the PTK for the peer STA, or, in the case of broadcast/multicast, has installed the IGTK. The STA shall discard any Robust Action frames received before the PTK and IGTK are installed. Action Frames with “No” in the “Robust” column in 7.3.1.11 Table 7-24 shall not be protected.  
Insert in Table 7-24, Clause 7.3.1.11 page 12 line 27
In the row with Code value 8, SA Query, insert “Yes” in “Robust” column
Change Clause 8.7.2.1a,  page 48 line 10

…|| not Robust Action Frame)
Change Clause 8.7.2.1a,  page 48 line 55
…|| not Robust Action Frame)
Change Clause 8.7.2.3a,  page 52 line 2

…|| not Robust Action Frame)
Insert new Protected Dual of Public Action text after 10.3.39.4.4 and reumber – (petere will give the TGw editor  the modified 11y Frame text properly numbered and formatted if this document is approved. Some Description fields will contain MLME-CH replacing MLME- and MLME replacingMLMLE in 2 places)
10.3.35 Protected extended channel switch announcement

The following MLME primitives support the signaling of extended channel switch announcement.

10.3.35.1 MLME-PDEXTCHANNELSWITCH.request

10.3.35.1.1 Function

This primitive requests that a Protected Extended Channel Switch Announcement frame be sent by an AP.

10.3.35.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-PDEXTCHANNELSWITCH.request (

Mode,

RegulatoryClass,

ChannelNumber,

ChannelSwitchCount,

VendorSpecificInfo

)
[image: image1.emf]
10.3.35.1.3 When generated

This primitive is generated by the STA management entity (SME) to request that a Protected Extended Channel

Switch Announcement frame be sent to a non-AP STA that is associated to the AP.

10.3.35.1.4 Effect of receipt

On receipt of this primitive, the MLME constructs and transmits a Protected Extended Channel Switch

Announcement frame.

10.3.35.2 MLME-PDEXTCHANNELSWITCH.confirm

10.3.35.2.1 Function

This primitive reports the result of a request to switch channel.

10.3.35.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-PDEXTCHANNELSWITCH.confirm (

ResultCode,

VendorSpecificInfo

)
[image: image2.emf]
10.3.35.2.3 When generated

This primitive is generated by the MLME when an extended channel switch request completes. Possible

unspecified failure causes include an inability to schedule an extended channel switch announcement.

10.3.35.2.4 Effect of receipt

The SME is notified of the results of the extended channel switch procedure.

10.3.35.3 MLME-PDEXTCHANNELSWITCH.indication

10.3.35.3.1 Function

This primitive indicates that a Protected Extended Channel Switch Announcement frame was received from an AP.

10.3.35.3.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-PDEXTCHANNELSWITCH.indication (

Peer MAC Address,

Mode,

RegulatoryClass,

ChannelNumber,

ChannelSwitchCount,

VendorSpecificInfo

)

[image: image3.emf]
10.3.35.3.3 When generated

This primitive is generated by the MLME when a valid Protected Extended Channel Switch Announcement frame is

received.

10.3.35.3.4 Effect of receipt

On receipt of this primitive, the SME decides whether to accept the switch request.

10.3.35.4 MLME-PDEXTCHANNELSWITCH.response

10.3.35.4.1 Function

This primitive is used to schedule an accepted extended channel switch.

10.3.35.4.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-PDEXTCHANNELSWITCH.response (

Mode,

RegulatoryClass,

ChannelNumber,

ChannelSwitchCount,

VendorSpecificInfo

)
[image: image4.emf]
10.3.35.4.3 When generated

This primitive is generated by the SME to schedule an accepted extended channel switch request.

10.3.35.4.4 Effect of receipt

On receipt of this primitive, the MLME schedules the extended channel switch. The actual channel switch is

at the appropriate time through the MLME-PLME interface using the PLME-SET primitive of the

dot11CurrentFrequency MIB attribute.

10.3.36 Protected DSE power constraint announcement

The following MLME primitives support the signaling of DSE power constraint to dependent STAs.

10.3.36.1 MLME-PDDSETPC.request

10.3.36.1.1 Function

This primitive requests that a Protected DSE Power Constraint frame be sent by an enabling STA.

10.3.36.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-PDDSETPC.request (

RequesterSTAAddress,

ResponderSTAAddress,

DSELocalPowerConstraint,

VendorSpecificInfo

)

[image: image5.emf]
10.3.36.1.3 When generated

This primitive is generated by the SME to request that a Protected DSE Power Constraint Announcement frame be

sent to a dependent STA.

10.3.36.1.4 Effect of receipt

Upon receipt of this primitive, the MLME constructs a Protected DSE Power Constraint Announcement frame. The

enabling STA then schedules this frame for transmission.

10.3.36.2 MLME-PDDSETPC.confirm

10.3.36.2.1 Function

This primitive reports the results of a request to send a Protected DSE Power Constraint Announcement frame.

10.3.36.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-PDDSETPC.confirm (

ResultCode,

VendorSpecificInfo

)

[image: image6.emf]
10.3.36.2.3 When generated

This primitive is generated by the MLME when a DSE power constraint announcement completes.

10.3.36.2.4 Effect of receipt

The SME is notified of the results of the DSE power constraint procedure.

10.3.36.3 .MLME-PDDSETPC.indication

10.3.36.3.1 Function

This primitive indicates that a Protected DSE Power Constraint Announcement frame was received from an enabling

STA.

10.3.36.3.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-PDDSETPC.indication (

RequesterSTAAddress,

ResponderSTAAddress,

DSELocalPowerConstraint,

VendorSpecificInfo

)
[image: image7.emf]
10.3.36.3.3 When generated

This primitive is generated by the MLME when a valid DSE Power Constraint Announcement frame is

received.

10.3.36.3.4 Effect of receipt

On receipt of this primitive, the SME performs the DSE power constraint procedure (see 11.11.5).
10.3.36.4 MLME-PDDSETPC.response

10.3.36.4.1 Function

This primitive is used to report the result of the DSE power constraint procedure.

10.3.36.4.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-PDDSETPC.response (

RequesterSTAAddress,

ResponderSTAAddress,

ResultCode,

VendorSpecificInfo

)
[image: image8.emf]
10.3.36.4.3 When generated

This primitive is generated by the SME to schedule a response to DSE power constraint announcement.

10.3.36.4.4 Effect of receipt

On receipt of this primitive, the MLME schedules the transmission of a DSE power constraint result to the

enabling STA that sent the DSE power constraint announcement.

10.3.37 Protected Enablement

This mechanism supports the process of establishing an enablement relationship with a peer MAC entity.

10.3.37.1 MLME-PDENABLEMENT.request

10.3.37.1.1 Function

This primitive requests enablement with a specified peer MAC entity.

10.3.37.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-PDENABLEMENT.request (

RequesterSTAAddress,

ResponderSTAAddress,

EnablementTimeLimit,

VendorSpecificInfo

)

[image: image9.emf]
10.3.37.1.3 When generated

This primitive is generated by the SME for a STA to establish enablement with a specified peer MAC entity

in order to permit Protected Dual of Public Action frames to be exchanged between the two STAs. During the enablement

procedure, the SME can generate additional MLME-PDENABLEMENT.request primitives.

10.3.37.1.4 Effect of receipt

This primitive initiates an enablement procedure. The MLME subsequently issues a MLME-PDENABLEMENT.

confirm primitive that reflects the results.

10.3.37.2 MLME-PDENABLEMENT.confirm

10.3.37.2.1 Function

This primitive reports the results of an enablement attempt with a specified peer MAC entity.

10.3.37.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-PDENABLEMENT.confirm (

RequesterSTAAddress,

ResponderSTAAddress,

ResultCode,
EnablementIdentifier,

VendorSpecificInfo

)

[image: image10.emf]
10.3.37.2.3 When generated

This primitive is generated by the MLME as a result of an MLME-PDENABLEMENT.request primitive for

enablement with a specified peer MAC entity.

10.3.37.2.4 Effect of receipt

The SME is notified of the results of the enablement procedure.

10.3.37.3 .MLME-PDENABLEMENT.indication

10.3.37.3.1 Function

This primitive indicates receipt of a request from a specific peer MAC entity to establish an enablement

relationship with the STA processing this primitive.

10.3.37.3.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-PDENABLEMENT.indication (

RequesterSTAAddress,

ResponderSTAAddress,

VendorSpecificInfo

)

[image: image11.emf]
10.3.37.3.3 When generated

This primitive is generated by the MLME as a result of the receipt of an enablement request from a specific

peer MAC entity.

10.3.37.3.4 Effect of receipt

The SME is notified of the receipt of this enablement request.

10.3.37.4 MLME-PDENABLEMENT.response

10.3.37.4.1 Function

This primitive is used to send a response to a specified peer MAC entity that requested enablement with the

STA that issued this primitive.

10.3.37.4.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-PDENABLEMENT.response (

RequesterSTAAddress,

ResponderSTAAddress,

ResultCode,

EnablementIdentifier,

VendorSpecificInfo

)

[image: image12.emf]
10.3.37.4.3 When generated

This primitive is generated by the SME of a STA as a response to an MLME-PDENABLEMENT.indication

primitive.

10.3.37.4.4 Effect of receipt

This primitive initiates transmission of a response to the specific peer MAC entity that requested

enablement.

10.3.38 Protected Deenablement

10.3.38.1 MLME-PDDEENABLEMENT.request

10.3.38.1.1 Function

This primitive requests that the enablement relationship with a specified peer MAC entity be invalidated.

10.3.38.1.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-PDDEENABLEMENT.request (

RequesterSTAAddress,

ResponderSTAAddress,

ReasonCode,

VendorSpecificInfo

)

[image: image13.emf]
10.3.38.1.3 When generated

This primitive is generated by the SME for a STA to invalidate enablement with a specified peer MAC entity

in order to prevent the exchange of Protected Dual of Public Action frames between the two STAs. During the deenablement

procedure, the SME can generate additional MLME-PDDEENABLEMENT.request primitives.

10.3.38.1.4 Effect of receipt

This primitive initiates a deenablement procedure. The MLME subsequently issues a MLME-PDDEENABLEMENT.

confirm primitive that reflects the results.

10.3.38.2 MLME-PDDEENABLEMENT.confirm

10.3.38.2.1 Function

This primitive reports the results of a deenablement attempt with a specified peer MAC entity.

10.3.38.2.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-PDDEENABLEMENT.confirm (

RequesterSTAAddress,

ResponderSTAAddress,

ResultCode,

VendorSpecificInfo

)

[image: image14.emf]
10.3.38.2.3 When generated

This primitive is generated by the MLME as a result of an MLME-PDDEENABLEMENT.request primitive to

invalidate the enablement relationship with a specified peer MAC entity.

10.3.38.2.4 Effect of receipt

The SME is notified of the results of the deenablement procedure.

10.3.38.3 MLME-PDDEENABLEMENT.indication

10.3.38.3.1 Function

This primitive reports the invalidation of an enablement relationship with a specified peer MAC entity.

10.3.38.3.2 Semantics of the service primitive

The primitive parameters are as follows:

MLME-PDDEENABLEMENT.indication (

RequesterSTAAddress,

ResponderSTAAddress,

ReasonCode,

VendorSpecificInfo

)

[image: image15.emf]
10.3.38.3.3 When generated

This primitive is generated by the MLME as a result of the invalidation of an enablement relationship with a

specific peer MAC entity.

10.3.38.3.4 Effect of receipt

The SME is notified of the invalidation of the specific enablement relationship.
Insert a new sentence in 11.11.1 at the end of the 4th paragraph:
When Management Frame Protection is negotiated, stations shall use Protected Dual of Public Action frames instead of unicast Public Action frames for DSE procedures.
Insert a reference in Annex A, Table A.4.4.1 line PC 34.1.10 for 8.4.11after 8.7.2.4a
Insert a new final row in Annex A, Table A.4.18 DSE Procedures
	DSE11
	DSE operation with Protected frames
	11.11.1
	CF15 & PC34:M
	Yes ( No ( N/A (
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All changes apply to TGw draft D8.0.





The 11w April 29th teleconference approved 09/452r7 with instruction to the editor to change “Charmed Action” to “Protected Dual of Public Action” everywhere. This revision reflects those changes.
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