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Background
During P802.11n sponsor ballot, a comment was raised about the protection of management action frames used by .11n to carry time-critical data (beamforming parameters).

The discussion prompted by this comment at the March 2009 802.11 session discerned:

· Public action frames should not be protected

· There was a performance concern if these time-critical frames were to be protected.

.11w met and determined that its requirements were not adequately stated by the groups wishing to use its mechanisms.  It decided to delay its next ballot until the matter had been resolved.

At subsequent .11w telecons, a document was revised to capture input on action frames (see 11-09/0426r3,  by Paul Lamber et al).   

TGn’s input to this document was prepared in document 11-09/0429r1.  R0 was discussed and modified slightly during the April 1, 2009 TGn telecon. A proposal was also discussed at that telecon and met with no opposition.  The proposal was circulated by email on the TGn reflector for further comment and no substantive comment was received.   That proposal is shown below (with editorial tweaking). It is offered to TGw as a resolution of these issues.
Proposal
1.  Action No Ack frames are not protected.   This requires no action from either TGw or TGn

because,  as Robust Management frames are currently described in TGw,   they are already

excluded.

 

2.  In concept, what is added to TGw is parsing of action frames by category to determine

which should be protected or not.   It is proposed to unprotect all Public action frames and

all HT action frames.   (If a later amendment wants a mixture of protected and unprotected

frames for itself,  it needs to reserve two categories,  and declare one to be robust and

one not.)

 

This is achieved by adding to the TGw definition of a robust management frame: "excluding public action frames"
"5.4.3.8 Robust Management frame protection 

Robust Management frames are a set of management frames that can be protected by the Management
Frame Protection service. The Robust Management frames are Action frames, excluding Public Action frames, Disassociation and Deauthentication frames."
 

And then in TGn we add an amendment to this clause (because TGn follows TGw) resulting in the following:
"5.4.3.8 Robust Management frame protection 

Robust Management frames are a set of management frames that can be protected by the Management
Frame Protection service. The Robust Management frames are Action frame, excluding Public Action frames and HT Action frames, Disassociation and Deauthentication frames."

No adjustment to the pseudocode is necessary because the current terminology used therein:
"if ((dot11RSNAEnabled = TRUE) and (frame is a Robust Management frame)) then"
  

already refers to the definition in 5.4.3.8.



Abstract


This submission contains a proposal for the treatment of the protection of action frames.
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