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Proposed changes:

Change the last paragraph in 8.3.1 to read (proposed changes in blue):

BIP is a mechanism, used only when Management Frame Protection is negotiated which negotiated. BIP provides integrity protection for broadcast/multicast Robust Management frames. BIP is only used to protect management frames within a BSS, i.e., when the A3 (BSSID) field of the Robust Management frame header identifies a specific AP. BIP is never used when A3 is the wildcard BSSID.
Change 8.4.1, beginning with the 4th paragraph, to read (proposed changes in blue):

A STA with dot11RSNAProtectedManagementFramesEnabled set to TRUE and dot11RSNAUnprotectedManagementFramesAllowed set to TRUE shall transmit and receive protected unicast Robust Management frames to and from any associated STA that advertised MFPC=1, and shall discard unprotected unicast Robust Action frames received from any STA that advertised MFPC=1, and it shall discard received unprotected unicast Disassociation and Deauthentication frames from a STA that advertised MFPC=1 after the PTK and IGTK have been installed. The receiver shall process unprotected unicast Disassociation and Deauthentication frames before the PTK and IGTK are installed, and, at any time, unprotected Public Action frames from a STA with which a PTK and IGTK have not been established.
A STA with dot11RSNAProtectedManagementFramesEnabled set to TRUE and dot11RSNAUnprotectedManagementFramesAllowed set to FALSE shall transmit and receive protected unicast Robust Action frames to and from any STA, shall not transmit unprotected unicast Robust Action frames to any STA, and shall discard unprotected unicast Robust Action frames received from a STA after the PTK and IGTK have been installed. The receiver shall process unprotected unicast Disassociation and Deauthentication frames before the PTK and IGTK are installed, and, at any time, unprotected Public Action frames from a STA with which a PTK and IGTK have not been established.
A STA with dot11RSNAProtectedManagementFramesEnabled set to TRUE shall protect transmitted broadcast/multicast Robust Management frames sent within the BSS using the Group Management Cipher suite. The STA shall send broadcast/multicast Public Action frames outside the BSS by setting the A3 field to the wildcard BSSID, and shall not protect these frames.
A STA with dot11RSNAProtectedManagementFramesEnabled set to TRUE shall discard broadcast/multicast Robust Management frames received from any associated STA that advertised MFPC=1 if the frames are unprotected or if a matching IGTK is not available, except for Disassocation, Deauthentication, and Public Action frames prior to IGTK establishment.
A STA with dot11RSNAUnprotectedManagementFramesAllowed set to FALSE shall discard received broadcast/multicast Robust Management frames which are unprotected or for which a matching IGTK is not available, except for Disassocation, Deauthentication, and Public Action frames prior to IGTK establishment.
A STA with dot11RSNAProtectedManagementFramesEnabled set to FALSE shall send broadcast/multicast Robust Management frames unprotected, and shall ignore the protection on received broadcast/multicast Robust Management frames.
NOTE - BIP does not provide protection against forgery by associated and authenticated non-AP STAs. A

STA that has left the group can successfully forge management frames until the IGTK is updated.
Protection of broadcast/multicast Robust Management frames shall be provided by a service in the MLME

as described in 11.12.
Note that Robust Management frame protection cannot be applied until the PTK and IGTK has been established

with the STA. Hence, except for Public Action frames, a STA shall not transmit Robust Action frames until it has installed the PTK for the peer STA, or, in the case of broadcast/multicast, has installed the IGTK, and shall also discard any Robust Action frames, except for Public Action frames, received before the PTK and IGTK are installed.
Change lines 54-64 on P 47 of D8.0 (Clause 8.7.2.1a) from

else if (Robust Action frame) then

// pairwise key was not found

Discard the MMPDU and generate an MLME.confirm primitive to

notify the SME that the MMPDU was not delivered

else // Disassociation or Deauthentication

Transmit the MMPDU without protection

endif

to:
else if (Disassociation or Deauthentication) then
Transmit the MMPDU without protection

else if (Public Action frame) then

if not associated with RA then

Transmit the MMPDU without protection

else
// pairwise key was not found

Discard the MMPDU and generate an MLME.confirm primitive to

notify the SME that the MMPDU was not delivered

fi

else if (other Robust Action frame) then
// pairwise key was not found

Discard the MMPDU and generate an MLME.confirm primitive to

notify the SME that the MMPDU was not delivered

endif
Change lines 33-41 on P 48 of D8.0 (Clause 8.7.2.1a) from

else if (Robust Action frame) then

// pairwise key was not found

Discard the MMPDU and generate an MLME.confirm primitive to

notify the SME that the MMPDU was not delivered

else // FrameControlSubType is Disassociation or Deauthentication

Transmit the MMPDU without protection

endif

to:

else if (Disassociation or Deauthentication) then
Transmit the MMPDU without protection

else if (Public Action frame) then

if not associated with RA then

Transmit the MMPDU without protection

else
// pairwise key was not found

Discard the MMPDU and generate an MLME.confirm primitive to

notify the SME that the MMPDU was not delivered

fi

else if (other Robust Action frame) then
// pairwise key was not found

Discard the MMPDU and generate an MLME.confirm primitive to

notify the SME that the MMPDU was not delivered

endif

Change lines 12-15 on P 50 of D8.0 (Clause 8.7.2.3a) from

else // frame is not a Disassociation or Deauthenticate

Discard the frame

endif
to
:

else if (Public Action frame) then
if not associated with TA then

Make the MPDU available for further processing
else
discard the frame


fi
else // frame is not a Disassociation or Deauthenticate

Discard the frame

endif
Change lines 33-39 on P 51 of D8.0 (Clause 8.7.2.3a) from

if (frame is a Disassociation or Deauthentication) then

Make the MPDU available for further processing

else // encrypted

Discard the frame

endif

to:

if (frame is a Disassociation or Deauthentication) then

Make the MPDU available for further processing

else if (frame is a Public Action frame) then 
if not associated with TA then

Make the MPDU available for further processing
else
discard the frame


fi
else // encrypted

Discard the frame

endif

Change the third bullet of 11.12 of D8.0 to read (proposed changes in Blue):

With the exception of Public Action frames sent to or received from an unassociated STA, broadcast/multicast Robust Management frames shall be encapsulated and protected using BIP (see 8.3.4).
Abstract


This document provides new text related to public action frames. It proposes a new resolution to Comment Numbers 11 and 19 from the Sponsor Ballot Recirculation of P802.11w.








Submission
page 1
Jesse Walker, Intel Corporation


