March 2009

doc.: IEEE 802.11-09/0344r0

IEEE P802.11
Wireless LANs

	sb1 mac cids proposed resolutions

	Date: 2009-03-09

	Author(s):

	Name
	Affiliation
	Address
	Phone
	email

	Matthew Fischer
	Broadcom
	190 Mathilda Place, Sunnyvale, CA 94086
	+1408 543 3370
	mfischer@broadcom.com

	
	
	
	
	



	1022
	Stephens, Adrian P
	199.00
	6
	10.3.25.1.2
	The changes to resolve CID 181 are unnecessary and should be reversed. The point is that the MLME knows its own capabilities, as these are provided as a parameter of an MLME-Start/Join.request. Whereas the capabilties on the confirm relate to the capabilities previously unknown of the peer, and it is perfectly reasonable for these to be present.
	Remove subclause 10.3.25.1.2 from the TGn draft (thereby leaving the baseline unchanged in this area).
	Agree

	1023
	Stephens, Adrian P
	119.00
	1
	9.6.0e.5.3
	(Submitted on behalf of Amit Bansal, Wipro) The rules for selection of the CandidateMCSSet can result in an empty set and therefore an unspecifiable MCS.
Say the control response frame needs to be an HT PPDU because of #b in Section 9.6.0e.1. [Reception of HT RTS with MRQ or A-MPDU with TRQ . . . using MCS 7]. That brings me to section 9.6.0e.5.3, selection of CandidateMCSSet.
Without STBC or LSTP, the CandidateMCSSet = BssBasicMCSSet.
Assuming BSSBasicMCSSet = {8, 15}, CandidateMCSSet = {8, 15}
Since the frame eliciting the response was carried in an HT-PPDU, the first step is to "Eliminate from the CandidateMCSSet all MCSs that have an index that is higher than the index of the MCS of the received frame."
At this point, the CandidateMCSSet is empty, and there is no rule to determine a transmission MCS.
And another case:
if Rx MCS = 33, and BSSBasicMCSSet = {3 -- 7, 11 -- 15}, and control response has to be HT.
CandidateMCSSet = {3 -- 7, 11 - 15}
Starting at the line "If the frame eliciting the response is within an HT-PPDU," in clause 9.6.0e.5.3:
Condition b1: Nothing to be done.
Condition b2: CandidateMCSSet = {11 -- 15}
Condition b3: MCS 11 is 16-QAM, while MCS 33 is 16-QAM and QPSK. Hence no MCS satisfies.
Condition b4: CandidateMCSSet = {3 -7}, still no MCS satisfies.
	A simple solution is to have the AP always set BSSBasicMCSSet to at least the PHY mandatory rate set for a non-AP STA.
Or, add a rule to use the PHY mandatory rate set when the CandidateMCSSet is empty, or no MCS from the CandidateMCSSet satisfies, in the block of text starting "If the frame eliciting the response is within an HT-PPDU," in clause 9.6.0e.5.3. This rule is already present in other places in this clause, but missing in this block of text. 
	Disagree – the existing rules implicitly include the PHY mandatory MCSs. The text includes the following: “the intersection of the Rx Supported MCS Set of

the STA that sent the frame that is eliciting the response and the set of MCSs that the responding

STA is capable of transmitting” – both the transmitting and the responding STA will have the mandatory PHY MCS values in their supported MCS sets.

	1043
	Fischer, Matthew
	88.00
	13
	7.4.10.2
	Move the CSI, compressed beamforming and non-compressed beamforming frames to the Public category to allow non-encrypted transmission and reception.
	Move the CSI, compressed beamforming and non-compressed beamforming frames to the Public category to allow non-encrypted transmission and reception.
	xxxx

	1050
	Adachi, Tomoko
	
	
	7.2.3.13
	I couldn't find a description saying that ack response is not sent when receiving an Action No Ack frame.
	Describe it in 7.2.3.13.
Also modify the last sentence in the first para of 9.2 in the baseline to explain there are exceptions including the Action No Ack case and QoS Data frames with Ack policy set to No Ack. 
	Agree in Principle – tgn editor shall add the following sentence to the end of subclause 7.2.3.13: “No frame is transmitted as an acknowledgement in response to the receipt of an Action Noack frame.” – note that subclause 9.2.8 of the baseline includes the following sentences: “Upon successful reception of a frame of a type that requires acknowledgment with the To DS field set, an AP

shall generate an ACK frame. An ACK frame shall be transmitted by the destination STA that is not an AP, when it successfully receives a unicast frame of a type that requires acknowledgment, but not if it receives a

broadcast or multicast frame of such type.” Subclause 7.1.3.5.3 (Ack Policy subfield) provides information about which frames require acknowledgement and which do not. So the correct place to add the desired information is in 7.2.3.13.

	1051
	Adachi, Tomoko
	199.00
	4
	10.3.25.1
	It is not necessary to add capablities in the MLME-DLS.request primitive, as this is a request primitive which occurs inside the STA which has already started activity by Start or Join.
	Delete 10.3.25.1
	Agree – note that this resolutionprescribes the same draft change as the resolution for CID 1022.

	1052
	Adachi, Tomoko
	134.00
	50
	9.10.3
	The last sentence in the first para and the last sentence in the third para are repeating almost the same thing, but each of them partially lacks some factors and is also limited to the Basic BlockAck case, where the condition should apply to the whole BlockAck case.
	Delete the last sentence "If the recipient sends the Basic BlockAck frame, the originator updates its own record and retries any frames that are not acknowledged in the Basic BlockAck frame, either in another block or individually." from the first para (or, the sixth para according to the baseline). Break the last sentence of the third para (or, the eighth para according to the baseline), which is "If the Basic BlockAck frame indicates that an MPDU was not received correctly, the originator shall retry that MPDU subject to that MPDU's appropriate lifetime limit." to a different para and change it as follows: "If the recipient sends the BlockAck frame, the originator updates its own record and retries any frames that are not acknowledged in the BlockAck frame but are subject to the appropriate lifetime limit. The retried frames may be sent in another block or individually."
	Agree in principle – tgn editor shall change the name of the heading “9.10.3 Data and acknowledgement transfer” to “9.10.3 Data and acknowledgement transfer using Immediate and Delayed Block Acknowledgement”, change the first sentence of 9.10.3 from “After setting up for the Block exchange” to “After setting up either an Immediate or a Delayed Block exchange”, modify the entire subclause 9.10.3 so that all occurrences of BlockAck and BlockAckReq are preceded by Basic. The last paragraph within 9.10.7.7 already includes mention of msdu lifetime expiration (is it sufficient? Wording is also slightly different – see shall vs may) – The presumed redundancy within 9.10.3 is not correct, because only the second cited sentence is normative. Within subclause 9.10.8.1 add the following at the end of the first paragraph: “Other than the exceptions noted in these subclauses, the operation of HT Delayed Block Ack is the same described in 9.10.7.”

	1053
	Adachi, Tomoko
	137.00
	22
	9.10.7.2
	The last sentence in the last para doesn't start with an upper case letter.
	Correct it to start with an upper case letter. (Change it from "data MPDUs that contain ..." to "Data MPDUs that contain ...")
	Agree

	1054
	Adachi, Tomoko
	141.00
	43
	9.10.7.7
	The first para should say that it applies to the case when an immediate BlockAck response is required, as the second para, which is the the alternative to the first para, says that an immediate BlockAck response is not required.
	Change the second (last) sentence in the first para from "The originator expects to receive a BlockAck response if at least one data frame is received
without error." to "The originator expects to receive a BlockAck response immediately following the A-MPDU if at least one data frame is received without error." 
	Agree.

	1055
	Adachi, Tomoko
	141.00
	56
	9.10.7.7
	In the fourth para of 9.10.7.7, it says that an HT-immediate BlockAckRequest shall be sent by a non A-MPDU. This conflicts with the last row in Table 7-57x.
	Delete the sentence "A BlockAckReq sent using HT-immediate operation shall be sent as a non-A-MPDU frame." from 9.10.7.7.
	Agree.

	1056
	Adachi, Tomoko
	141.00
	65
	9.10.7.7
	WinEnd_O suddenly appears here.
	Write what it is and define the value by WinStart_O + WinSize_O - 1.
	Agree in principle – tgn editor shall replace the cited instance of WinEndO with “WinStartO + WinSizeO”

	1057
	Adachi, Tomoko
	105.00
	37
	9.2.3.1
	The immediate BlockAck response to (implicit/explicit) BlockAckRequest is not included.
	Add the case in the first sentence of 9.2.3.1.
	Agree in principle – Change the first sentence of 9.2.3.1 to read “The SIFS shall be used prior to transmission of an ACK frame, a CTS frame, a BlockAck frame that is an immediate resonpse to either a BlockAckReq frame or an A-MPDU, the second or subsequent MPDU of a fragment burst, and by a STA responding to any polling by the PCF.” – also in 9.10.7.5, add the following as a new first paragraph: “When responding with a BlockAck frame to either a received BlockAckReq frame or a received A-MPDU with ACK Policy set to Normal Ack (i.e., implicit Block Ack request) during either full-state operation or

partial-state operation, the MAC shall transmit the BlockAck frame so that it is separated on the air by a SIFS interval from the frame that elicited it is a response.” 

	1058
	Adachi, Tomoko
	514.00
	13
	Annex S
	In Annex S, p.514, line 13, it says "RD: Frame includes an HT control field in which the RD subfield is set to 1". However, if you look at the HTC field in 7.1.3.5a, there is no RD subfield but RDG (or MorePPDU) subfield.
	Change the description to "Frame includes an HT control field in which the RDG subfield is set to 1".
	Agree in principle – tgn editor shall change “RD subfield” to “RDG/More PPDU subfield”

	1064
	Chu, Liwen
	118.00
	34
	9.6.0e.5.2
	Here the draft says "If the control response frame (CTS, ACK or Immediate BlockAck including BlockAck sent as a response to an implicit Block Ack request) is carried in a non-HT PPDU, the STA shall select the highest rate in the BSSBasicRateSet parameter that is less than or equal to the rate (or non-HT reference rate, see 9.6.2) of the previous frame to become the primary rate. If no rate in the BSSBasicRateSet parameter meets these conditions, the STA shall select the highest mandatory rate of the attached PHY that is less than or equal to the rate (or non-HT reference rate, see 9.6.2) of the previous frame to be the primary rate." But section 9.6.0e.4 says that BlockAckReq and BlockAck that are not control response frames can select rate from Extended Supported Rates, no restriction to BSSBasicRateSet is mentioned there. Why must the responding BlockAck use one rate from BSSBasicRateSet but non-responding BlockAck has no such restriction? This violates the 802.11 Baseline standard: "The BlockAck control frame shall be sent at the same rate and modulation class as the BlockAckReq frame if it is sent in response to a BlockAckReq frame". To me section 9.6.0e.5.2 does not need to restrict the BlockAck to use one of BSSBasicRateSet.
	As proposed.
	Agree in principle – tgn editor shall make the changes shown in document 11-09-0344r0 under any heading that includes CID 1064. The conflict between the original standard and the amendment has been rectified, but the amendment’s new restriction on responding to HT-PPDUs with non-HT PPDUs remains. The intent of that restriction is to force the requirement to use interoperable frame formats in this case, where the difference in transmission times of the compressed block ack format between older and newer frame formats is insignificant. Additionaly, in the original block ack scheme, the DUR field value was repeated in multiple individual PPDUs during the block ack sequence, whereas, in the A-MPDU case, this information is not repeated in the data portion of the exchanges – forcing the non-HT PPDU format at a basic rate allows some backwards interoperable repetition of DUR field information.


CID 1064

TGn editor: change the first bullet item of subclause 9.6.0e.5.2 Selection of a rate or MCS on page 118 line 34 of TGn draft D8.0 as shown:

If a CTS or ACK control response frame is carried in a non-HT PPDU, the STA shall select the highest rate in the BSSBasicRateSet parameter that is less than or equal to the rate (or non-HT reference rate, see 9.6.2) of the previous frame to become the primary rate. If no rate in the BSSBasicRateSet parameter meets these conditions, the STA shall select the highest mandatory rate of the attached PHY that is less than or equal to the rate (or non-HT reference rate, see 9.6.2) of the previous frame to be the primary rate. The STA may select an alternate rate according to the rules in 9.6.0e.5.4. The STA shall transmit the non-HT PPDU control response frame at either the primary rate or the alternate rate, if one exists.
TGn editor: add a new bullet item to appear as the second bullet item of subclause 9.6.0e.5.2 Selection of a rate or MCS on page 118 of TGn draft D8.0 as shown:
If a BlockAck frame is sent as an immediate response to either an implicit BlockAck request or to a BlockAckReq frame that was carried in an HT PPDU and the BlockAck frame is carried in a non-HT PPDU, the STA shall select the highest rate in the BSSBasicRateSet parameter that is less than or equal to the rate (or non-HT reference rate, see 9.6.2) of the previous frame to become the primary rate. If no rate in the BSSBasicRateSet parameter meets these conditions, the STA shall select the highest mandatory rate of the attached PHY that is less than or equal to the rate (or non-HT reference rate, see 9.6.2) of the previous frame to be the primary rate. The STA may select an alternate rate according to the rules in 9.6.0e.5.4. The STA shall transmit the non-HT PPDU control response frame at either the primary rate or the alternate rate, if one exists.

TGn editor: add a new bullet item to appear as the third bullet item of subclause 9.6.0e.5.2 Selection of a rate or MCS on page 118 of TGn draft D8.0 as shown:
If a BlockAck frame is sent as an immediate response to a BlockAckReq frame that was carried in a non-HT PPDU and the BlockAck frame is carried in a non-HT PPDU, the STA shall transmit the BlockAck frame at the same rate and modulation class as the BlockAckReq frame.

	1065
	Chu, Liwen
	158.00
	29
	9.16.1.4
	Here the note 2 says that "An AP can gain access to the channel after a PIFS in order to start transmission of a PSMP sequence.". So I assume that the AP can also gain access using EDCAF. If this is the case, this is contradictory with the definition of EDCA TXOP: EDCAF is used to initiate EDCA TXOP, EDCA TXOP is used to transmit frame from the same AC (IEEE 802.11 2007 P290, the last paragraph of section 9.9.1.4).
	Restrict PSMP to use PIFS to acquire medium access right or change the last paragraph of section 9.9.1.4 in IEEE 802.11 standard 2007 to exclude PSMP from here or restrict PSMP to transmit frames from one AC when a PSMP TXOP is acquired by EDCAF.
	Agree in principle – tgn editor shall add, at the end of subclause 9.9.1.4 on page 129 line 11 of TGn draft D8.0, an instruction to modify the last sentence of the last paragraph of subclause 9.9.1.4 by adding the following phrase to the end of that sentence: “, unless the EDCA TXOP obtained is used by an AP for a PSMP sequence, in which case, this AC transmission restriction does not apply to either the AP or the STAs participating in the PSMP sequence, but the specific restrictions on transmission during a PSMP sequence described in 9.16 do apply.”

	1071
	Epstein, Joseph
	95.00
	7
	7.4a.3
	Regarding CID 224: I sympathize with the desire t osave power. However, the procedure specified in the resolution as the sole justification for the draft's text is one that is not specified in the draft itself. No evidence has been given that this non-draft mechanism presented in the resolution will work as stated: for example, the mechanism must not require disabling recpetion if the first MPDU has an invalid checksum, etc. Therefore, the resolution is insufficent.
	Change "All the MPDUs within an A-MPDU are addressed to the same receiver address" to "All the MPDUs within an A-MPDU are addressed either to the same unicast receiver address or to any number of possibly different group receiver addresses"
	Disagree – it is neither a requirement nor a tradition in the creation of standards or their amendments to provide explicit justification for the particular details or even for the broad outlines of any portion of any protocol described in such documents. The commenter indicates that the resolution to a previous sponsor ballot comment contains what the commenter views as a an “insufficiency” – the behavior described in the resolution is a behavior that lies outside of the scope of the standard, and therefore does not represent an item for new resolution by the CRC. However, in direct response to that portion of the comment, the CRC suggests that especially in wireless networking, error events will occur, and while this may subtract from the overall performance of a given protocol, such events are to be expected, and despite such events, effective throughputs and power savings are achieved. Finally, the CRC stands by the assertion that power can be saved in enough cases to make the restriction valuable, and the the commenter has not provided sufficient evidence to show that the suggested change provides a greater value to the expected user base than is provided by the existing solution. 

	1072
	Epstein, Joseph
	133.00
	65
	9.9.1.7
	Regarding CID 225: Fairness is one of the issues, but the resolution incorrectly analyzes the problem. The problem is achieving the same design goals for a non-HT AP as for an HT AP with non-HT clients. As the draft currently states, the HT client shall not use termination if the AP advertises (using HT methods) that there are known non-HT STAs. Unfortunately, a non-HT AP cannot convey this information, and so the protocol is currently inconsistent. The proposed change provides a consistent interpretation.
	Add "TXOP truncation shall not be used when a non-AP STA is associated to a non-HT AP" at the end of the last sentence of the section.
	Agree in principle – The fairness issue arises solely from the case when L-SIG TXOP causes non-NAV based medium busy indications that cannot be reset by CF-END. A CF-END transmitted in a BSS with mixed HT and non-HT STAs will be received by both sets of STAs. The commenter is missing part of the restriction in his restatement of it within his comment – specifically, the restriction says that truncation shall not be used in the case when both L-SIG TXOP and non-HT STAs present is true – so the commenter is not quite correct in his assertion, but there is something that needs modification – specifically, as was stated in the resolution to CID 225, it is the combination of L-SIG TXOP in the presence of non-HT STAs and TXOP truncation that causes a fairness problem. I.e. if the HT STA does NOT use L-SIG TXOP in this case, then TXOP truncation will operate fairly, and its use should be allowed. So the suggested change is too broad. – TGn editor to add the following sentence to the end of the last paragraph of 9.9.1.7: “TXOP truncation shall not be used in combination with L-SIG TXOP Protection when the TXOP holder is an HT STA associated with a non-HT AP.” ---.

	1073
	Epstein, Joseph
	144.00
	61
	9.10.9
	Regarding CID 226: The problem is not that another attack can be pursued with more difficulty, but that the very same attack can be pursed with far less dificulty. Therefore, the resolution is off point and fails to resolve the comment. The technique the draft provides is incomplete, and a locally incomplete solution should not be in the IEEE standard. I support the attempt of the group to protect against these sorts of problems, and would prefer to see the incompleteness addressed in a way that is compatable with devices that do not support the protection mentioned.
	Given that Protected Block Ack does not significantly affect an attacker's ability to mount the same DoS attack, if no alternative is presented that does not also remove or severely restrict the overrun update rule, remove the Protected Block Ack mechanism. (It could be useful to see a permission-based overrun scheme, where the receiver asks privately whether the sender meant to overrun; the balance would be in efficiency.)
	Disagree – the goals of TGn and the efforts of the participants of TGn are in line with the desires and goals stated by the commenter – the existing draft is the result of the pursuit of those goals. No other proposal regarding this issue was met with as high an approval rating as the one that is currently found in the draft, thereby demonstrating that it is the best tradeoff among the competing goals of security, complexity, completeness and compatibility as measured by a large group of participants.


Previously resolved comments (sponsor ballot 0), included here for reference – CID 181, 224, 225, 226
	181
	Engwer, Darwin
	200.01
	1
	10.3.25
	The new parameter "HT Capabilities" is added to the MLME-DLS.confirm and .indication primitives. Should it also be added to the parameters for the .request primitive, in order to provide an end-to-end service specification?
	Add the "HT Capabilities" parameter to the MLME-DLS.request primitive.
	AGREE IN PRINCIPLE (MAC: 2009-02-18 18:16:51Z) - TGn editor shall add appropriate subclauses and editing instructions and accompanying modification to the MLME-DLS.request primitive to effect the addition of the HT Capabilities parameter, the capability information parameter, and the extended capabilities parameter.


	224
	Epstein, Joseph
	95.07
	7
	7.4a.3
	Given that different multicast destinations are not necessary to be transmitted separately, it is not useful to constrain A-MPDUs to the same receiver address in all cases.
	Change "All the MPDUs within an A-MPDU are addressed to the same receiver address" to "All the MPDUs within an A-MPDU are addressed either to the same unicast receiver address or to any number of possibly different group receiver addresses"
	DISAGREE (MAC: 2009-01-22 16:28:44Z) - while some efficiency may be gained by allowing multiple MCAST addresses to appear in a single A-MPDU, this enhanced efficiency is gained at the expense of a power consumption increase that would arise for power-save STAs that would otherwise have been able to identify the first RA within the A-MPDU as either being a match to a local MCAST filter or not a match to that filter, allowing them to turn off their receiver chain for the remaining duration of the A-MPDU in the case of a non-match.

	225
	Epstein, Joseph
	133.65
	65
	9.9.1.7
	TXOP Truncation should not be used by a non-AP STA when associated to a non-HT AP, for the reasons mentioned on the given line.
	Add "TXOP truncation shall not be used when a non-AP STA is associated to a non-HT AP" at the end of the last sentence of the section.
	DISAGREE (MAC: 2009-02-11 18:31:45Z) - the issue is only partly related to the mixture of HT and non-HT STAs. The real problem is the result of using L-SIG TXOP. This mechanism creates PHY-based medium busy indications that cannot be reset by TXOP truncation, and therefore, unfairly adversely affect those STAs that are unaware of the L-SIG TXOP signaling - i.e. non-HT STAs. For the mixed case that the commenter describes, the TXOP truncation will properly and fairly affect all STAs, both HT and non-HT, because medium busy indications in this case are based on MAC signaling and NOT PHY signaling.

	226
	Epstein, Joseph
	144.61
	61
	9.10.9
	Pursuing the sort of protections suggested by Protected Block Ack is valuable, but the particular implementation fails to address what it attempted to solve: the problem of an attacker moving a window far away from the sender's state by using just one frame. Specifically, a transmitter can force a receiver's WinEnd forward just by transmitting a frame with an SN greater than WinEnd. A BAR is not required. The notion of moving the window forward on an overrun is an important failsafe, and probably should not be removed for a variety of reasons.
	Given that Protected Block Ack does not significantly affect an attacker's ability to mount the same DoS attack, if no alternative is presented that does not also remove or severely restrict the overrun update rule, remove the Protected Block Ack mechanism. (It could be useful to see a permission-based overrun scheme, where the receiver asks privately whether the sender meant to overrun; the balance would be in efficiency.)
	DISAGREE (MAC: 2009-02-18 18:08:39Z) - The group is aware that other more difficult attacks on the BlockAck

mechanism exist.  However,  it sees value in addressing the specific weakness of the unauthenticated BlockAckReq frame.
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