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Insert the following text at the end of clause 7.3.2.61

Note: A non-AP STA accessing an RSN, with public credentials, will be able to de-crypt all group address frames, thereby creating a potential security risk.  Therefore for emergency service operation in an RSN capable system, it is recommended to use a BSS exclusively for those emergency services.
Insert the following text at the end of clause U.4.2
Note: A non-AP STA accessing an RSN, with public credentials, will be able to de-crypt all group address frames, thereby creating a potential security risk.  Therefore for emergency service operation in an RSN capable system, it is recommended to use a BSS exclusively for those emergency services.



Abstract


This proposal addresses CIDs 4369, 4370 to protect an 802.1X Emergency Service session





This document is based on 802.11u-D4.02.
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