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DISCUSSION
The changes to clause 7 proposed herein are intended to clarify the differences between links that are "inside the context of a BSS" and those that are "outside the context of a BSS".  The key point is that it is links and not STAs that have the property of belonging.
As background, it is interesting to understand how the MAC header address fields (and consequently the ToDS and FromDS bits in the frame control field) are set as specified in 802.11-2007.   The following describes how these are set as the result of an MA-UNITDATA.request sent to the MAC sublayer from the LLC sublayer.  These are functional descriptions and actual implementations may vary.  

There are four cases to consider: 1) direct link (DL) communications between STAs that are members of a BSS, 2) communication from a non-AP STA in an iBSS to another non-AP-STA in the same iBSS, 3) communication from a non-AP STA in a BSS to a destination, and 4) communication from an AP-STA in a BSS to a non-AP STA.
1. Since DL communication is symmetric, it doesn’t matter which STA is sending the packet, the MAC header setup is the same.  Since the DLS procedure has been invoked and successfully completed, both STAs know the BSSID of the BSS with which they were associated and which has "blessed" the DL.  The STAs also "know" the MAC addresses of the "other STAs" with which DLs have been setup and they store them in the MAC as the RA.  Each STA also knows its own MAC address and it is stored in the MAC as the TA.  Now an MA-UNITDATA.request(SA,DA, …) associated with the DL is sent to the MAC in the data plane.  The MAC sets Addr2 to the stored TA and compares it to the SA.  If they are not the same, either an error is returned and the packet not sent, or FromDS is set to 1.  Then the MAC compares the DA to the stored list of potential RAs.  If it finds a match, then RA=DA, Addr1 is set to the RA, and ToDS is set to 0.  Now if both ToDS and FromDS are 0, Addr3 is set to the BSSID and we are done.  If either ToDS or FromDS are not 0, the standard appears to be purposefully vague on the use or setting of the address fields in the MAC header for DL communications between STAs.  However, as far as I can tell, nothing in the 802.11 standard prevents these STAs from using the three and four address format quite effectively to send packets to and from sources and destinations on a "simple" (single-hop) network local to each STA since they both know each other's MAC addresses (i.e., the RA and TA are stored in each MAC) as a consequence of the DLS procedure and the process of discovery is trivial.  Note that Class 3 frames (cf. clause 11.3) include data frames with either the ToDS or FromDS bits set to 1 in addition to data frames between STAs in a BSS with both ToDS and FromDS set to 0, so the standard seems to "not prohibit" this use of the three and four address format.  
2. Communication between non-AP STAs in the same iBSS involves employing the same procedure as DL communications.  The only difference is that instead of the BSSID being the ID of the BSS, it's the BSSID of the iBSS.  Also note that as with DL communications, the standard is vague on the use of the three and four address format in this case, but the same comments apply.  There appears to be nothing in the standards preventing these two STAs from using the three and four address format quite effectively to send packets to and from sources and destinations on a "simple" (single-hop) network local to each STA since they both know each other's MAC addresses (the RA and TA are stored in both MACs) as a consequence of joining the iBSS and the process of "discovery" is trivial.
3. Communication within a BSS from a non-AP STA to a destination (DA) which is NOT the AP-STA always involves a DS, whether the DA is located in the same BSS or not.  Having joined a BSS, the non-AP STA knows the BSSID (which must be the RA of any data packet it will send in that BSS, and that's the key).  It also knows its own MAC address (TA).  Now an MA-UNITDATA.request(SA, DA, …) is received by the MAC.  Addr1 is set to the RA(=BSSID) stored in the MAC.  Addr2 is set to the TA stored in the MAC.  It checks the SA and compares it to the TA stored in the MAC.  If they are equal, FromDS is set to 0.  If they are not equal, either FromDS is set to 1 or an error is flagged/returned if the non-AP STA does not support SA not being equal to TA and the packet is not sent (or the STA simply ignores the SA and behaves as if it were equal to the TA).  The MAC then compares the DA with the stored RA. If they are equal, ToDS is set to 0.  If they are not equal, ToDS is set to 1. (Note: if ToDS is zero, then the AP-STA is the final destination of the data packet.)  Now, unless both ToDS and FromDS are 1, the three address MAC header format is used.  If both ToDS and FromDS are 0, Addr3 is set to the BSSID.  If  ToDS is 0 and FromDS is 1, Addr3 is set to the SA.  If ToDS is 1 and FromDS is 0, Addr3 is set to the DA.  Finally, if both ToDS and FromDS equal 1, then the four address MAC header is used and Addr3 is set to the DA and Addr4 is set to the SA.  Note again that the RA and TA information stored in the MAC are crucial to the proper setting of the MAC header address fields, and also note that the standard specifically states it does not specify how the four address format is to be used so the mechanism described herein is "outside the scope of 802.11". 

4. Communication within a BSS from an AP STA to a destination (DA) usually involves a DS, unless the AP-STA is the source of the data packet which is possible.  Having initiated the BSS, the AP STA knows the BSSID (which until TGv completes the addition of the multiple BSS capability at a STA, is the TA associated with any data packet it will send in that BSS, and that's one of the keys).  It also knows the list of MAC addresses associated with the BSS (and that's the other key).  Now an MA-UNITDATA.request(SA, DA, …) is received by the MAC.  The AP-STA compares the DA with its list of associated STAs (i.e., potential RAs!).  If there is a match, the RA is set to the DA, Addr1 is set to the RA and ToDS is set to 0.  If the DA is not in the list of potential RAs, the packet is not sent, or the AP-STA goes to a forwarding table it has created (outside the scope of 802.11) and looks for a matching RA there (notice this is still info stored in the MAC).  If a match is found, then the associated RA is used to set Addr1, Addr3 is set to the DA, and ToDS is set to 1.  Now the MAC sets Addr2 to the TA stored in the MAC (i.e., the BSSID for now) and compares the SA with the TA.  If they are equal, FromDS is set to 0 and we are done.  If they are not equal, the four address MAC header format is used, FromDS is set to 1 and Addr4 is set to the SA.  Again note that the standard specifically states it does not specify how the four address format is to be used so the mechanism described herein is "outside the scope of 802.11". 
Finally note that which of these four mechanisms is used depends on the "link state" as specified in clause 11.3.  
In all four cases, information stored in the MAC (MIB) is crucial in the proper setting of the address fields (and ToDS/FromDS bit in the frame control field) of the MAC header of data frames.  Now consider that we want to be able to send packets to various destinations, through various receivers without any information stored in the MAC (MIB).
Since communication between STAs that may not have established a BSS of any kind is at issue, one principle of operation is that there is no assumption that the MAC layer is in possession of any of the information necessary to properly fill in the address fields in the MAC header.  In addition, the following observations are important to consider:
1. The BSSID parameter which is used in the MAC to set various address fields as described above can not be assumed to have been set in any particular manner.  Thus, when SA=TA and RA=DA (causing the ToDS and FromDS bits to be set to 0), Addr3 in the MAC header should be set to a value such as 0xFFFFFFFFFFFF to indicate to legacy STAs this data frame is being transmitted without necessarily having first joined a BSS.
2. As there is a need in some deployments to provide for anonymity by allowing the transmitter address field (and the source address field when used) to change in synchrony with other information in the MPDU, the transmitter address (Addr2) should be allowed to change on a packet-by-packet basis.  Including the transmitter address (optionally) allows the SME to synchronize changes in the TA and other fields. 

3. Since stations are communicating amongst themselves directly with no involvement of an AP STA (cf. no DLS) or first establishing an iBSS, and since the ability to queue packets sequentially to different destinations is desired, the receiver address field can not be assumed to be known in the MAC prior to the arrival of the MA-UNITDATA.request.  However, it is assumed that the management entity has acquired and is in possession of the information necessary to cause the receiver address field in the MAC header as well as the destination address if it's not the same and the receiver address to be set appropriately if the mechanisms to do so are in place.  
To meet these objectives, one obvious solution is to include the receiver and transmitter addresses in the MA-UNITDATA primitives.  Since these primitives are 802.11 MAC/PHY primitives only, there is no possibility that doing so in 802.11 will "break" 802.1 or any other higher layer protocol.  Whether higher layer 802 protocols can make effective use of this facility is another question which is also outside the scope of 802.11.  
TGp editor: replace clause 7.1.3.1.3 in 11p D5.0 with the following:
Change subclause 7.1.3.1.3 to read as follows:

7.1.3.1.3 To DS and From DS fields

The meaning of the combinations of values for the To DS and From DS fields are shown in Tables 7-2 and 7-2a.
· To/From DS combinations in data frames within the context of a BSS
	To DS and From DS values
	Meaning

	To DS = 0

From DS = 0
	A data frame direct from one STA to another STA within the same IBSS, or a data frame direct from one non-AP STA to another non-AP STA within the same BSS, as well as all management and control frames.

	To DS =1

From DS = 0
	A data frame destined for the DS or being sent by a STA associated with an AP to the Port

Access Entity in that AP.

	To DS = 0

From DS = 1
	A data frame exiting the DS or being sent by the Port Access Entity in an AP

	To DS = 1

From DS = 1
	A data frame using the four-address format. This standard does not define procedures for

using this combination of field values.


For data frames transmitted outside the context of a BSS, the meaning of the combinations of values for the To DS and From DS fields are shown in Table 7-2a.
Table 7-2a --- To/From DS combinations in data frames outside the context of a BSS
	To DS and From DS values
	Meaning

	To DS = 0

From DS = 0
	A data frame transmitted by a STA identified by the transmitter address (TA) in the MAC header to one or more STAs identified by the receiver address (RA) in the MAC header. These addresses may be set to any valid MAC address when communicating outside the context of a BSS.

	To DS =1

From DS = 0
	A data frame using the three-address format. This standard does not define procedures for

using this combination (RA, TA(=SA), DA) of addresses.  These addresses may be set to any valid MAC address when communicating outside the context of a BSS.

	To DS = 0

From DS = 1
	A data frame using the three-address format. This standard does not define procedures for

using this combination (RA(=DA), TA, SA) of addresses.  These addresses may be set to any valid MAC address when communicating outside the context of a BSS.

	To DS = 1

From DS = 1
	A data frame using the four-address format. This standard does not define procedures for

using this combination (RA, TA, DA, SA) of addresses.  These addresses may be set to any valid MAC address when communicating outside the context of a BSS.


End of TGp clause 7.1.3.1.3 changes.
TGp Editor: replace clause 7.1.3.3.3 in the 11p draft with the following: 

Change the last sentence of the last paragraph of 7.1.3.3.3 to:

A wildcard BSSID  (value all 1’s) shall not be used in the BSSID field  in either Address1, Address 2 or Address 3 fields in the MAC frame  header except for management frames of subtype probe request where explicitly permitted elsewhere in this standard.
End of TGp clause 7.1.3.3.3 changes.
TGp Editor: insert the following clause 7.2.2 and 7.2.3 changes:
Change the fourth paragraph of subclause 7.2.2 and add the indicated text and table after Table 7-7.

The content of the address fields of data frames are is dependent upon related to the values of the To DS and From DS fields in the Frame Control field and are defined as shown in Tables 7-7 and 7-7a for transmission within and outside the context of a BSS respectively. Where the content of a field is shown as not applicable (N/A), the field is omitted not present in the MAC frame header. Note that Address 1 always holds the receiver address of the intended receiver (or, in the case of multicast groupcast frames, receivers), and that Address 2 always holds the address of the STA that is transmitting the frame.
Table 7-7—Address field contents of data frames transmitted within the context of a BSS
	To DS
	From DS
	Address 1
	Address 2
	Address 3
	Address 4

	0
	0
	RA=DA
	TA=SA
	BSSID
	N/A

	0
	1
	RA=DA
	TA=BSSID
	SA
	N/A

	1
	0
	RA = BSSID
	TA=SA
	DA
	N/A

	1
	1
	RA
	TA
	DA
	SA


Table 7-7a—Address field contents of data frames transmitted outside the context of a BSS
	To DS
	From DS
	Address 1
	Address 2
	Address 3
	Address 4

	0
	0
	RA(=DA)
	TA(=SA)
	0xFFFFFFFFFFFF
	N/A

	0
	1
	RA(=DA)
	TA
	SA
	N/A

	1
	0
	RA
	TA(=SA)
	DA
	N/A

	1
	1
	RA
	TA
	DA
	SA


When the RA is equal to the DA and the SA is equal to the TA, the To DS and From DS bits are both set to 0 and the Address 3 field shall contain the value 0xFFFFFFFFFFFF. 

Change the fifth paragraph of clause 7.2.2 (immediately following Table 7-7) as shown:

A STA uses the contents of the Address 1 field to perform address matching for receive decisions. In cases

where the Address 1 field contains a group address and dot11EDCCEnabled is false, the BSSID also is validated to ensure that the broadcast or multicast originated from a STA in the BSS of which the receiving STA is a member. 

Change the second paragraph of clause 7.2.3  as shown:

A STA uses the contents of the Address 1 (DA) field to perform the address matching for receive decisions.

In the case where the Address 1 (DA) field contains a group address, dot11EDCCEnabled is false, and the frame type is other than  Beacon, the BSSID also is validated to ensure that the broadcast or multicast originated from a STA in the BSS of which the receiving STA is a member. If the frame type is Beacon, other address matching rules apply, as specified in 11.1.2.3. Frames of type Probe Request with a group address in the Address 1 field are processed as described in 11.1.3.2.1.
Change the second paragraph of clause 7.2.3  as shown:

The BSSID of the management frame is determined as follows:

a) If the STA is an AP or is associated with an AP, the BSSID is the address currently in use by the STA contained in the AP.

b) If the STA is a member of an IBSS, the BSSID is the BSSID of the IBSS.

c) In management frames of subtype Probe Request, the BSSID is either a specific BSSID, or the

wildcard BSSID as defined in the procedures specified in 11.1.3.

d) If dot11EDCCEnabled is true and the management frame is being transmitted outside the context of a BSS, the BSSID field is set to 0xFFFFFFFFFFFF. 
End of TGp clause 7.2.2 changes.
End of clause 7 changes.
Move to accept the recommended changes to P802.11p D5.01 (as amended by previous motions) noted above and instruct the editor to make these changes to P802.11p D5.01.
Motion by: ____________________Date: _________________
Second:  ______________________

	Approve:  
	Disapprove:  
	Abstain:  


Abstract


This is a set of recommended changes to clauses 7 of the IEEE 802.11 (11p) D5.0 document to resolve comments related to and clarify the setting of the various address fields in the MAC header when transmitting data frames using the Enhanced Data Communication Capability (dot11EDCCEnabled is true).  (comments 44, 49, 51, 154)











Submission
page 9
                R. Roy, Connexis

