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Monday, January 19, 2009, 10:30-12:30 PM
Chair: Jesse Walker
Acting recording secretary: Kapil Sood
Call to order and agenda

Meeting called to order by Jesse Walker.
· Attendance reminder
· The Chair read the IEEE patent policy
· Everyone in room understands patent policy and no LOA at this time.
· Agenda is on 11-09-0074r0.
· MOTION:  Move to adopt the agenda in this submission

· Result: Passed By Unanimous Consent

· Any corrections to meeting minutes thus far – none identified

· MOTION: Move to approve the Dallas meeting miniutes in 11-08-1365r0, and Teleconference meeting minutes 11-08-1203r5
· By Unanimous consent

· Chair reviewed the Sponsor Ballot re-circ status
· 11-09-0073r0 has the comments resolution spreadsheet, with 82 total comments
· Group sorted the spreadsheet by category, Page and Line

· The group skipped 30 Editorial comments, for the editor to review
· Comment Group numbers were added (#1 will be used for all resolved comments)
· CID # 35:  Policy for Participants and list of contributors
· TGr published procedure was reviewed
· Chair rules that the editor is within her right to use any template
· Revisit CID 35 after the editors meeting
· Group updated the participants list

· CID #2: Agree
· CID #3: Principle
· CID #4: Agree
· CID #5: Agree
· CID # 19: Disagree
· Public action frames after the SA shall not be protected – this was agreed by the group.
· For broadcast Public Action frames, protecting them after SA will require them to be discarded by STAs which do not have the key.  Public keys were always available to anyone – was the discussion we had before.
· 11u and 11v can use any other Action Frame after the association.  This way, Public Action frames semantics remains the same.
· Implementation will require exception paths for state of associated STAs
· Group needs discussion with TGu and Tgv

· The group decided 5 to 1.
· CID #18: Disagree
· Resolution proposed by group and agreed to by commentor.
· CID #36: Agree
· CID #20: Disagree
· Resolved by CID # 19

· CID #22: Principle
· Group proposed a text
· Editor to make same updates to tables 7-18 and 7-19.

· CID #76: Agree
· CID # 37: Principle
· Resolved by CID #76

· CID # 38: Principle

· Make the same change as made in resolution to CID #76

· CID #6: Agree
· CID # 23: Principle
· CID # 39: Principle
· Additional text is added

· CID #41: Open pending more research
· Henry will research why this field (Transaction Identifier in 7.4.9.1) was expanded.

· Jesse will post rev-1 of the comment spreadsheet document.

· Recessed.

Tuesday, January 20, 2009, 7:30-9:30 PM
Chair: Jesse Walker
Acting recording secretary: Kapil Sood and Peter Yee
Call to order and agenda

Meeting called to order by Jesse Walker.
· Attendance reminder
· The Chair mentions we are operating under the IEEE patent policy.  Patent policy was reviewed.
· Everyone in room understands patent policy and no LOA at this time.

· CID #41:
· The email thread was reviwed, which concluded that 1 octet would be needed.
· CCMP requires at least 1 octet to be able to process the frame.  So, it has to be greater than 0.
· Overhead for CCM is 16 octets.  Will be at least 1 block to encrypt.
· The SA procedures are existent, then, these frames will always exist.  So, this obviates the need for this frame.
· What are the contents of the NULL data frame?  The NULL data frame is never encrypted.
· Decision to make it a 2 octet counter.  And, this needs to be addressed in the SA Query procedures, as well.

· We need a submission for this comment.  Jesse updated the Comment description to reflect the discussion and next steps.
· CID #35:
· Nancy did not get a clear answer on this.  She looked at the TGr and TGk lists.

· TGy did it differently from TGr.
· IEEE SA does not care about internal WG pool, only about Sponsor pool.  
· Jesse to give list of Sponsor and Letter balloters to Nancy
· Ping Michael Kipness.
· Comment resolution committee decided on the course of action.
· CID #42: Agree
· CID #43: Agree

· CID #44: Agree

· CID #25: Agree
· CID #46: Agree

· CID 47: Disagree
· Is A4 is used in broadcast Action frames?

· Someone needs to check the base standard.  The management frames do not have A4.
· CID #15: Principle
· However, change “AP” to “peer STA”.

· CID #77: Principle

· The 2nd sentence is replaced with alternate text which meets the essence of the comment.

· CID #48: Agree

· CID #49: Principle
· Submission needed: should allow an .11w capable STA with .11w disabled to receive protected broadcast/multicasts in an ESS supporting a mixed environment.

· CID #80: Disagree
· See the sponsor ballot for P802.11w D6.0, CID #22.
· CID #51: Disagree

· Table 8-32a is consistent with the base standard’s definition for KDEs.

· CID #50: Disagree
· See resolution to CID #51.

· CID #52: Disagree

· The diagram is already correct.
· CID #53: Agree

· CID #54: Agree

· CID #55: Agree

· CID #28: Agree

· All pseudocode in the clause starting at page 49 line 40 to page 50 line 14 should be shifted left one tab stop.  The problem arose from the way facing pages are aligned on the screen rather than viewed in printed form.  Another pass through the pseudocode is needed in order to ensure that this view of the problem is correct.
· CID #82: Principle
· The fix is essentially correct, but need to delete the redundant text that the fix creates.

· CID #59: Disagree

· Resolution not applicable to an IBSS
Wednesday, January 21, 2009, 4:00-6:00 PM
Chair: Jesse Walker
Acting recording secretary: Kapil Sood
Call to order and agenda

Meeting called to order by Jesse Walker.
· Attendance reminder
· The Chair mentions we are operating under the IEEE patent policy.  Patent policy was reviewed.
· Everyone in room understands patent policy and no LOA at this time.

· CID #57:

· See CID #41
· CID #58: Disagree
· CID #60: Disagree
· CID #61: Agree
· CID #62: Agree
· CID #11: Disagree
· The suggested resolution is overly complex.
· This builds upon an already broken 802.11 design – Disassoc/deauth were designed for devices in active mode and without security.  

· To do this right would require a re-design.  So, proposal to reject this.  If someone wants to raise this issue, then a comprehensive solution would be needed.

· CID #63, 64: Disagree
· CID #64: Agree
· CID #66: Agree

· CID #67: Disagree

· CID #40: Agree
· CID #69: Disagree
· Commentor asking to reject this, as there is currently not enough information.

· Members of this Task Group need to investigate their own implementations, and decide if there is a problem with this specification.

· CID #24: Agree
· Discuss Public Action frames protection
· CID #19: Chair reviewed the current proposed resolution for this comment.
· ‘k’ has used these as mini-beacons.  ‘y’ and now ‘u’ and ‘v’ are using as new application uses.
· If the info- is useful for unprotected, then why does it value change just because now keys are established?  11v is using these in different contexts, so same information is being used in different usages.
· So, why not put in different frames? How will a security policy be set for enterprises that are going to be deployed?  The enterprises will not be using these usages.
· The protocol will force them to use un-secured data, prior to being used.  This can be extended to beacons and probes, as there is no difference between the public and beacons.  So, chair needs to go update requirements.
· You don’t have to protect the TSF timer.
· You need multiple APs to see these frames for triangulation, and hence, not protected.
· For asset management, these frames need to be protected for authenticity.  So, this means that info- has no value unless it’s been validated.
· Chair counsels that we do not make a change to protect and unprotect public frames at the same time – as we do not understand the security issues.  But, chair is open to making this change, if people would like to change.
· What is being proposed is a different security model than what is developed around 11w and previous amendments – which is a single AP and multiple STAs.  This model which requires keys being shared between multiple APs is divergent from this model.
· In L3 multicast case, what is the key hierarchy?  How is the group defined?  We’d like to understand this better.  Are we looking at an AP-wide GTK?  Is the STA an originator – so, the STA needs to get that IGTK to distribute to all the APs?
· In TGv, non-AP STA sends public action frames to all APs.  In TGu, 802.21 information service elements need to be protected.  In Peer-Peer cases, STAs need to exchange information.  STAs would like to confrm these values in a protected manner.
· Requirement is that the same information to be handled as a hint and as a reliable data.
· Why not use a new Action frame, or encapsulate Action Frames as Data frames?
· Leads to more efficient implementation to use same type of frame.  But, after association, the flow is clear, as we have keys to completely protect those.
· The security is overloading the semantics of a type of frame being secure and unsecure at the same time.  

· Post association, there are public action frames coming from other sources, so STA implementations will have to investigate deeper to process.  There are other things where public action frames are coming from?  Concern in overloading same frames.  Take the same contents, and label the frame as a different type of Action Frame.
· For TGu GAS, there is a concern around what is being advertised?  When we use GAS for P2P and what services are being advertised?
· We already have cases where the AP can send same message for mixed environments.  Those STAs have 11w disabled or are legacy.  And, STA with 11w who do not have the key throw away that packet.
· Defer the resolution of this comment.  Really nervous about throwing away the standard security model.  So, let’s find a solution without throwing away this model.
· There are multiple ways to solve the confirmation model – all within the standard.
· The application design using TGv needs to be explored further.
· For GAS, who is attesting to this information?  The AP or a backend source?  These are different security models.  In native GAS, it is AP, for non-native GAS, there are 2 security models.  In open 802.11 networks, how is GAS data authenticated by L2.
· If this resolution to change is accepted, then we need to make sure all affected areas of the text are updated.  The draft is internally consistent now, and so, should be maintained moving forward.
· This comment is deferred.  Assign a new group #2, and put CID #19, #49, #70.
· Editorial comments:

· CID #21, 71, 14, 45, 75, 29, 7, 30, 78, 16, 8, 26, 79, 9, 31, 81, 32, 56, 17, 33: Agree
· CID #70: Added to Group 2

· CID # : Disagree

· CID #12, 13, 72, 27, : Principle

· CID #74, : Refered to 802.11mb

· Recessed 

Thursday, January 22, 2009, 8:00-10:00 AM
Chair: Jesse Walker
Acting recording secretary: Kapil Sood and Peter Yee
Call to order and agenda

Meeting called to order by Jesse Walker.
· Attendance reminder
· The Chair mentions we are operating under the IEEE patent policy.  Patent policy was reviewed.
· Everyone in room understands patent policy and no LOA at this time.

· We have made a pass through the spreadsheet, which has been on the reflector for less than 4 hours.  So, cannot vote this time.  There are 4 comments with no resolutions – CID 19, 49, and 70 on Public Action frames, and 41 and 57 which are on Transaction Identifier.
· For Public Action frames, we can get consensus.  A presentation needs to be setup to understand the problem, then, explore alternatives.  Any rationale that applies to Public Action frames will also apply to beacons.
· Do we need a F2F adhoc, and plan for telecons.  These have to be after 10 days from close of this meeting.
· MOTION:  Move to hold conference calls
· Feb 4, 09, 12:00-13:00 ET

· Feb 11, 09, 12:00-13:00 ET

· Feb 25, 09, 12:00-13:00 ET

· March 4, 09, 12:00-13:00 ET

· March 18, 09, 12:00-13:00 ET

· Mover: Nancy Cam-Winget
· Seconder: Peter Yee
· Result: By Unanimous Consent
· Recess 
· Chair calls to order

· Kapil Sood discussed his document (11-09/0181r0) which addresses CID #41.  The proposed changes are a reduction from 16 to 2 octets in the size of the Transaction Identifier field found in the SA Query Request and Response (7.4.9.1 and 7.4.9.2) and corresponding text in 10.3.39.1.2, 10.3.39.2.2, 10.3.39.3.2, 10.3.39.4.2, 11.3.3.3, and 11.3.2.4.  The proposed text defines the 2 octet field as a 16-bit non-negative counter value.  Sood's proposal would reset the counter value at the beginning of each SA Query procedure, but the feeling from the floor was that the transaction identifier should not be restarted for each procedure but should rather allow multiple, outstanding requests at the same time.

 

A twist in the discussion is that Jouni Malinen had suggested that state around a key be retained even after a disassociation.  This would obviate the need for the SA Query procedures, although that change might be more complex than the existing scheme.  Jesse Walker sees the SA Query as having two purposes: 1) allowing the AP to clear an association in the case of a client crash and 2) guarding a STA against denial-of-service associations.

 

The group decided that the SA Query procedures should be kept and amended along the lines of Sood's proposal.  Sood will modify his suggested text and resubmit based on input from the group.

 

Jesse Walker suggested a resolution to CID #49.  "Note that Robust Management frame protection cannot be applied until the PTK and IGTK has been established with the STA. Hence, a STA shall not transmit Robust Management frames until it has installed the PTK for the peer STA, or, in the case of broadcast/multicast, has installed the IGTK. Similarly, if a STA’s dot11RSNAProtectedManagementFramesEnabled is TRUE, it shall discard all protected Robust Management frames received before the PTK and IGTK are installed."  Henry Ptasinski clarified that the discarding would be done on the frames that are protected by the keys in question, not all frames.

 

Walker noted that the TGw timeline was out of date.  The timeline now extends until September based on the timing of upcoming ExecComm and RevCom meetings.  A recirculation sponsor ballot will be taken in January.  WG/EC approval would be expected in July, with RevCom/Standards Board approval to follow in September.

· Meeting adjourned.
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