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Introduction

IEEE Std 802.11-2007 seems to be ambiguous or at least unclear in description of which frame types are buffered for STAs in PS mode. 11.2.1 describes power management by referring only MSDUs which could be interpreted as only Data frames would be buffered, but 11.2.1.5 uses “MSDU or management frames” phrase which would indicate that at least some management frames are buffered when destined to a STA in PS mode (but broadcast/multicast case is only described for MSDUs). However, it is not clear whether this refers to all subtypes or just some. Furthermore, 7.1.3.1.7 describe the use of More Data field with “MSDU or MMPDU”, even for broadcast/multicast case.

Based on TGmb discussion there seems to be consensus that some management frames (e.g., unicast Action frames) must be buffered for STAs that are in PS mode and some management frames (e.g., Beacon frames) must not be buffered. Though, situation with some of the management frame subtypes may not be that clear. Anyway, the standard should provide unambiguous and clear description of which frames are to be buffered.

A related issue with power save buffering is in determining when a STA moves to PS mode if MMPDUs are buffered. 11.2.1.1 has a following statement: “The Power Managment bit shall not be set in any management frame, except an Action frame.” However, it is not clear whether the AP should change PS state when receiving a management frame with Power Management field set to 0 (e.g., an Action frame). Does a STA that remains in PS mode have to send a Data frame (nullfunc) with Power Management field set to 1 after transmission of every Action frame?

Management frame subtypes

Beacon:

· only broadcast

· must not be buffered

ATIM:

· only broadcast

· must not be buffered

Disassociation:

· mostly unicast, but AP could send broadcast Disassociation

· could be useful to buffer in 802.11-2007, but not critical

· 802.11w makes it more important to make sure STA receives this; see further consideration below

Association Request:

· unicast only

· only from non-AP STA to AP, so no buffering

Association Response:

· unicast only

· delivers Association ID; cannot be buffered in most cases

Reassociation Request:

· unicast only

· only from non-AP STA to AP, so no buffering

Reassociation Response:

· unicast only

· delivers Association ID; cannot be buffered in most cases

Probe Request:

- only from non-AP STA to AP, so no buffering

Probe Response:

· unicast only

· must not be buffered when reply to a broadcast Probe Request (active scan)

· could be buffered when reply to a unicast Probe Request from an associated STA

Authentication:

· unicast only

· likely before association, i.e., cannot be buffered

· corner case: an associated STA sends an authentication frame to the AP (e.g., FT back to same AP)

Deauthentication:

· mostly unicast, but AP could send broadcast Deauthentication

· could be useful to buffer in 802.11-2007, but not critical

· 802.11w makes it more important to make sure STA receives this; see further consideration below

Action:

· unicast frames must be buffered (e.g., 802.11k measurement requests or 802.11w SA Query)

· multicast frames?

· could be useful to buffer measurement request

· not currently described in the standard apart from More Data field description (7.1.3.1.7)

Multihop Action (802.11s):

· unicast could be buffered (?)

· broadcast/multicast: same as Action frame consideration (?)

Timing and information (802.11p):

· sent only outside the context of a BSS, so receiver is never in PS mode and the frame will not be buffered

Summary:

Must be buffered: unicast Action

Could be buffered: multicast/broadcast Action, Disassocation, Deauthentication, Multihop Action

Is not buffered: Beacon, ATIM, Association Request, Association Response, Reassociation Request, Reassociation Response, Probe Request, Timing and information

MFP and Deauthentication/Disassociation frame protection

IEEE 802.11w provides protection against unauthorized Deauthentication and Disassociation frames. If a STA has a valid security association, it will ignore unprotected Deauthentication and Disassociation frames. This can result in a situation where an AP cannot notify a non-AP STA that the association does not exist if the AP does not have a matching key anymore. The pre-802.11w mechanism of replying with Deauthentication/Disassocation frame to a Class 3 frame (e.g., Data) from non-associated STA does not work anymore because of this additional protection unless the AP maintains the previously used keys after the association has been removed.

If Deauthentication and Disassociation frames are sent without buffering to a STA that is in PS mode, they will not be received and the STA will not know that the association has been terminated. With MFP, this can lock out the STA until it somehow figures out that the connection does not work, drops the security association, and associates again. If Deauthentication and Disassociation frames (including multicast/broadcast frames) would be PS buffered, the likelihood of getting a STA stuck would be reduced. The power save buffering functionality is considered generic 802.11 behavior and TGw has preferred not to change this in IEEE 802.11w.

Another option of solving this situation would be for the AP to maintain a copy of the previously used security association in inactive state, i.e., it would not be used to decrypt any frames, and if a Class 3 frame is received from a STA that is not associated, but has an inactive SA, the Deauthentication/Disassociation frame that the AP will reply with could be sent protected. This would allow the STA to recover from the state which could result if Deauthentication/Disassociation frames  are not PS buffered. However, this would depend on the STA transmitting something (which is the case with pre-802.11w mechanism, too). This mechanism would likely be in scope for IEEE 802.11w, but a comment in the next SB recirc may not be on changed text (but could probably be piled on top of an open comment).

Proposed changes

to-do:

· 11.2.1, 11.2.1.1, 11.2.1.2, 11.2.1.3, 11.2.1.6 intro, a, and b: “MSDU” -> “MSDU or MMPDU” (or would “buffered frame” work better somewhere?)

· add an explicit list of management frame subtypes (including unicast vs. multicast) that are buffered if it is not obvious after the other changes

· need to decide whether multicast MMPDUs are ever buffered; if yes, more changes are needed in 11.2.1 subclauses

· if Deauthentication/Disassociation frames are buffered, need to describe when association is terminated and how Association ID is maintained for PS buffering (and will likely need to describe how keys are maintained in that case while the frame is in PS buffer, but that may fall in TGw area rather than TGmb)

Abstract


TGmb review comments (CID 62 and 101 in 08-1127r7) identified issues related to power save buffering of management frames in IEEE Std 802.11-2007. This submission provides more detailed description of the issue and proposes changes to resolve the issues.
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