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Summary of the intention of this document
1. Align the protocol identifier format of neighbour offset protocol with other part of the protocol definition. (CID603, 693)
2. Fix the inconistencies of the use of the neighbour offset protocol.(CID245, 978, 979)
3. Add some rule regarding to the frame transmission to mitigate the beacon collision from the hidden mesh STA. (CID10, 1149)
Suggested changes to the draft spec

1. Replace the “Synchronization Protocol element” with the “Synchronization Protocol identifier field” in the Mesh Configuration element.

2. Change the reference to the Synchronization Protocol element accordingly.

3. Provide the detailed text in the use of the synchronization protocol identifier field.

4. Provide the detailed text describing the optionality of the sync protocol.

5. Provide the frame transmission rule to mitigate the beacon reception error caused by the hidden node problem.
Apply the following changes.
Corresponding changes to D2.02 is indicated in the following text with “Track Changes” on, to clarify the direction to the editor. Please update the part indicated by the “Track Changes” only. Some “comments” are inserted to the document to notify the deleted part.
Regarding to the subclause 11B.12.5.2, the text is taken from the 11-08/1073r2, which provides the resolution text to synchronization (adopted in Hawaii meeting).
· Beacon frame format

Change the contents of the of Table 7-8-Beacon frame body as follows:

	· Beacon frame body

	Order
	Information
	Notes

	4
	Service Set 

Identifier (SSID)
	When dot11MeshEnabled is true and the interface on which the beacon is being sent is not configured as an Access Point, the SSID information element is set to the wildcard value as described in Figure s7.3.2.1. 


Insert the following additional rows (preserving their order) in Table 7-8-Beacon frame body just before the Vendor Specific information element

	· Beacon frame body

	Order
	Information
	Notes

	25
	Mesh ID
	The Mesh ID information element may be present within Beacon frames when dot11MeshEnabled is true. 

	26
	Mesh Configuration 
	The Mesh Configuration information element may be present within Beacon frames when dot11MeshEnabled is true. 

	27
	Mesh TIM
	The Mesh TIM element may be present in Beacon frames generated by the MP when dot11MeshEnabled is true.

	28
	Awake Window
	The Mesh Awake Window information element may be present within Beacon frames when dot11MeshEnabled is true.


	
	
	

	29
	Beacon Timing 
	The Beacon Timing information element may be present within Beacon frames when dot11MeshEnabled is true.

	30
	MDAOP 

Advertisements
	The MDAOP Advertisements information element may be present within Beacon frames when dot11MeshEnabled is true and the MP supports MDA.

	31
	MSCIE
	The MSCIE element may be present when dot11MeshEnabled is true.


· Probe Response frame format

Insert the following additional rows (preserving their order) in before the last row of Table 7-15-Probe Response frame body just before the Vendor Specific information element:

	· Probe Response frame body

	Order
	Information
	Notes

	23
	Mesh ID
	The Mesh ID information element may be present within Probe Response frames when dot11MeshEnabled is true. 

	24
	Mesh Configuration 
	The Mesh Configuration information element may be present within Probe Response frames when dot11MeshEnabled is true. 

	25
	Awake Window
	The Mesh Awake window element may be present within Probe Response frames when dot11MeshEnabled is true.


	
	
	

	26
	Beacon Timing 
	The Beacon Timing information element may be present within Probe Response frames when dot11MeshEnabled is true.

	27
	MDAOP 

Advertisements
	The MDAOP Advertisements information element may be present within Beacon frames when dot11MeshEnabled is true and the MP supports MDA.

	28
	MSCIE
	The MSCIE element is present when dot11MeshEnabled and dot11RSNAEnabled are set to true.


· Information elements

Insert the following rows (ignoring the header row and footer note) in Table 7-26—Element IDs in the correct position to preserve ordering by the “Element ID” column and update the “Reserved” range of codes appropriately.

	· Element IDs  (continued)

	Information element
	Element ID
	Length (in octets)
	Extensible

	Mesh Configuration (see 7.3.2.81)
	· 
	25
	

	Mesh ID (see 7.3.2.82)
	· 
	2 to 34
	

	Link Metric Report (see 7.3.2.83)
	· 
	3 to 257
	

	Congestion Notification (see 7.3.2.84) 
	· 
	10
	

	Peer Link Management (see 7.3.2.85)
	· 
	5 to 9
	

	Mesh Channel Switch Announcement (see 7.3.2.86)
	· 
	17
	

	Mesh TIM (see 7.3.2.87)
	· 
	6 to 256
	

	Awake Window (see 7.3.2.88)
	· 
	4
	

	Beacon Timing (see 7.3.2.89)
	· 
	7 to 257
	


	
	· 
	
	

	MDAOP Setup Request (see 7.3.2.90)
	· 
	7
	

	MDAOP Setup Reply (see 7.3.2.91)
	· 
	4 or 6
	

	MDAOP Advertisements (see 7.3.2.92)
	· 
	3 to 257
	

	MDAOP Set Teardown (see 7.3.2.93)
	· 
	3 or 9
	

	Portal Announcement (PANN) (see 7.3.2.94)
	· 
	15
	

	Root Announcement (RANN) (see 7.3.2.95) 
	· 
	23
	

	Path Request (PREQ) (see 7.3.2.96)
	· 
	39 to 257
	

	Path Reply (PREP) (see 7.3.2.97)
	· 
	34 to 257
	

	Path Error (PERR) (see 7.3.2.98)
	· 
	14
	

	Proxy Update (PU) (see 7.3.2.99)
	· 
	12 to 252
	

	Proxy Update Confirmation (PUC) (see 7.3.2.100)
	· 
	10
	

	MSCIE (see 7.3.2.101)
	· 
	9
	

	MSAIE (see 7.3.2.102)
	· 
	17 to 257
	

	Anti-Clogging Token (see 7.3.2.104)
	· 
	10-255
	

	NOTE-The length of an element marked “See NOTE” is specified in this Table, however additional fields may be added in future revisions, with new fields appearing following the existing fields.


 Assignment of values for these information elements needs to be approved by IEEE 802.11 ANA. Until that time, these values are marked as <ANA>. Final values will be requested from IEEE 802.11 ANA once this amendment reaches the 75% approval threshold in Sponsor Ballot.

· Mesh Configuration element

The Mesh Configuration element shown in Figure s10 is used to advertise Mesh services. It is contained in Beacon frames transmitted by MPs, and is also contained in Peer Link Open and Peer Link Confirm frames.
	ID
	Length
	Version
	Active Path Selection

Protocol Identifier
	Active Path Selection 

Metric Identifier
	Congestion Control Mode Identifier
	Synchronization Protocol Identifier
	Channel

Precedence
	Mesh Capability

	Octets:1
	1
	1
	4
	4
	4
	4
	4
	2

	· Mesh Configuration element


The Element ID is set to the value given in Table 7-26 for this information element. The Length field is set to 19. The version is set to 1.

The remainder of the fields are described in the following subclauses.

· Active Path Selection Protocol Identifier

MPs support one or more path selection protocols and one or more path metrics. However, only one path selection protocol and one path metric may be active in a particular mesh network at a time.

	OUI
	Path selection protocol identifier value

	Octets:  3
	1

	· Active path selection protocol identifier field


	· Path selection protocol identifier values

	OUI
	Value
	Meaning

	00-0F-AC
	0
	Hybrid Wireless Mesh Protocol  (default path selection protocol)

	00-0F-AC
	1-254
	Reserved for future use

	Vendor OUI
	0-255
	Vendor specific


(#s516 & 517)
· Active Path Selection Metric Identifier

The Active Path Selection Metric Identifier field indicates the path metric that is currently used by the active path selection protocol in the mesh network. The format of the Active Path Selection Metric Identifier is shown in Figure s12.

	OUI
	Path selection metric identifier value

	Octets:  3
	1

	· Active path selection metric identifier field


 Path selection metric identifier values are defined in Table s6.

	· Path selection metric identifier values

	OUI
	Value
	Meaning

	00-0F-AC
	0
	Airtime link metric defined in 11B.8 (default path selection metric)

	00-0F-AC
	1-254
	Reserved for future use (#s518 &519)

	Vendor OUI
	0-255
	Vendor specific


· Congestion Control Mode Identifier

The Congestion Control Mode Identifier field indicates the congestion control protocol that is currently used as defined in 11B.10. The format of the Congestion Control Mode Identifier is shown in Figure s13.

	OUI
	Congestion control mode identifier value

	Octets:  3
	1

	· Congestion control mode identifier field


Congestion control mode identifier values are defined in Table s7.

	· Congestion control mode identifier values

	OUI
	Value
	Meaning

	00-0F-AC
	0
	Default congestion control protocol

	00-0F-AC
	1-254
	Reserved for future use

	00-0F-AC
	255
	Null protocol

	Vendor OUI
	0-255
	Vendor specific


A Null protocol indicates the MP has no active congestion control protocol.
7.3.2.81.4 Synchronization Protocol Identifier

The Synchronization Protocol Identifier field indicates the synchronization protocol that is currently used as active protocol. The format of the Synchronization Protocol Identifier is shown in Figure s47.

	OUI
	Synchronization protocol identifier value

	Octets: 3
	1

	· Synchronization protocol identifier field


 Synchronization protocol identifier values are defined inTable s11.

	· Synchronization protocol identifier values

	

	OUI
	Value
	Meaning

	00-0F-AC
	0
	Neighbor offset protocol

	00-0F-AC
	1-254
	Reserved for future use

	00-0F-AC
	255
	Null protocol

	Vendor OUI
	0-255
	Vendor specific


The Neighbor offset protocol is defined as a default synchronization protocol among mesh STAs. The details of the Neighbor offset protocol is described in 11B.11.3
· Channel Precedence

The channel precedence field is set to the value of channel precedence of the unified channel graph to which the MP PHY belongs. Usage of the channel precedence field is described in 11B.4. A value of 0 identifies that the MP PHY is not currently operating with the simple channel unification protocol.

· Mesh Capability

The mesh capability field comprises a set of values indicating whether an MP is a possible candidate for peer link establishment. The details of the mesh capability field are shown in Figure s14.

	B0
	B1
	B2
	B3
	B4
	B5
	B6
	B7 
 B15

	Accepting Peer Links
	MDA Enabled
	Forwarding
	Beacon timing report enabled
	TBTT adjustment enabled
	Power Save Level
	Supports SAE
	Reserved

	Bits: 1
	1
	1
	1
	1
	1
	1
	10

	· Mesh Capability field


The Accepting Peer Links field is set to 1 if the MP is to establish peer links with other MPs and set to 0 otherwise.

The MDA Enabled field is set to 1 if the MP supports MDA services and set to 0 otherwise.

The Forwarding field is set to the value of the MIB variable dot11MeshForwarding. (#305)
The Beacon timing report enabled field is set to 1 if the MP supports MBCA beacon timing reporting function and is set to 0 otherwise. 

The TBTT adjustment enabled field is set to 1 if the MP supports TBTT adjusting function upon either of the detection of potential beacon reception at the neighboring MP or the reception of TBTT Adjustment Request, and is set to 0 otherwise. 

If the Power Management field is set to 1, the Power Save Level field indicates the power save level of the MP. The value 0 in the Power Save Level field indicates that the MP is operating in light sleep mode, the value 1 indicates that MP is operating in deep sleep mode. If the Power Management field is set to 0, the Power Save Level field is reserved.

The Supports SAE field is set to 1 if MP supports SAE authentication.

Note to Editor:

Remove the subclause describing Synchronizatin Protocol element entirely.
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· Mesh discovery

· General

Mesh discovery and peer link management require that MPs have sufficient information about themselves and potential neighbors. This process requires detection of potential mesh neighbors through Beacons or through active scanning using Probe Requests.

· Use of mesh identifier

The Mesh ID is used as a shorthand for a group of MPs that may form a mesh network. A matching Mesh ID is necessary for joining a mesh, along with other required conditions described in 11B.1.4. The Mesh ID may be installed in mesh capable devices by a variety of means which are beyond the scope of this standard. In the simplest case, the Mesh ID is set by the user, e.g., “Mike’s Mesh”.

NOTE--The Mesh ID is similar in purpose to an SSID, which is used to allow simple STAs to identify candidate APs with which to associate. SSIDs are used in STA implementations for AP discovery, thus to enable MP-to-MP discovery in a mesh while avoiding confusing non-mesh STAs, a new mesh-specific identifier is specified rather than reusing the existing overloaded SSID identifier. To avoid having STAs send association requests to MPs, a valid SSID is not to be included in Beacon frames sent by MPs. To avoid compatibility issues, rather than removing the SSID information element from MP Beacon frames, the wildcard value is used.

· Profiles for extensibility

An MP shall support at least one mesh profile. A mesh profile consists of:

· A Mesh ID

· A path selection protocol identifier

· A path selection metric identifier(#914)
· Candidate peer MP discovery

The purpose of this procedure is to discover candidate peer MPs and their properties, covering cases both before and after an MP is a member of a mesh network.

A configured MP, by definition, has at least one mesh profile. If the MP is a member of a mesh, exactly one mesh profile is active.

An MP performs passive or active scanning to discover neighbor MPs. In case of passive scanning, a discovered MP shall be considered a candidate peer MP if and only if all of the following conditions are met (a similar mechanism with probe response can be used for active scanning):

· A beacon is received from the discovered MP.

· The received beacon contains a Mesh ID that matches the Mesh ID of the scanning MP’s active mesh profile or that matches the Mesh ID of at least one of the scanning MP’s mesh profiles if the scanning MP is not currently a member of a mesh.

· The received beacon contains a Mesh Configuration element (see 7.3.2.81) that contains

· A supported version number

· A path selection protocol identifier and metric identifier matching the scanning MP’s active mesh profile or matching at least one of the scanning MP’s mesh profiles if the scanning MP is not currently a member of a mesh.

· A congestion control mode identifier matching the scanning MP's active congestion control mode or matching at least one of the scanning MP's congestion control modes if the scanning MP is not currently a member of a mesh.

d. A synchronization protocol identifier matching the scanning mesh STA's active synchronization protocol or matching at least one of the scanning mesh STA's synchronization protocol if the scanning mesh STA is not currently a member of an MBSS.

e.     An Accepting Peer Links field is set to 1.(#1341)
The MP attempts to discover all candidate peer MPs, and maintains the neighbor MP information indicating the MAC address of each MP, the most recently observed link state parameters, the received channel number and state. 

If an MP is unable to detect neighbor MPs, it may adopt a Mesh ID from one of its mesh profiles, and proceed to the active state. This may occur, for example, when the MP is the first MP to power on (or multiple MPs power on simultaneously). Peer links are established later as part of the continuous mesh discovery procedures.

Note--Identification of candidate peer MPs with whom to form links is outside the scope of this standard.

· Processing Peer Link Management Frames

· Overview

The MP shall classify the incoming peer link management frames to decide either to accept, reject, or silently ignore the frame. If the frame contains a broadcast/multicast address in TA, it shall be silently ignored. The result of frame processing shall trigger an event accordingly (see 11B.3.3.2). The mechanism that is used to classify frames is beyond the scope of this standard. 

The MP shall verify the link instance identifier in a peer link management frame determining whether the identifier identifies a known link instance, fails to match any instance, or is incomplete. The rules for verifying instance identifier are frame specific; see 11B.3.2.4, 11B.3.2.2, and 11B.3.2.3.

The MP shall also verify the configuration parameters, if present, conveyed in the Open and Confirm frames. The Mesh Configuration information element and Frame Control field supply the configuration parameters. If either is present in the Confirm, the MP shall verify that the parameters reported by the Candidate peer MP match those the MP has agreed to use for this link instance. In particular, the MP shall verify the following fields or subfields. This verification is needed to satisfy the consistency property, i.e., to guarantee that MPs agree on the configuration before establishing a peer link.

· Fields in Mesh Configuration element

· Active Path Selection Protocol ID field

· Active Path Selection Metric ID field

· Active Synchronization Protocol ID field
4)      Mesh Capability field, including the following subfields

· Accepting Peer Links

· MDA Enabled

· Frame Control field

· Power Management field

MPs shall verify that the same Path Selection Protocol and the same Path Selection Metric are used.

The MP shall verify that it supports MDA services when the candidate peer MP sets the “MDA Enabled” field to 1.

The MP shall ignore all security related parameters if the RSN information element is not present.

· Mesh beaconing and synchronization

· TSF for mesh networks

The MP shall initialize its TSF timer depending on the active synchronization protocol of the MP. The MP shall periodically transmit special f

· Extensible synchronization framework

An extensible framework is introduced to enable flexible implementation of synchronization protocols within a mesh network. Within the extensible synchronization framework, a neighbor offset synchronization protocol is defined to enable minimal synchronization capability and interoperability between mesh points. To accommodate various application needs, the framework allows flexibility to integrate future synchronization protocols for wireless mesh networks.

MPs use the Synchronization Protocol identifier field in the Mesh Configuration element in Beacon and Probe Response frames to announce the active synchronization protocol. 

· It is optional for an MP to support synchronization. If an MP does not support synchronization, it shall not include Synchronization Protocol identifier field in the Mesh Configuration element in Beacon and Probe Response frames.

· An MP may choose to synchronize with neighbor MPs or a subset of neighbor MPs based on its own requirements and the requirements of its neighbor MPs.

An MP that supports synchronization may choose to synchronize with neighbor MPs or a subset of neighbor MPs based on its own requirements and the requirements of its neighbor MPs. An MP may choose not to synchronize even if it supports synchronization. Support for synchronization is optional.

· Neighbor Offset Protocol

Neighbor Offset protocol is a per-neighbor based synchronization protocol to allow an MP to keep track of the time base of its neighbor MPs.

An MP using this protocol shall maintain a timing offset value between its self TSF timer and the TSF timer of each neighbor MP with which it intends to establish synchronization. An MP may start its TSF timer independently of other MPs, and may not update the value of its TSF timer based on time stamps received in Beacon or Probe Response frames from other MPs. However, an MP that utilizes the neighbor offset protocol shall update the timing offset value with respect to the neighbor MP based on time stamps from the received Beacon and Probe Response frames as follows:


Offset for neighbor MP = received time stamp from neighbor MP - self TSF timer value.

The offset value is represented as 2’s complement. The offset value indicates microseconds.

An MP may translate its self TSF timer value into another MP's timer base by applying the offset as follows:


Translated neighbor MP's TSF timer value = self TSF timer value + offset for neighbor MP.

· Beaconing

An MP transmits Beacon frames which are specific to mesh. Beacon frames for mesh and BSS shall be differentiated by the capability information field in the beacon frame as specified in 7.3.1.4. An MP that collocates with an AP generates beacon frames for the mesh independently of the AP. (The logical entity “MP” transmits beacon frames for mesh, and the logical entity “AP” transmits beacon frames for BSS.) MPs may have independent beacon intervals for mesh beacons and BSS beacons.

The MP shall define a series of TBTTs exactly dot11MeshBeaconPeriod TUs apart. Time zero is defined to be a mesh TBTT with the Beacon frame being a mesh DTIM. At each mesh TBTT, the MP shall schedule a Beacon frame as the next frame for transmission according to the medium access rules specified in Clause 9. The beacon period is included in Beacon and Probe Response frames.

Note to Editor:

The following subclause, “11B.12.5.2 TBTT selection and adjustment,” is exceptionally taken from the 11-08/1073r2, which provides the resolution text to synchronization (adopted in Hawaii meeting).
11B.12.5.2 TBTT selection and adjustment
The MP which is capable of parsing the beaon timing element and the TBTT selection/adjustment procedure described below shall set “TBTT Adjustment enabled” bit in the Mesh Capability field of the Mesh Configuration element to 1. TBTT adjustment functions are enabled upon the receipt of an MLME-MeshTBTTAdjustment.request with PeerMPAddress parameter of 0xffffff.

MPs may select a TBTT and beacon interval so that its beacon frames do not collide with beacon frames transmitted by STAs in 2 hop range, using the information obtained from beacon timing element from its neighboring MPs. It is important that an MP selects its TBTT and beacon interval not to collide with any of the TBTTs of neighbor MPs and neibor’s neighbor MPs, in order to make sure that neighboring MPs can receive its beacon frame without collision. Even if the beacon collision is not observed by itself, its beacon frame may be collided with the beacon frame from the hidden nodes at the receiving MP.

After start beaconing, an MP may keep on monitoring beacon timing element from neighboring MPs and adjust its TSF timers to reduce the chances that they will transmit Beacon frames at the same time as one of their neighbors or neighbors’ neighbors. Also,  An MP may adjust its TSF timer if it discovers that its TBTT may repeatedly collide with the TBTT of a neighbor.  Options an MP has for adjusting its TSF include advancing or suspending the TSF for a period of time. 

Specifically, an MP shall operate the following procedure when it enables TBTT adjustment for MBCA purposes.
a) When an MP sees one of its neighbor’s TBTT is delaying due to the clock drift, it shall suspend its TSF timer for the delay amount, so that its TSF counting frequency to be identical the most delaying neighbor’s. By adopting this operation, clock drift is compensated and neighbor’s TBTTs do not drift away. Since the TSF is adjusted to the slower direction, neighboring MPs do not miss the adjusted TBTT.

b) When an MP discovers that its TBTT may be colliding with neighbor’s, it shall suspend its TSF timer for a period of time to slow the time, if its MAC address is smaller than the colliding ones. If its MAC address is greater than the colliding ones, the MP shall advance its TSF timer for aperiod of time when it does not maintain a peer link with power saving MP.

c) When an MP receives TBTT Adjustment request frame, it shall suspend its TSF timer for a period of time so that its TBTT does not collide with the beacon timings reported by the TBTT Adjustment request frame.

The mesh STA which is capable of parsing the Beaon Timing element  should not extend its transmission other than beacon frames across its neighbors reported beacon reception timing, in order to assist the proper Beacon frame reception at its neighboring mesh STAs. This operation helps in mitigating the Beacon collision at its neighbor mesh STAs. The mesh STA which is capable of parsing the Beaon Timing element and enables MDA shall not extend its transmission other than beacon frames across its neighbors reported beacon reception timing. After silencing for dot11MeshExpectedBeaconFrameDuration microsecond, the mesh STA may start transmitting frames again.
A.4.4.16a Mesh Protocol Capabilities

A.4.4.16a.1 General Mesh Support
	Item
	Protocol Capability
	Reference
	Status
	Support

	MP1
	Support of Mesh Capability
	5.2.9.1, 11B.1
	O
	Yes No N/A  

	MP2
	Decrement of Mesh Frame TTL
	7.1.3.5a.1
	MP1:M
	Yes No N/A 

	MP3
	MP Beaconing
	11B.12.4
	MP1:M
	Yes No N/A  

	MP4
	MP Synchronization
	11B.12
	MP1:M
	Yes No N/A  

	MP5
	MDA
	9.21
	MP1:O
	Yes No N/A 

	MP5.1
	MDAOP Advertisement
	9.21.9
	MP5:M
	Yes No N/A 

	MP5.2
	Neighbor MDAOP Recognition
	9.21.4-9.21.6
	MP5:M
	Yes No N/A  

	MP5.3
	MDAOP Setup
	9.21.6
	MP5:M
	Yes No N/A  

	MP5.4
	Access during MDAOPs
	9.21.9
	MP5:M
	Yes No N/A 

	MP6
	Intra Mesh Congestion Control
	11B.10
	MP1:O
	Yes No N/A  

	MP7
	Mesh Beacon Collision Avoidance 
	11B.12.5
	MP1:O
	Yes No N/A  

	MP8
	Mesh Power Management 
	11B.13
	MP1:O
	Yes No N/A 

	MP9
	Mesh Power Save Support
	11B.13
	MP1:M
	Yes No N/A 

	MP10
	Mesh channel selection
	11B.3
	MP1:M
	Yes No N/A 

	MP11
	Airlink Time metric computation
	11B.7
	MP1:M
	Yes No N/A  


· (normative) ASN.1 encoding of the MAC and PHY MIB

Insert the following at the end of Annex D:

dot11MeshExpectedBeaconFrameDuration OBJECT-TYPE


SYNTAX INTEGER (0..4023)

MAX-ACCESS read-write


STATUS current


DEFAULT {0}


 DESCRIPTION

"This attribute shall specify the expected duration of beacon frames received by the neighboring mesh STAs. The value is expressed in units of microseconds. "


 ::= { dot11MeshSTAConfigEntry 24}
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Abstract


This document provides resolution to the CIDs relating to the neighbor offset protocol. The proposed resolution potentially resolves CID 10, 245, 603, 693, 978, 979, and 1149.






































�Remove “Synchronization protocol” element from the table.


�Remove “Synchronization protocol” element from the table.


�Remove “Synchronization protol” from the table.


�Remove subclause describing Synchronization Protocol element entirely.
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