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Abstract

This document contains proposed normative text for  LB133 comments CIDs #1227 and 1328.

7. Frame formats

7.1 MAC frame formats

7.3.2.62 Event Request element

7.3.2.62.1 Event Request definition

The Event Request element contains a request to the receiving STA to perform the specified event action. The format of the Event Request element is shown in Figure v1.

	
	
	
	
	
	
	

	
	Element ID
	Length
	Event Token
	Event Type
	Event Response Limit
	UTC
Reference
	TSF
Reference

	Event Request

	Octets:
	1
	1
	1
	1
	1
	9
	8
	variable

	Figure v1—Event Request element format


The Element ID field is equal to the Event Request value in Table 7-26.

The value of the Length field is variable and depends on the length of the Event Request field.

The Event Token field is set to a nonzero number that is unique among the Event Request elements sent to each destination MAC address for which a corresponding Event Report element has not been received.

The Event Type field is set to a number that identifies the type of event request. The Event Types are shown in Table v1.

	Table v1—Event Type definitions for event requests and reports



	Name
	Event Type

	Transition
	0

	RSNA 
	1

	Peer-to-Peer Link
	2

	WNM Log
	3

	Reserved
	4 – 220

	Vendor Specific 
	221

	Reserved
	222 – 255


The Event Response Limit field contains the maximum number of requested Event Reports to be included in the Event Report Element.

The UTC Reference field is set to the UTC time at which the TSF timer is equal to the value in the TSF Reference field. The UTC Reference time is in UTC format, including all subfields as shown in Table v6. If UTC time is unknown at the requesting STA, the UTC Reference field is set to all binary ones.
The TSF Reference field is set to the TSF timer value corresponding to the UTC Reference time. If the UTC Reference field is set to all binary ones, the TSF Reference field is reserved. 
The Event Request field contains the event request corresponding to the Event Type as described in 7.3.2.62.2 through 7.3.2.62.4. The Event Request field is not present when requesting a WNM Log report.

The Event Request element is included in an Event Request frame as described in 7.4.11.2. The use of the Event Request element and Event Request frame is described in 11.20.2. 

7.3.2.63 Event Report element

7.3.2.63.1 Event Report Definition

The Event Report element is used by a STA to report an event. The format of the Event Report element is shown in Figure v15.

	
	
	
	
	
	
	
	

	
	Element ID
	Length
	Event Token
	Event Type
	Event Report Status
	Event Timestamp (optional)
	Event Report (optional)

	Octets:
	1
	1
	1
	1
	1
	0 or 12
	variable

	Figure v15—Event Report element format


The Element ID field is equal to the Event Report value in Table 7-26.

The value of the Length field is variable and depends on the length of the Event Report field. The minimum value of the Length field is 3.

The Event Token field is set to the Event Token in the corresponding Event Request element. If the Event Report element is being sent autonomously then the Event Token is set to 0. 

The Event Type field is set to a number that identifies the type of event report. The Event Types are shown in Table v1.

The Event Report Status field is set to a value in Table v5, indicating the STA’s response to the Event Request.

	Table v5—Event Report Status



	Event Report Status
	Description

	0
	Successful

	1
	Fail

	2
	Refused

	3
	Incapable

	4
	Cancelled

	5–255
	Reserved


The Event Timestamp and Event Report fields are only present when the Event Report Status field is set to 0.

The Event Timestamp field is set to the time that the Event occurred, in UTC as shown in Table v6. If UTC time at the reporting STA is unknown, the field is set to all binary ones . 
	Table v6—Timestamp Field



	Octet
	Description

	0 - 1
	Milliseconds (0-999)

	2
	Seconds (0-59)

	3
	Minutes (0-59)

	4
	Hours (0-23)

	5
	Day of month (1-31)

	6
	Month (1-12)

	7-8
	Year (0-65534)


The Event Report field contains the specification of the event report, as described in 7.3.2.63.2 through 7.3.2.63.5.

The Event Report element is included in an Event Report frame as described in 7.4.11.3. The use of the Event Report element and frame is described in 11.20.2.

11.20.2 Event request and report procedures

11.20.2.1 Event request and event report

The Event Request and Event Report frames enable network real-time diagnostics. A STA that has a value of true for the MIB attribute dot11MgmtOptionEventsEnabled is defined as a STA that supports event requests or reporting. A STA for which the MIB attribute dot11MgmtOptionEventsEnabled is set to true shall set the Event field of the Extended Capabilities element to 1. If dot11MgmtOptionEventsEnabled is set to true, a STA shall collect, timestamp and log all transition, RSNA, Peer-to-peer, and WNM Log events.

A STA that supports event reporting shall only send an Event Request or Event Report frame to a STA within the same infrastructure BSS or the same IBSS whose last received Extended Capabilities element contained a value of 1 for the Event bit in the Capabilities field. If the STA receives an Event Request frame without error and it supports event reporting, it shall respond with an Event Report frame that includes the Dialog Token that matches the one in the Event Request frame. 
A STA that receives an Event Request frame including a UTC Reference and a TSF Reference shall use the received UTC and TSF Reference values as the time reference for reporting of event timestamps for all event requests specified in the Event Request frame.  Event timestamps shall be reported in UTC format as defined in Table v6 to a resolution of 1msec.   
A STA that receives an Event Request frame with a UTC Reference that is unknown shall, for all event requests in that frame, report event timestamps with all octets set to binary ones.
Within each Event Request frame there may be zero or more Event Request elements. Each Event Request element contains a unique Event Token that identifies the element within the Event Request frame. Each Event Report element shall contain the same Event Token that was included in the original request. 

Only a single Event Request frame from a STA is outstanding at a given STA at any time. If a STA receives a subsequent Event Request frame with a different Dialog Token before completing the Event Report for the previous request from the requesting STA, the receiving STA shall only respond to the most recent request frame.

Upon a BSS transition, any event requests in the latest Event Request frame shall be cancelled at the STA.

NOTE — The STA log of events shall not be cleared as a result of BSS transitions. However, if STA moves to a different ESS or IBSS, the STA shall delete all event log entries.

All Event Report elements shall include a Status field that indicates the overall result of the event transaction. If the STA is able to return zero or more Event Report elements, then a value of Successful shall be returned. If a STA has no logged events of the requested type, it shall return an event report with no events included in the successful Event Report element. If the STA is unable to process the request at that time, a value of Fail shall be returned. If the request is unacceptable to the STA, a value of Refused shall be returned. If the STA is incapable of generating an Event Report of the type specified in the Event Request frame, the STA shall return a value of Incapable indicating that the requester should not request again.

The Event Report frame shall only be sent with an individually addressed destination address. If a non-AP STA receives an Event Request frame with a multicast destination address, it shall discard the frame. An Event Request shall only be sent from an AP to a non-AP STA. Event Request frames sent to an AP shall be discarded by the AP.

When a STA sends an Event Request frame to another STA it shall indicate the types of events requested by setting the Event Type field and shall indicate the maximum number of logged events to report by using the Event Response Limit field in each included Event Request element. If the number of available logged events of the requested type exceeds the Event Response Limit, the STA shall only report an Event Response Limit number of the most recent events. If there are no available logged events of the type specified in the Event Request frame, the STA shall send Event Report frame without any Event Report element. The reporting STA shall send all available Event Report elements for the requested Event Type when the Event Request field is not present in the Event Request element.

If the Event Report elements do not fit into a single MMPDU, the reporting STA shall send the remaining elements in additional Event Report frames until all Event Report elements have been returned to the requesting STA. Each subsequent Event Report frame and Event Report elements shall include the same Dialog Token and Event Token, respectively, that was sent in the corresponding Event Request frame. When multiple MMPDUs are required, the non-AP STA shall include complete Event Report elements and shall not fragment an element across multiple MMPDUs.

The Event Request and Report elements may contain conditions that specify events to be reported and conditions that establish event reporting when a STA experiences problems or failures. A STA sends an Event Request frame containing zero or more Event Request elements including one or more subelements. Subelements are defined for each event type. The corresponding Event Report element shall include the events that meet the specified event conditions within the current ESS or IBSS.

A STA shall not address an Event Request frame to a STA that is not a member of the same BSS or IBSS. The permitted source and destination STAs for an Event Request frame are shown in Table 14.

	Table 11-14—Allowed and disallowed event request



	Service set
	Source of request
	Destination of request
	Allowed

	Infrastructure BSS
	AP
	Non-AP STA
	Yes

	Infrastructure BSS
	Non-AP STA
	Non-AP STA
	No

	Infrastructure BSS
	Non-AP STA
	AP
	No

	IBSS
	Non-AP STA
	Non-AP STA
	Yes

	ESS
	AP
	AP
	No
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