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A. Comment Group #3
Proposed Resolution to CID 260 as “Counter”, “See CID 264”
Proposed Resolution to CID 261 as “Counter”, “See CID 264”
Proposed Resolution to CID 240 as “Counter”, “The entire section has been replaced by TIE defined by 802.11r.  In addition, see CID 264.”

Proposed Resolution to CID 133 as “Accept”

Proposed Resolution to CID 264 as “Counter”, “Changes in doc# 11-08-1231-r0”
Resolution for CID 264 is given below:
Change 8.4.3., page 27, line 40
An RSNA-enabled AP shall use Table 8-1a and the Management Frame Protection Capable and Management Frame Protection Required advertised in the RSN IEs to determine if it may associate with a non-AP STA. An RSNA enabled non-AP STA shall use Table 8-1a and the values of the Management Frame Protection Capable and Management Frame Protection Required bits advertised in the RSN IEs to determine if it may associate with an AP.  Management Frame Protection shall be enabled when dot11RSNAProtectedManagementFramesEnabled  is set to 1.  Management Frame Protection shall be negotiated when an AP and non-AP STA set the Management Frame Protection Capable field to 1 in their respective RSN IEs in the (re) association procedure, and both parties confirm the Management Frame Protection Capable bit set to 1 in the 4-way Handshake, FT 4-way Handshake, or the FT Fast BSS Transition protocol.
Change 8.4.4., page 28, line 42
In order to establish a connection with a peer STA, an RSNA enabled STA that implements Management Frame Protection shall use Table 8-1b and the MFPC and MFPR values advertised in the RSN IEs exchanged in the 4-Way Handshake initiated by the Authenticator of the STA with the larger MAC address to determine if the communication is allowed.  Management Frame Protection shall be enabled when dot11RSNAProtectedManagementFramesEnabled  is set to 1.  The STAs shall negotiate use of protection of management frames when the both STAs set the Management Frame Protection Capable field to 1 in their respective RSN IEs in the (re) association procedure, and both parties confirm the Management Frame Protection Capable bit set to 1 in the 4-way Handshake.
Change 5.4.2.4., page 2, line 54

Change 5.4.3.2., page 3, line 6
Change 5.8.2.1., page 5, line 6
Change 5.8.2.1., page 5, line 17

Change 5.8.2.2., page 6, line 40

Change 5.8.6., page 6, line 48
Change 7.3.2.25.1., page 15, line 3
Change 8.3.1., page 21, line 21
Change 8.3.1., page 21, line 36
Change 8.3.3.3.3., page 23, line 13
Change 8.3.4.6., page 26, line 10
Change 8.7.2.1a., page 43, line 40
Change 11.19., page 53, line 48
Change 7.3.2.25.1., page 15, line 3
Management Frame Protection is negotiated
B. CID# 241
Proposed Resolution to CID 241 as “Counter”, “See Text in 11-08-1231-r0”
Change 8.3.4.4, 8.3.4.5, and 8.3.4.6, page 25 line 16 to page 26 line 12, as follows:
8.3.4.4 BIP replay protection 
The MMIE Sequence Number field represents a sequence number whose length is 6 octets. 
When Management Frame Protection is negotiated, the receiver shall maintain a 48-bit replay counter for each IGTK. The receiver shall set the receive replay counter to the value of the IPN in the IGTK KDE provided by the Authenticator in either the 4-way Handshake or Group Key Handshake. 
The transmitter may reinitialize the sequence counter when the IGTK is refreshed. 
Note - when the IGTK PN space is exhausted, the choices available to an implementation are to replace the IGTK or to end communications.
8.3.4.5 BIP transmission 
When a STA transmits a protected broadcast/multicast Robust Management frame it shall: 
a) Select the IGTK currently active for transmission of frames to the intended group of recipients and construct the MMIE (see 7.3.2.55) with the MIC field masked to zero and the KeyID field set to the corresponding IGTK KeyID value. The transmitter shall select a valid replay counter for this IGTK and insert this value into the MMIE Sequence Counter field.  The transmitter shall increment the replay counter by a positive number.
b) Compute AAD as specified in 8.3.4.3. 
c) Compute AES-128-CMAC over the concatenation of (AAD || Management Frame Body || MMIE), and insert the 64-bit output into the MMIE MIC field. 
d) Compose the broadcast/multicast Robust Management frame as the IEEE 802.11 header, management frame body, MMIE, and FCS. The MMIE shall appear last in the frame. 
e) Transmit the broadcast/multicast Robust Management frame.

8.3.4.6 BIP reception 
When a STA receives a broadcast/multicast Robust Management frame protected by BIP, it shall: 
a) Identify the appropriate IGTK key and associated state based on the MMIE KeyID field. If no such IGTK exists, silently drop the frame. 
b) Otherwise, perform replay protection on the received frame.  The receiver shall interpret the MMIE Sequence Counter field as a 48-bit unsigned integer. It shall then compare this integer value against the receive replay counter for the IGTK identified by the MMIE Key ID field. If the integer value from the received MMIE Sequence Counter field is less than or equal to the replay counter value for this IGTK, the receiver shall discard the frame and increment the dot11RSNAStatsCMACReplays counter by 1.  Otherwise, the receive replay counter for the IGTK identified by the MMIE Key ID field is updated with the integer value of the MMIE Sequence Counter field.
c) If the replay protection succeeds, the receiver shall compute AAD for this management frame, as specified in 8.3.4.3. 
d) The receiver shall extract and save the received MIC value, and compute the AES-128-CMAC over the concatenation of (AAD || Management Frame Body || MMIE) with the MIC field masked to zero in the MMIE. If the result does not match the received MIC value, then the receiver shall discard the frame and increment the dot11RSNAStatsCMACICVErrors counter by 1. 
If Management Frame Protection is enabled, broadcast/multicast Robust Management frames that are received without BIP protection shall be discarded.
C. CID# 251
Proposed Resolution to CID 251 as “Reject”, “The text in 11.20 clearly states all conditions in which a non-AP STA shall send a ping response.  If a non-AP STA would like to delete its PTK (say, if compromised), then it shall issue a new plaintext Associate to the AP, and per procedure specified in 11.20, does not have to repond to the ping request.  Per 802.11-2007, a non-AP STA may also send a protected disassociate to the AP, prior to initiating a new association with the same AP”
D. CID# 259
Proposed Resolution to CID 259 as “Reject”, “The text proposed herein is consistent with the format and layout of the Association (11.3.2.2) and Reassociation (11.3.2.4) procedures in the base draft 802.11-2007.  The consolidation of these procedures is outside scope of 802.11w, and should be submitted as a cooment for consideration by 802.11mb.”
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