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Wednesday, September 24, 2008, 12:00-1:00 PM EST
Chair: Jesse Walker
Acting recording secretary: Kapil Sood
Attendees:  Jesse Walker, Nancy Cam-Winget, Kapil Sood, Jouni Malinen, Adrian Stephens, Dick Roy
Call to order and agenda

Meeting called to order.  The chair then reviewed the following topics from the agenda:

· The Chair made everyone aware of the IEEE patent policy
· Everyone aware of patent policy and no LOA at this time

· Agenda is to resolve comments from SB.  No proposal to change the agenda, and approved by unanimous consent.
· The meeting Agenda is to go over comments resolution in document number 11-08/1070r4
· All editorial comments assigned to Editor (Nancy Cam-Winget) for resolution.  No objections to that.
· All comments ordered per page, line and clause
· CID 251: (D. Engwer’s comment submitted by Kapil Sood)
· This is LB 121 (CID 71)

· The group tried to interpret the comment.  If non-AP STA has a PTK, then it can send a TGw protected association.  In 11r case, Associaiton is protected.
· For 11i re-associaiton case, Associaiton message can be protected.  If this needs to be done, then it should be done aligned with 11r procedures.
· 11r is optional, so cannot depend on that.  This feature is OK, for corner-cases, but concerns of hardware impacts, and that it doesn’t solve all problems.  Re-associaiton to same AP happens often, and should not be delayed due to Pings.
· This is too much complexity w/o covering all cases for Ping, e.g. Client crashing scenarios.  If clients need a fast transition to an AP, then they should use 11r, and if not, then a few msecs delay from Ping may not matter.
· Problem with this mechanism is a replay problem.  Re-Assoc request is an un-solicited message.  AP should distinguish a replay from a crash, where the possibility of using a plaintext re-association has to be supported.
· The Ping process will prevent a client from re-associating with the same AP.  Cases where a clients switch due to changing QoS parameters which can only be changed on association.
· Group agrees on some change in draft is needed, which currently forbits re-association w/o a new key
· This should be an optional feature, as if client looses a key, then plaintext association needs to be sent.  How can we mandate a client to use existing PTK to protect an association to change those parameters?

· A client may know its PTK has been compromised, so it may want to do a new association plaintext.
· There should be a separate method/mechanism to change those rates and other params, so why is association being used for that.  It is an expensive operation.  Chair ruled this change as out of order, as defining new mechanisms is outside scope of TGw.
· Consensus that something needs to be done, and that this should be optional for a number of reasons.  3 options: (1) Use TK to encrypt association; (2) use 11r-like procedure using 11r defined IEs.  (3) Client to drop the PTK and client does not respond to the Ping.
· Jesse to discuss this discussion with Darwin, as the comment is hard to follow.  
· Kapil to bring-in proposed text for modifying the ping procedure, to address 3rd option.
· Reminder of next meeting at the AdHoc on Oct 9-10th in Santa Clara.
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