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1 Introduction

IEEE 802.11u-d3.01 currently supports IEEE 802.21-IS which provides mechanisms for network services discovery. Using 802.11u Non-Native GAS mechanism, devices can query the 802.21 IS for the network services. 

However, 802.21-IS is deployable for the large scale networks. It is not feasible for small networks, i.e., one AP with a few connected devices. What is lacking is the availability of similar behaviour in small networks where 802.-21-IS is not available. 
Today, we see more and more consumer electronic devices, such as phones, cameras, media players, projectors, and computers enabled with Wi-Fi. However, as the mobile users move around, the devices may need to communicate among themselves. For instance, users can take picture with their camera and send it to their notebook for editing and displaying. This is where Peer-to-Peer (P2P) personal networking comes into picture. The idea is simple, you put Wi-Fi enabled devices beside each other, and they communicate with each other without requiring full fledge 802.11 infrastructure. As the name suggest, the P2P is used for communication among personal devices or connecting to higher layer services, using the 802.11 radios in the devices. 
This proposal introduces methods that will help personal devices to discover the P2P networks around them and query services available in the network without going through the trial and error method of connecting and disconnecting with the network. 
IEEE 802.11u-d3.01 currently provides a Network Type field in included in the Interworking element.  Using the Network Type field, a non-AP STA can quickly scan and discover the P2P networks by sending a Probe Request in which the Network Type field is set to “Peer-to-Peer”.  Then, only the APs configured with Network Type = “Peer-to-Peer” will reply with a Probe Response. 
As P2P enabled devices forms the P2P network, a device assumes the role of control point or virtual AP in the network, mediates the communication within the P2P, and builds the list of device services available in the network and advertises them when queried. 
Once, the P2P network is identified, using the Peer-to-Peer network type, as described above, the device can initiate the service discovery processes. In pre-associated state, non-AP STAs can query the P2P network for the available services it is interested in. If the service of interest is available in a particular P2P network, the client can then connect to the network. It can then make use of the services offered. In the absence of such functionality, the client would have to try to connect to the network, after finding out the service it needs is not available in the network, it would have to disconnect from the network and try to connect another network until it finds the service it needs.  The proposed link layer service advertisement and discovery solution removes the trial-error way of connecting and disconnecting from the networks until the client finds what it needs. 

The proposed link layer service advertisement and discovery mechanisms will greatly benefit the personal devices with fast discovery of network services in P2P personal networks, resulting better network selection, quicker response and improved battery life for mobile devices.  

Note that this is not intended as a replacement to 802.21-IS.  Clearly this is not possible given the richness of the 802.21-IS query language and the small amount of information conveyed by the proposed solution. It will be practical in small P2P networks. 
7.2.3 Management frames

7.2.3.4 Association Request
Insert  the following to the contents of Table 7-10 as shown below:

Table 7-10—Association Request frame body
	Order
	Information
	Notes

	10
	Service Description
	The Service Description element is present if dot11PeerToPeerNetworkingEnabled is true.


7.3.1.1 Reason Code field

Insert following item into Table 7-22 before “Reserved”, renumber when necessary:

Table 7-22—Reason codes
	Reason Code
	Meaning

	52
	Connection is rejected because the service is already provided by the network 

	53 – 65535
	Reserved


7.3.2
Information elements
Insert the following to the contents of Table 7-26 as shown below:

Table 7-26—Element IDs

	Information Element
	Element ID
	Length

	Device Service Description
	<ANA>
	variable


7.3.2.59 Interworking information element

Change Table 7-43r as shown below:

	Network Type Codes
	Meaning
	Description

	0
	Private network
	Non-authorized users are not permitted on this network. Examples of this network type are home networks and enterprise networks, which may employ user accounts. These networks may or may not employ encryption.

	1
	Private network with guest access
	Private network but guest accounts area available. 

	2
	Chargeable public network
	The network is accessible to anyone, however, access to the network requires payment. Further information on types of charges may be available through other methods (e.g., 802.21, http/https redirect or DNS redirection).

	3
	Free public network
	The network is accessible to anyone and no charges apply for the network use.

	4
	Emergency network
	The network supports Emergency Services. Further information is available from a native GAS query (see 7.3.3)

	5
	Peer-to-Peer network
	A small network of personal devices such as printer, camera and computers, where one device may assume the role of AP.

	5 6 to 13
	Reserved
	Reserved

	14
	Test or experimental
	The network is used for test or experimental purposes only.

	15
	Wildcard
	Wildcard network type


Insert the following new subclause, renumbering clauses as necessary:

7.3.2.66 Device Service Description element

The Device Service Description information element contains information about the services provided by the device joining the network.  The Service Description element format is shown in Figure 7-95ay.

	
	
	
	B0 – B3
	B4 – B7
	
	
	

	
	Element ID
	Length
	Number of Services Supported
	Reserved
	Device Service #1
	. . .
	Device Service  # n (optional)

	Bits:
	
	
	4
	4
	
	
	

	Octets:
	1
	2
	
	
	variable
	
	variable


Figure 7-95ay—Device Service Description element format
The Length field is the length of the Device Service element. The value of the Length field is variable and depends on the number of Device Service fields and lengths present.
The Number of Services Supported field is a 4-bit field whose value is the number services provided by the device. 
The Device Service field format is shown in Figure 7-95az. 

	
	
	
	

	
	Length
	Service  Type Code
	Supported Protocols

	Octets:
	1
	1
	Variable


Figure 7-95az— Device Service field format
The Length field is the length of Device Service field. Its value is variable and depends on the size of the other fields.

The Device Service field contains the Service Type code shown Table 7-43aa. 
Table 7-43aa—Device Service Type codes
	Service Names
	Service Type Codes

	Unspecified 
	0

	Printing 
	1

	Digital  Displaying
	2

	Projecting
	3

	Digital Camera
	4

	Scanning
	5

	Copying
	6

	Fax
	7

	Phone
	8

	Media Playing
	9

	Computer
	10

	Computer Pointing 
	8

	Keyboard Input
	15

	Data Storing
	16

	Reserved
	17 – 127

	Vendor Specific
	128

	Reserved
	129 – 255


The Device Service Name is the functionality supported by the device. 

The Device Service Type code is the value which is assigned to corresponding device functionality. 

The Supported Protocols field format is shown in Figure 7-95ba.

	
	
	B0  -  B3
	B4  -  B7
	
	
	

	
	Length
	Number of Protocols Supported
	Reserved
	Supported Protocol Type 
#1
	. . .
	Supported Protocol Type 
#16

	Bits:
	
	4
	4
	
	
	

	Octets:
	1
	
	
	1
	
	1


Figure 7-95bb — Supported Protocols field format
The Number of Supported Protocols field is 4-bit field. The device may support up to 16 protocols per service. 

The Supported Protocol Type field contains the upper layer protocol type supported by the device. The Supported Protocol Type codes are shown in Table 7-43ab.
Table 7-43ab—Supported Protocol Type codes
	Supported Protocol Name
	Supported Protocol Type codes

	Plug and Play (UPnP), see [B39]
	0

	Bonjour , see [B40]
	1

	Reserved
	2-9

	Vendor Specific
	10

	Reserved
	11-15


7.3.3
Native Query Protocol information elements
Change the contents of Table 7-43x as shown below:
Table 7-43x—Native query protocol info ID definitions
	Info Name
	Info ID
	Native Info Element (clause)

	Capability List
	0
	7.3.3.1

	Venue Name
	1
	7.3.3.3

	Emergency Call Number Information
	2
	7.3.3.4

	Emergency Public Network Access Information
	3
	7.3.3.5

	Network Authentication Type Information
	4
	7.3.3.6

	Roaming Consortium List
	5
	7.3.3.7

	Device Services List
	6
	7.3.3.8

	Reserved
	7 – 220
	n/a

	Vendor Specific Information
	221
	n/a

	Reserved
	222 – 255
	n/a


Insert the following new subclause, renumbering clauses as necessary:

7.3.3.8 Device Services List
The Device Services List provides a list of services provided by the devices connected to the network. This list may be returned in response to a Native GAS Query Request.  The format of the Device Service List element is provided in Figure 7-95bb
	
	
	
	
	
	
	
	
	

	
	Info ID
	Length
	Status Code
	Supported Service Count
	Device Service 
#1
(optional)
	Device Service
#2
(optional)
	. . .
	Device Service
#n
(optional)

	Octets:
	1
	2
	2
	1
	Variable
	variable
	
	variable


Figure 7-95bb—Device Description list format
The Length field is 2-octet length of the Device Services List element and is equal to 2 plus the lengths of Device Services present in the element.

The Status Code is a 2-octet field whose value is drawn from Table 23.

The Device Service field format is shown in Figure 7-95az. It is variable length. 
Annex D
Change the dot11StationConfigEntry sequence list in the dot11StationConfig table by inserting the shown entries:
dot11StationConfigEntry::=

SEQUENCE {




dot11StationID 



MacAddress,


dot11MediumOccupancyLimit 


INTEGER,


dot11CFPollable 


TruthValue,


dot11CFPPeriod 


INTEGER,


dot11CFPMaxDuration 


INTEGER,


dot11AuthenticationResponseTimeOut 


Unsigned32,


dot11PrivacyOptionImplemented 


TruthValue,


dot11PowerManagementMode 


INTEGER,


dot11DesiredSSID 


OCTET STRING,


dot11DesiredBSSType 


INTEGER,


dot11OperationalRateSet 


OCTET STRING,


dot11BeaconPeriod 


INTEGER,


dot11DTIMPeriod 


INTEGER,


dot11AssociationResponseTimeOut 


Unsigned32,


dot11DisassociateReason 


INTEGER,


dot11DisassociateStation 


MacAddress,


dot11DeauthenticateReason 


INTEGER,


dot11DeauthenticateStation 


MacAddress,


dot11AuthenticateFailStatus 


INTEGER,


dot11AuthenticateFailStation 


MacAddress,


dot11MultiDomainCapabilityImplemented 


TruthValue,


dot11MultiDomainCapabilityEnabled 


TruthValue,


dot11CountryString 


OCTET STRING,


dot11SpectrumManagementImplemented 


TruthValue,


dot11SpectrumManagementRequired 


TruthValue,


dot11RSNAOptionImplemented 


TruthValue,


dot11RSNAPreauthenticationImplemented 


TruthValue,


dot11RegulatoryClassesImplemented 


TruthValue,


dot11RegulatoryClassesRequired 


TruthValue,


dot11QosOptionImplemented 


TruthValue,


dot11ImmediateBlockAckOptionImplemented 

TruthValue,


dot11DelayedBlockAckOptionImplemented 


TruthValue,


dot11DirectOptionImplemented 


TruthValue,


dot11APSDOptionImplemented 


TruthValue,


dot11QAckOptionImplemented 


TruthValue,


dot11QBSSLoadOptionImplemented 


TruthValue,


dot11QueueRequestOptionImplemented 


TruthValue,


dot11TXOPRequestOptionImplemented 


TruthValue,


dot11MoreDataAckOptionImplemented 


TruthValue,


dot11AssociateinNQBSS 


TruthValue,


dot11DLSAllowedInQBSS 


TruthValue,


dot11DLSAllowed 


TruthValue,


dot11InterworkingServiceImplemented 


TruthValue,


dot11InterworkingServiceEnabled


TruthValue,




dot11QosmapImplemented 


TruthValue,


dot11QosMapEnabled 


TruthValue,


dot11EbrImplemented 


TruthValue,


dot11EbrEnabled 


TruthValue,


dot11GasTimPeriod 


INTEGER,


dot11GasTimTimeToSuspend 


INTEGER,


dot11ESNetwork 


TruthValue,



dot11GasMulticastRepititions


INTEGER,



dot11GasResponseBufferingTime


INTEGER,


dot11PeerToPeerNetworkingImplemented


TruthValue,


dot11PeerToPeerNetworkingEnabled


TruthValue

}

Insert the following elements at the end of the dot11StationConfigTable element definitions
dot11PeerToPeerNetworkingImplemented OBJECT-TYPE
SYNTAX TruthValue
MAX-ACCESS read-write
STATUS current
DESCRIPTION
“This attribute when TRUE, indicates the STA is capable of peer-to-peer networking. A STA setting this to TRUE implements peer-to-peer networking service. When this is set to FALSE, the STA does not implement peer-to-peer networking Service.”
DEFVAL (false)
::= {dot11StationConfigEntry 1}
 dot11PeerToPeerNetworkingEnabled OBJECT-TYPE
SYNTAX TruthValueMAX-ACCESS read-write

STATUS current

DESCRIPTION

“This attribute when TRUE, indicates the capability of the STA to network with “Peer-to-Peer networks is enabled. The capability is disabled otherwise.”

DEFVAL (false)

::= {dot11StationConfigEntry 2}



(Informative) 
Annex T

(Informative)

Interworking with External Networks

Change the sub-clause text introduced in 802.11-08/1156r1 by inserting the text as shown below:
Annex T.1
Network Selection
Interworking Service provides features to support the network selection process a non-AP STA uses to choose the network with which to associate.  Generic Advertisement Service provides a non-AP STA access to an 802.21-IS which can provide a rich set of information to aid the network selection process.  In addition, Interworking Service provides lightweight features which also facilitate this process.  The following paragraphs describe several use cases illustrating how these features may be used to aid in network selection.  The uses cases are:
· Airport: a business traveler needs to connect via an airport hotspot to her enterprise network to download email and information from the customer database.

· Tourist: a tourist in downtown London wants to use the internet to make dinner reservations and later becomes ill and needs to contact emergency services.

· Shopping: a woman living in Silicon Valley visits the local shopping mall and uses her smartphone to discover items on sale.

· Sales meeting: a business woman visiting a customer accesses their guest network.

· Museum: a visitor to a museum uses his smartphone to obtain virtual docent service.

· Peer-to-Peer: a camera user wants to show his pictures to his friend in a conference room and upload some of them to his friend’s notebook computer. 
Peer-to-Peer

John has taken some pictures using his P2P enabled camera. During a meeting in a conference room, John wants to show his picture to Jack using the projector in the room and upload some pictures to Jack’s P2P enabled notebook. 
1. The P2P enabled camera’s non-AP STA performs an active scan by transmitting a Probe Request frame containing the wildcard SSID and an Interworking element with Network Type field set to “Peer-to-Peer Network”.  In response, it receives Probe Response frames from several of the APs for the SSID with one of them “Jack’s P2P Network”.

2. The Probe Response received by the camera indicated the following capabilities: 

a) Extended capabilities element indicates: AP provides Interworking Service

b) Interworking element indicates: Network Type = 6 (Peer-to-Peer Network) Internet Access = 0 (Internet access not available), ASRA = 0 (there is no additional step required for network access)

c) Advertisement Protocol element indicates Jack’s notebook AP supports Native GAS.

a) There is no RSN element present in the received beacon frame.
3. Since the AP indicated Interworking service is available, the camera’s non-AP STA uses the MLME-GAS.request primitive to invoke Native GAS 

4. The Native-GAS response indicates the Jack’s P2P network has the Projecting Service.

5. Since the camera’s SME now knows it should be able to successfully associate to the network, it associates to Jack’s P2P enabled AP in the notebook.
6. John’s camera passes the Device Services element, including phone and camera services in the Association request.

7. After successful association, the Jack’s P2P AP in the notebook adds the camera and phone services provided by the camera to its Device Service list.

8. The camera connects to the projector using upper layer protocols and the user starts showing the pictures in the projector.
9. Jack likes some of the pictures and asks John to upload them to his notebook. 
10. John uploads the pictures to Jack’s computer utilizing P2P.

11. When camera disassociates from the Jack’s P2P network, the P2P control point updates its Service list, removing the services provided by the camera.


Annex P: Bibliography 

General 

Insert the following references to the end of the bibliography list. 
[B39] UPnP Standard, UPnP™ Forum Universal Plug and Play Device Standards, www.upnp.org/resources/standards.asp
[B40] Bonjour Protocol Specifications, http://developer.apple.com/networking/bonjour/specs.html



Abstract


P802.11u-d3.01 provides non-native GAS mechanism for non-AP STAs to find out the network capabilities and services without connecting and reconnecting with the network. However, that method requires deployment of large information services which is not be feasible for light weight small networks and usage models. This proposal provides methods to enable the network services advertisement which will help with network discovery and selection in Peer-to-Peer networks.
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