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The following text identified as clause 1 is not to be included in IEEE 802.11u-d3.01 as it serves just as introductory material for this submission:
1 Introduction

This section pulls together scenarios and use case descriptions, built up from many discussions within the IEEE 802.11u task group.  Its intention is to provide some informative background material to the network selection standardization functionality provided by this amendment.

It attempts to explain the network selection functionality, specific to IEEE 802.11, which traditionally is very hard to define.  The descriptions below, consider the usage of an IEEE 802.11u enabled terminal entering an IEEE 802.11 DS for the first time, assuming no prior knowledge of that IEEE 802.11 DS (or any connected external networks).

It comprises the following scenarios and use cases:

· Airport: a business traveler needs to connect via an airport hotspot to her enterprise network to download email and information from the customer database.

· Shopping: a woman living in Silicon Valley visits the local shopping mall and uses her smartphone to discover items on sale.

· Sales meeting: a business woman visiting a customer accesses their guest network.

· Museum: a visitor to a museum uses his smartphone to obtain virtual docent service.
3
Definitions

Add the following text, re-numbering as necessary:
3.u.11a Roaming Consortium: A roaming consortium is a group of SSPs having inter-SSP roaming agreements.
7
Frame formats

7.3
Management frame body components
7.3.2
Information elements

7.3.2.59
Interworking Information element
Modify the following text as shown:
The Interworking information element contains information about the interworking service capabilities of a STA as shown in Figure 7-95an.  See T.1 for informative text on usage of fields contained within the Interworking element.
Add the following text into Table 7-43s:
Table 7-43s—Venue Type assignments
	Venue Group
	Venue Type Code
	Venue Description

	6
	4
	Shopping Mall

	6
	5 - 255
	Reserved


7.3.3
Native Query protocol query elements

Native Query Protocol query elements are defined to have a common format consisting of a one-octet Info ID field, a two-octet length field, and a variable-length element-specific information field. Each element is assigned a unique Info ID as defined in this standard. See Figure 7-95ay.  See T.1 for informative text on Native Query protocol usage.
Annex T

(Informative)

Interworking with External Networks

Modify the following text as shown:
The purpose of this informative annex is to describe and clarify the support for Interworking with External Networks including the support for Network Selection, QoS mapping, SSPN interface and Emergency Services, providing some background information and recommended practices. 
Insert the following clause, re-numbering as necessary:
T.1
Network Discovery and Selection
Interworking Service provides features to support the network discovery and selection process a non-AP STA uses to choose the network with which to associate.  Generic Advertisement Service (GAS) provides a non-AP STA access to an information server (e.g. an IEEE 802.21 IS) which can provide a rich set of information to aid the network selection process.  In addition, Interworking Service provides lightweight features which also facilitate this process.  The following paragraphs describe several use cases illustrating how these features may be used to aid in network selection.  The uses cases are:
· Airport: a business traveler needs to connect via an airport hotspot to their enterprise network to download email and information from the customer database.
· Shopping: A person living in Silicon Valley visits a shopping mall and wants to use their smartphone to discover items on sale.
· Sales meeting: a business woman visiting a customer accesses their guest network.

· Museum: a visitor to a museum uses his smartphone to obtain virtual docent service.
Airport
A business traveler arrives for the first time into an airport having a WLAN.  The user wants to download email onto his laptop utilizing the airport’s hotspot, a chargeable network.  Once associated, the user needs to connect via VPN connection back to his company’s servers to access email and information from the customer database.

1. The smartphone’s non-AP STA performs an active scan by transmitting a Probe Request frame containing the wildcard SSID and an Interworking element with Network Type field set to “Chargeable Public Network”.  In response, it receives Probe Response frames from several of the airport’s APs for the SSID “Narita Hotspot”.
2. The Probe Response received by the smartphone indicated the following capabilities: 

a) Extended capabilities element indicates: AP provides Interworking Service

b) Interworking element indicates: venue group = 1 (Assembly) and venue type = 3 (passenger terminal), Internet Access = 1 (Internet access available), ASRA = 1 (there is an additional step required for network access)
c) Advertisment Protocol element indicating AP supports Non-Native GAS for IEEE 802.21-IS.
d) Roaming Consortium element present containing an OUI for “Hotspot Roaming International”.
a) There is no RSN element present in the received beacon frame.
3. Since the laptop’s SME doesn’t recognize the OUI, it invokes the GAS protocol to query the network’s IEEE 802.21-IS.  The IEEE 802.21-IS’s response indicates the roaming partners for “Narita Hotspot” and the laptop has security credentials for one of them.

4. Since the AP indicated ASRA = 1, the SME again invokes the GAS protocol to retrieve the Native Info Network Authentication Type information.  The response indicates that https redirection is in use and provides the re-direct URL of “hotspot.narita.co.jp”.  Note: this is helpful since some networks use conditional re-direction—that is, access to a walled garden is provided for free, but a subscription fee is required to access the Internet.
5. Since the Laptop’s SME now knows it should be able to successfully associate to the network, it associates to the AP.
6. The following operations are then carried out by higher layers operating within the laptop:
a) The laptop’s SME autonomously launches an http client providing to it the URL of hotspot.narita.co.jp which provides the proper security credentials to the network, thereby successfully authenticating it to the network.
b) The VPN client is autonomously launched, establishing a secure session to his corporate network.  Then the user launches the email application to download his email and other required information.
Shopping
A woman living in Silicon Valley visits a shopping mall and wants to use her smartphone to discover items on sale.  In this mall, the mall’s IT department is providing WLAN facilities for all the stores in the mall, so there is only 1 SSID for shoppers (i.e., there is not a different SSID for each store in the mall).  When she arrives at the mall, she taps an icon on the screen to put the smartphone in “shopping mode”.  The smartphone’s shopping application causes the non-AP STA to carry out the following steps:
1. The smartphone’s non-AP STA performs an active scan by transmitting a Probe Request frame containing the wildcard SSID and an Interworking element with Network Type field set to “Free Public Network”.  In response, it receives Probe Response frames from several of the mall’s APs, but only one SSID is provided which is “Silicon Valley Mall”.  The mall’s APs did not transmit Probe Responses for the SSIDs “Engineering”, “Deliveries” and “Janitorial” since their Network Type is “Private network”.

2. The Probe Response received by the smartphone indicated the following capabilities: 

a) Extended capabilities element indicates: AP provides Interworking Service

b) Interworking element indicates: venue group = 6 (mercantile) and venue type = 4 (shopping mall), Internet Access = 0 (unspecified)
c) RSN element indicates: 802.1x authentication.
3. Since the AP indicated Interworking service is available, the smartphone’s non-AP STA use the MLME-GAS.request primitive to invoke Native GAS to request the Capabilities List (see 7.3.3.1).  In the Capabilities List, the AP has indicated support for Venue Name and Domain Name List.  Subsequent to  receipt of the Capabilities List, the non-AP STA invokes the MLME-GAS.request primitive to retrieve the other 2 lists.
4. Next, the non-AP STA’s supplicant searches the received Domain Name list to determine whether it has any stored credentials for these domains.  If so:
a) Tthe smartphone autonomously associates to the “Silicon Valley Mall Shopping” SSID and displays the information shown below:

i. Venue Name: Silicon Valley Mall, 1234 Main Street, Rownhams, CA 98765-1234

ii. SSID: Silicon Valley Mall
iii. Venue type: Shopping Mall

b) The supplicant autonomously provides the security credentials for the selected domain.

5. Higher-layer protocols then download discount coupons being offered for items on sale.
Sales Meeting
A sales person travels across town to a meeting at ACME manufacturing.  While there, she needs to send email to get a document from engineering.  On her laptop, she requests the WLAN via its UI to search for guest networks.  The laptop performs steps described in the following bullets.
1. The laptop’s non-AP STA performs an active scan by transmitting a Probe Request frame containing the wildcard SSID and an Interworking element with Network Type field set to “Private Network with Guest Access”.  In response, it receives Probe Response frames from several of ACME Manufacturing’s APs, but only one SSID is provided which is “Guest”.  ACME Manufacturing’s APs did not transmit Probe Responses for the SSIDs “Engineering” and “Finance” since their Network Type is “Private network”.
2. The Probe Response received by the laptop indicated the following capabilities: 

a) Extended capabilities element indicates: AP provides Interworking Service

b) Interworking element indicates: Internet access is available, venue group = 2 (Business) and venue type = 8 (Research and Development Facility).
c) RSN element indicates: 802.1x authentication with CCMP pairwise and group cipher suites.
3. Since the AP indicated Interworking service is available, the laptop’s non-AP STA uses the MLME-GAS.request primitive to invoke Native GAS to request the Capabilities List (see 7.3.3.1).  In the Capabilities List, the AP has indicated support for Venue Name.  Upon receipt of the Capabilities List, the non-AP STA again invokes the MLME-GAS.request primitive to retrieve the Venue Name.
4. The laptop’s UI displays the following information, and automatically associates to the network:

a) SSID: Guest (Type: Private network with Guest access)

b) Venue Name: ACME Manufacturing, 1234 Main Street, Rownhams, CA 98765-1234
c) Venue type: Research and Development Facility
d) Internet Access is available
5. Upon prompt, she enters the username and password supplied by her point of contact from ACME Manufacturing and is then able to send and receive email.
Museum
A visitor enters a Museum which is advertising virtual guidance service (audio tracks describing each of the major exhibits).  The visitor taps an icon on his smartphone, requesting it to search for free networks.  The smartphone then carries out the following:
1. The smartphone’s non-AP STA performs an active scan by transmitting a Probe Request frame containing the wildcard SSID and an Interworking element with Network Type field set to “Free Public Network”.  In response, it receives Probe Response frames from several of the museums APs, but only one SSID is provided which is “Visitors”.  The museum’s APs did not transmit Probe Responses for the SSID “Maintenance” since its Network Type is “Private network”.

2. The Probe Response received by the smartphone indicated the following capabilities: 
a) Extended capabilities element indicates: AP provides Interworking Service

b) Interworking element indicates: venue group =1 (assembly), venue type = 9 (museum), and ASRA = 0 (no additional steps are required for access)
3. Since the AP indicated Interworking service is available, the smartphone’s non-AP STA use the MLME-GAS.request primitive to invoke Native GAS to request the Capabilities List (see 7.3.3.1).  In the Capabilities List, the AP has indicated support for Venue Name.  Upon receipt of the Capabilities List, the non-AP STA again invokes the MLME-GAS.request primitive to retrieve the Venue Name.

4. The smartphone’s UI displays the following information, asking the user whether or not he wishes to connect to the network:

a) Venue Name: Museum of Modern Art (MOMA)

b) SSID: Visitors
c) Venue type: Museum
d) No authentication required
5. The user, confident this is the correct network, taps the “Connect” icon on the smartphone’s display.  Note that the smartphone’s non-AP STA knows that the network uses open system authentication since there is no RSN element present in the beacon and ASRA = 0.
Move the following clause to the end of the Annex, re-numbering clauses as necessary:
T.1
Interworking with External Networks and Emergency Call Support




Abstract


This submission addresses network selection features, based on comments made during LB #132 and discussions at the TGu meeting in Denver , Colorado, USA, July 2008.  This submission provides text for Annex T.1, describing an overview and several exemplary use cases for network selection features provided by IEEE 802.11u.





This submission resolves the following CIDs: 61, 66, 70, 94, 514 and 916.





This document is based on IEEE 802.11u-d3.01.
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