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Editor: Make the following text  changes to clause 11.20.3 in 802.11v Draft 3.0:

11.20.3 Event Request and Report Procedures

11.20.3.1 Event Request and Event Report

The event request and event report frames enable network real-time diagnostics. When dot11WirelessManagementImplemented is true, dot11MgmtOptionEventsImplemented shall be set to true for AP STAs and may be set to true for non-AP STAs. A STA that has a value of true for the MIB attribute dot11MgmtOptionEventsEnabled is defined as a STA that supports event reporting. A STA for which the MIB attribute dot11MgmtOptionEventsEnabled is true shall set the Event field of the Extended Capabilities element to 1. While dot11MgmtOptionEventsEnabled is true, a STAshall continuously detect and log all transition,RSNA, Peer-to-peer, and Syslog events.
A STA that supports event reporting shall only send an event request or event report frame to a STA within the same infrastructure BSS or the same IBSS whose last received Extended Capabilities element contained a value of 1 for the Event bit in the Capabilities field. If the STA receives an Event Request frame without error and it supports the Event service, it shall respond with an event report frame that includes the Dialog Token that matches the one in the Event Request frame. 

Within each Event Request frame there may be zero or more Event Request elements. Each Event Request element contains a unique Event Token that identifies the element within the Event Request Frame. Each event report element shall contain the same Event Token that was included in the original request. 

Only a single Event Request frame from a STA is outstanding at a given STA at any time. If a STA receives a subsequent Event Request frame with a different Dialog Token before the completing event report for the previous request from the requesting STA, the STA shall only respond to the most recent Request frame.

Upon a BSS transition, any event requests in the latest Event Request frame shall be cancelled at the STA. Note that the STA log of events shall not be cleared as a result of BSS transitions. However, if STA moves to a different ESS or IBSS, the STA shall delete all event log entries.
All event report elements shall include a Status field that indicates the overall result of the event transaction. If the STA is able to return zero or more event report elements, then a value of Successful shall be returned. If a STA has no logged events of the requested type, it shall return an event report with no events included in the successful event report element. If the STA is unable to process the request at that time, a value of Fail shall be returned. If the request is unacceptable to the STA, a value of Refused shall be returned. If the STA is incapable of generating an event report of the type specified in the Event Request frame, the STA shall return a value of Incapable indicating that the requester should not request again.

The event report frame shall only be sent with an individually addressed destination address. If a non-AP STA receives an Event Request frame with a multicast destination address, it shall discard the frame. An Event Request shall only be sent from an AP to a non-AP STA. Event Request frames sent to an AP shall be discarded by the AP.

When a STA sends an Event Request frame to another STA it shall indicate the types of events requested by setting the Event Type field and shall indicate the maximum number of logged events to report by using the Event Response Limit field in each included Event Request element. If the number of available logged events of the requested type exceeds the Event Response Limit, the STA shall only report an Event Response Limit number of the most recent events. If there are no available logged events of the type specified in the Event Request frame, the STA shall send event report frame without any event report Element. The reporting STA shall send all available event report elements for the requested Event Type when Event Request field is not present in the Event Request element.

If the event report elements do not fit into a single MMPDU, the reporting STA shall send the remaining elements in additional event report frames until all event report elements have been returned to the requesting STA. Each subsequent event report frame and event report elements shall include the same Dialog Token and Event Token, respectively, that was sent in the corresponding Event Request frame. When multiple MMPDUs are required, the non-AP STA shall include complete event report elements and not fragment an element across multiple MMPDUs.

The Event Request and Report elements may contain conditions that specify events to be reported and conditions that establish event reporting when a STA experiences problems or failures. A STA sends an Event Request frame containing zero or more Event Request elements including one or more sub-elements. Sub-elements are defined for each event type. The corresponding event report element shall include the events that meet the specified event conditions within the current ESS or IBSS.

A STA shall not address an Event Request frame to a STA that is not a member of the same BSS or IBSS. The permitted source and destination STAs for an Event Request frame are shown in Table 79c.

	Table 79c—Allowed and Disallowed Event Request



	Service Set
	Source of Request
	Destination of Request
	Allowed

	Infrastructure BSS
	AP
	Non-AP STA
	Yes

	Infrastructure BSS
	Non-AP STA
	Non-AP STA
	No

	Infrastructure BSS
	Non-AP STA
	AP
	No

	IBSS
	Non-AP STA
	Non-AP STA
	Yes

	ESS
	AP
	AP
	No


EDITORIAL NOTE—802.11-2007 ends with Table 79. 11k adds a. 11r adds none. 11y adds none. 11n adds n53 (b). 11w adds none. 11p adds none. 11s adds none.

11.20.3.2 Transition Event Request and Report

The Transition event report provides information on the previous transition events for a given non-AP STA. The Transition Event request and report are only permitted in the Infrastructure BSS.

Upon receipt of an Event Request frame containing an Event Request element including a Transition Event request, the non-AP STA shall respond with an event report frame that includes available event report elements within the current ESS for the Transition event type. Each STA supporting the Transition Event shall detect and log up to and including the last 5 events occurring since the STA associated to the ESS.

If a Transition event sub-element is present in the Event Request field, the reporting non-AP STA shall include available event report elements that meet the specified condition for the transition event type. If no transition event sub-elements are present in the Event Request field, the reporting STA shall include all available Transition event report elements. A STA that encounters an unknown Sub-element ID value in a Transition Event Request frame received without error ignores that sub-element and parses remaining Event Request fields for additional information sub-elements with recognizable sub-element ID values. 

A Transition event report may also be sent as a report when frequent transition is detected. The Frequent transition occurs when the number of BSS transitions exceeds the indicated Frequent Transition Count Threshold within a time interval indicated by the Time Interval defined in 7.3.2.62.2.

The Transition time is defined as the time difference between the starting time and the ending time of a transition between APs, even if the transition results in remaining on the same AP. 

The starting time is one of the following items:

—
The start of a search for an AP, when the transition reason is 4 (first association to WLAN).

—
The latest time that a frame could have been transmitted on the source BSS.

—
The start of a search for an AP, after determination that a transition has failed.

The ending time is one of the following items:

—
The earliest time that a data frame can be transmitted on the target BSS, after completion of RSN, 802.1X, or other authentication and key management transmissions, when such are required by the target BSS.

—
The time that a determination is made that the transition has failed.

11.20.3.3 RSNA Event Request and Report 

The RSNA event report provides authentication events for a given non-AP STA. The RSNA Event Request and Report are only permitted in an Infrastructure BSS.

Upon receipt of an Event Request frame containing an Event Request element including an RSNA event request, the non-AP STA shall respond with an event report frame that includes available event report elements within the current ESS for the RSNA event type. Each STA supporting the RSNA Event shall detect and log up to and including the last 5 events occurring since the STA associated to the ESS.

If an RSNA event sub-element is present in the Event Request field, the reporting non-AP STA shall include available event report elements that meet the specified condition for the RSNA event type. If no RSNA event sub-element is present in the Event Request field, the reporting STA shall include all available RSNA event report elements. A STA that encounters an unknown Sub-element ID value in a RSNA Event Request frame received without error ignores that sub-element and parses remaining Event Request fields for additional information sub-elements with recognizable sub-element ID values. 

11.20.3.4 Peer-to-Peer Link Event Request and Report 

The Peer-to-Peer event report  provides peer to peer connectivity events for a given non-AP STA. Peer-to-Peer link may be the Direct Link within a QBSS or the STA to STA communication in an IBSS.

Upon receipt of an Event Request frame containing an Event Request element including a Peer-to-Peer Link Event request, the non-AP STA shall respond with an event report frame that includes available event report elements within the current ESS or IBSS for the Peer-to-Peer event type. Each STA supporting the Peer-to-Peer Event shall detect and log up to and including the last 5 events occurring since the STA associated to the ESS or IBSS.

If a Peer-to-Peer link event sub-element is present in the Event Request field, the reporting non-AP STA shall include available event report elements that meet the specified condition for the Peer-to-Peer event type. If no Peer-to-Peer link event sub-elements are present in the Event Request field, the reporting STA shall include all available Peer-to-Peer event report elements. A STA that encounters an unknown Sub-element ID value in a Peer-to-Peer Event Request frame received without error ignores that sub-element and parses remaining Event Request fields for additional information sub-elements with recognizable sub-element ID values. 

11.20.3.5 Syslog Event Request and Report 

The purpose of the Syslog event report is to provide the AP with system event information from a STA described in vendor specific, human readable (ASCII text) form. 

A non-AP STA may be queried at any time for its current set of syslog messages, if any are available. The syslog messages returned by the non-AP STA may provide insight into the trouble being experienced by non-AP STA.    

Upon receipt of an Event Request frame containing an Event Request element including a Syslog Event request, the non-AP STA shall respond with an event report frame that includes Syslog event report elements. 

11.20.3.6 Vendor Specific Event Request and Report.   

The procedures for use of the Vendor Specific Event Request and Report are vendor specific and are not part of this standard.

Editor: Make the following text  changes to A.4.18  in 802.11v Draft 3.0:

A.4.18 Wireless Network Management extensions

The procedures for use of the Vendor Specific Event Request and Report are vendor specific and are not part of this standard.

	WNM3
	Event 
	11.20.3
	(CFv and CF1): M
(CFv and CF2): O
	Yes, No, N/A

	
WNM3.1
	
Event Request frame 
	7.3.2.62,
7.4.11.1
	(CFv AND CF2):O
	Yes, No, N/A

	
WNM3.2
	
Event Report frame 
	7.3.2.63,
7.4.11.2
	(CFv AND CF2):O
	Yes, No, N/A


 Editor: Make the following text  changes to Annex D  in 802.11v Draft 3.0:

Dot11WirelessMgmtOptionsEntry ::=


SEQUENCE {



dot11MgmtOptionLocationEnabled



TruthValue,



dot11MgmtOptionFBMSImplemented



TruthValue,



dot11MgmtOptionFBMSEnabled



TruthValue,


dot11MgmtOptionEventsImplemented                          TruthValue                  


dot11MgmtOptionEventsEnabled



TruthValue,



dot11MgmtOptionDiagnosticsEnabled



TruthValue,



dot11MgmtOptionMultiBSSIDImplemented



TruthValue,



dot11MgmtOptionMultiBSSIDEnabled



TruthValue,



dot11MgmtOptionTFSImplemented 



TruthValue,



dot11MgmtOptionTFSEnabled



TruthValue,



dot11MgmtOptionWNMSleepModeImplemented



TruthValue, 


















 


dot11MgmtOptionWNMSleepModeEnabled



TruthValue,



dot11MgmtOptionTIMBroadcastImplemented



TruthValue,



dot11MgmtOptionTIMBroadcastEnabled



TruthValue,



dot11MgmtOptionProxyARPEnabled



TruthValue,


dot11MgmtOptionProxyARPImplemented 



Truthvalue



dot11MgmtOptionBSSTransitionEnabled



TruthValue,



dot11MgmtOptionTrafficGenerationImplemented



TruthValue,



dot11MgmtOptionTrafficGenerationEnabled



TruthValue,



dot11MgmtOptionACStationCountImplemented



TruthValue,



dot11MgmtOptionACStationCountEnabled



TruthValue,



dot11MgmtOptionMulticastDiagnosticsEnabled



TruthValue,


dot11MgmtOptionCOLOINTReportingEnabled



TruthValue,



dot11MgmtOptionCOLOINTReportingImplemented 



TruthValue,



dot11MgmtOptionMotionDetectionImplemented



TruthValue, 


dot11MgmtOptionMotionDetectionEnabled



TruthValue,


dot11MgmtOptionTODImplemented 



TruthValue,



dot11MgmtOptionTODEnabled



TruthValue,



dot11MgmtOptionTimingMsmtImplemented 



TruthValue,



dot11MgmtOptionTimingMsmtEnabled



TruthValue


dot11MgmtOptionChannelUsageImplemented



TruthValue,


dot11MgmtOptionChannelUsageEnabled



TruthValue}

dot11MgmtOptionLocationEnabled OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-write 

STATUS current 

DESCRIPTION 

"This attribute, when TRUE, indicates that the

capability of the station to provide location is

enabled. The capability is disabled, otherwise."

DEFVAL { FALSE }

::= { dot11WirelessMgmtOptionsEntry 1 } 

dot11MgmtOptionFBMSImplemented OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-only 

STATUS current 

DESCRIPTION 

"This attribute, when TRUE, indicates that the station 

implementation is capable of supporting FBMS when the dot11WirelessManagementImplemented is TRUE."

DEFVAL { FALSE }

::= { dot11WirelessMgmtOptionsEntry 2 } 

dot11MgmtOptionFBMSEnabled OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-write

STATUS current 

DESCRIPTION 

"This attribute, when TRUE, indicates that the

capability of the station to provide FBMS is

enabled. The capability is disabled, otherwise"

DEFVAL { FALSE }

::= { dot11WirelessMgmtOptionsEntry 3 } 

dot11MgmtOptionEventsImplemented OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-only 

STATUS current 

DESCRIPTION 

"This attribute, when TRUE, indicates that the station 

implementation is capable of supporting Event Reporting when the dot11WirelessManagementImplemented is TRUE."

DEFVAL { FALSE }

::= { dot11WirelessMgmtOptionsEntry 4 } 

dot11MgmtOptionEventsEnabled OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-write

STATUS current 

DESCRIPTION 

"This attribute, when TRUE, indicates that the

capability of the station to provide Event Reporting is

enabled. The capability is disabled, otherwise"

DEFVAL { FALSE }

::= { dot11WirelessMgmtOptionsEntry 5 }

dot11MgmtOptionDiagnosticsEnabled OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-write

STATUS current 

DESCRIPTION 

"This attribute, when TRUE, indicates that the

capability of the station to provide Diagnostic Reporting is

enabled. The capability is disabled, otherwise."

DEFVAL { FALSE }

::= { dot11WirelessMgmtOptionsEntry 6 } 

dot11MgmtOptionMultiBSSIDImplemented OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-only 

STATUS current 

DESCRIPTION 

"This attribute, when TRUE, indicates that the station 

implementation is capable of supporting Multiple BSSID when the dot11WirelessManagementImplemented is TRUE."

DEFVAL { FALSE }

::= { dot11WirelessMgmtOptionsEntry 7 } 

dot11MgmtOptionMultiBSSIDEnabled OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-write

STATUS current 

DESCRIPTION 

"This attribute, when TRUE, indicates that the

capability of the station to provide Multi BSSID is

enabled. The capability is disabled, otherwise."

DEFVAL { FALSE }

::= { dot11WirelessMgmtOptionsEntry 8 }

dot11MgmtOptionTFSImplemented OBJECT-TYPE

          SYNTAX TruthValue

          MAX-ACCESS read-only

          STATUS current

          DESCRIPTION

"This attribute, when TRUE, indicates that the station implementation is capable of supporting TFS when the dot11WirelessManagementImplemented is TRUE."
DEFVAL { FALSE }

          ::= { dot11WirelessMgmtOptionsEntry 9 }

dot11MgmtOptionTFSEnabled OBJECT-TYPE

          SYNTAX TruthValue

          MAX-ACCESS read-write

          STATUS current

          DESCRIPTION

"This attribute, when TRUE, indicates that TFS is enabled. TFS is disabled otherwise."

DEFVAL { FALSE }

          ::= { dot11WirelessMgmtOptionsEntry 10 }

dot11MgmtOptionWNMSleepModeImplemented OBJECT-TYPE

          SYNTAX TruthValue

          MAX-ACCESS read-only

          STATUS current

          DESCRIPTION

"This attribute, when TRUE, indicates that the station implementation is capable of supporting WNMSleep Mode when the dot11WirelessManagementImplemented is TRUE."

DEFVAL { FALSE }

          ::= { dot11WirelessMgmtOptionsEntry 11 }

dot11MgmtOptionWNMSleepModeEnabled OBJECT-TYPE

          SYNTAX TruthValue

          MAX-ACCESS read-write

          STATUS current

          DESCRIPTION

"This attribute, when TRUE, indicates that WNMSleep Mode is enabled. WNMSleep Mode is disabled otherwise."

DEFVAL { FALSE }

          ::= { dot11WirelessMgmtOptionsEntry 12 }

dot11MgmtOptionTIMBroadcastImplemented OBJECT-TYPE

          SYNTAX TruthValue

          MAX-ACCESS read-only

          STATUS current

          DESCRIPTION

"This attribute, when TRUE, indicates that the station implementation is capable of supporting TIM Broadcast when the dot11WirelessManagementImplemented is TRUE."

DEFVAL { FALSE }

          ::= { dot11WirelessMgmtOptionsEntry 13}

dot11MgmtOptionTIMBroadcastEnabled OBJECT-TYPE

          SYNTAX TruthValue

          MAX-ACCESS read-write

          STATUS current

          DESCRIPTION

"This attribute, when TRUE, indicates that TIM broadcast is enabled. TIM broadcast is disabled otherwise."

DEFVAL { FALSE }

          ::= { dot11WirelessMgmtOptionsEntry 14}




Abstract


This submission proposes modification to the Event Request and Report text in 11v Draft 3.0. The proposed text aims to resolve the LB#133 CID-1247. 
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