Sept 2008

doc.: IEEE 802.11-08/1028r2

IEEE P802.11
Wireless LANs

	LB-132 GAS Protocol Comment Resolution

	Date:  2008-09-07

	Author(s):

	Name
	Affiliation
	Address
	Phone
	email

	Dave Stephenson
	Cisco Systems, Inc.
	170 W. Tasman Dr.
San Jose, CA 95134
	+1 408 527 7991
	daves@cisco.com



3
Definitions

Add thefollowing text, re-numbering as necessary:
3.u.7a GAS: Generic Advertisement Service is an 802.11 protocol which provides transportation for frames of higher-layer advertisement services.  GAS supports advertisement services employing a query/response protocol.  It provides transportation of these frames from a non-AP STA to and from an AP while the non-AP STA is in states 1, 2 or 3.
7
Frame formats
7.2
Format of individual frame types
7.2.3
Management frames

7.2.3.1
Beacon frame format
Modify the following contents of Table7- 8 as shown below:

Table 7-8—Beacon frame body 

	Order
	Information
	Notes

	
	
	

	<ANA>
	Interworking
	The Interworking element is present if dot11InterworkingServiceEnabled is true.

	<ANA>
	Advertisement Protocol
	Advertisement Protocol element is present if dot11InterworkingServiceEnabled is true and at least one dot11GasAdvertisementID is not null.

	
	
	

	<ANA>
	Roaming Consortium
	The Roaming Consortium element is present if dot11InterworkingServiceEnabled is true and the dot11RoamingConsortiumTable has at least one non-null entry.


7.3
Management frame body components
7.3.1
Fields that are not information elements
Delete clause 7.3.1.32 in its entirety, renumbering sub-clauses as necessary:
7.3.1.32
GAS Query ID
7.3.1.33
GAS Query Response Fragment ID
Modify the text as shown below:
A GAS Query Fragment Response ID is used by the AP when a GAS Query Response spans multiple MMPDUs. APs use this field to inform the non-AP STA of the GAS fragment number (and thus the re-assembly order) of the transmitted frames as well as identifying the last GAS fragment of the query response. The maximum value permitted in the GAS Query Response Fragment ID is 127. The More GAS Fragments bit is set to 1 in GAS Comeback Response action frames that have another GAS fragment of the current query response to follow. Othewise, it is set to 0.
	
	B0
	B6
	B7

	
	GAS Query Response Fragment ID
	More GAS Fragments

	Bits:
	7
	1


Figure 7-36s—GAS Query Response Fragment ID
7.3.2
Information elements
Modify the following to the contents of Table 7-26 as shown below:
Table 7-26—Element IDs

	Information Element
	Element ID
	Length (in octets)

	Interworking (see 7.3.2.59)
	<ANA>
	2

	Advertisement Protocol (see 7.3.2.60)
	<ANA>
	variable

	
	
	

	Emergency Services Public Credential (7.3.2.62)
	<ANA>
	variable

	Expedited bandwidth request (see 7.3.2.63)
	<ANA>
	1

	QoS Map Set (see 7.3.2.64)
	<ANA>
	variable

	Roaming Consortium (see 7.3.2.65)
	<ANA>
	variable


7.3.2.60
Advertisement Protocol information element
Modify Figure 7-95ap and the text as shown below:
	
	b0
	b1
b7
	

	
	Reserved
	Query Response Length Limit
	Advertisement
Protocol ID

	Octets:
	1
	variable


Figure 7-95ap—Advertisement Protocol Tuple format
The Advertisement Protocol Tuple field is defined as follows:

· Bit 0 is reserved for STAs and is set to 0.
Delete clause 7.3.2.61 in its entirety, renumbering sub-clauses as necessary:
7.3.2.61
GAS Traffic Indication Map information element

7.3.3
Native query protocol query element

Modify the text, Figure 7-95ay and Table 7-43w as shown below:
Native Query Protocol query elements are defined to have a common format consisting of a two-octet Info ID field, a two-octet length field encoded following the conventions given in 7.1.1., and a variable-length element-specific information field. Each element is assigned a unique Info ID as defined in this standard. See Figure 7-95ay.

The Length field specifies the number of octets in the Information field and is encoded following the conventions given in 7.1.1.

	
	Info ID
	Length
	Information

	Octets:
	2
	2
	2


Figure 7-95ay—Native Query Protocol element format

Table 7-43w—Native Query Protocol info ID definitions

	Info name
	Info ID
	Native info element (clause)

	Reserved
	0-255
	n/a

	Capability List Information
	256
	7.3.3.1

	Venue Name Information
	257
	7.3.3.2

	Emergency Call Number Information
	258
	7.3.3.3

	Emergency Public Network Access Information
	259
	7.3.3.4

	Network Authentication Type Information
	260
	7.3.3.5

	Roaming Consortium List
	261
	7.3.3.6

	Reserved
	262-56796
	n/a

	Vendor Specific Native Query
	56797
	7.3.3.7

	Reserved
	56798-65535
	n/a


Modify the following text as shown:
7.3.3.1
Native Info Capabilities List element
The Native Info Capabilities list element provides a list of information/capabilities that has been configured on an AP. This query element may be returned in response to a Native GAS Query Request. The format of the Native Info Capabilities list element is provided in Figure 7-95az.

	
	Info ID
	Length
	Status Code
	Info ID #1
	Info ID #2
(Optional)
	…
	Info ID #N
(Optional)

	Octets:
	2
	2
	2
	0 or 2
	0 or 2
	…
	0 or 2


Figure 7-95az—Native Info Capabilities List element format

The Info ID field is equal to the value in Table 7-43x corresponding to the Native Info Capabilities List element.

The value of the Length field is a two-octet field whose value is equal to 2 plus 2 times the number of Info IDs present. 

The Status Code is a two-octet field whose value is drawn from Table 7-23. 

Each Info ID included in the Capabilities List element declares that the corresponding capability is either configured or supported in the BSS. A Native query for any Info ID in the Capabilities List will not return a response with status code indicating failure. Each Info ID returned is one of the Info IDs in Table 7-43x.

This editing instructuction should be executed in when merging this submission into 802.11u-d3.01 and then be deleted: change the length of the Info ID field from 1 octet to 2 octets in the following figures: 7-95bb, 7-95bc, 7-95be, 7-95bg, 7-95bi and 7-95bk.
Add the following sub-clause, renumbering as necessary:
7.3.3.7
Native Query Protocol vendor specific information
The Native Query Protocol vendor specific information is used to carry information not defined in this standard within a single defined format, so that reserved info IDs are not usurped for nonstandard purposes and so that interoperability is more easily achieved in the presence of nonstandard information. The element is in the format shown in Figure 7-95bk and requires that the first 3 octets of the information field contain the OUI of the entity that has defined the content of the particular Vendor Specific information. The length of the information field (n) is 3 ≤ n ≤ the maximum MMPDU size. The OUI field shall be a public OUI assigned by the IEEE. It is 3 octets in length. The length of the vendor-specific content is n–3 octets.
	
	Info ID
	Length
	OUI
	Vendor-specific content

	Octets:
	2
	2
	3
	n-3


Figure 7-95bk—Native Query Protocol vendor specific information
7.4
Action frame format details
7.4.7
Public action details

Modify the text as shown below:
7.4.7.10
GAS Initial Response frame format
The GAS Initial Response Action frame is transmitted by an AP to a non-AP STA. The format of the GAS Initial Response Action frame body is shown in Table 7-57ac
Table 7-57ac—GAS Initial Response frame body format

	Order 
	Information

	0
	Category

	1
	Action

	2
	Dialog Token

	3
	Status Code

	
	

	
	

	4
	GAS Comeback Delay

	5
	Advertisement protocol information element

	6
	Query Response Length

	7
	Query Response (optional)

	8 - 255
	Reserved


The Category field is set to the value indicating a Public Action frame, as specified in Table 7-24. 

The Action field is set to the value specified in Table 7-57aa for a GAS Initial Response action frame.

The Dialog Token field is copied from the corresponding GAS Initial Request action frame. 

The Status Code values are defined in Table 7-23.



The GAS Comeback Delay field specifies the delay time value in TUs. Upon expiry of this delay, the non-AP STA should attempt to retrieve the query response using a Comeback Request action frame. The GAS Comeback Delay field format is provided in Figure 7-101r. 

A zero value will be returned by the AP when a query response is provided in this frame. A value of zero means that no GAS Comeback Delay was provided and is ignored by the non-AP STA upon reception.

	
	B0
	B15

	
	GAS Comeback Delay

	Octets:
	2


Figure 7-101r—GAS Comeback Delay field
The Advertisement protocol information element is defined in 7.3.2.60.

The Query Response length field is defined in Figure 7-101s. The value of the Query Response length field is set to the total number of octets in the Query Response field.  If the Query Response length field is set to 0, then there is no Query Response included in this action frame.
	
	B0
	B15

	
	Query Response length

	Octets:
	2


Figure 7-101s—Query Response length field
The Query Response field is defined in Figure 7-101t. The Query Response field is a generic container whose value is the response to a GAS query and is formatted in accordance with the protocol specified in the Advertisement protocol information element.
	
	

	
	Query Response

	Octets:
	variable


Figure 7-101t—Query Response field
7.4.7.12
GAS Comeback Response frame format

The GAS Comeback Response Action frame is transmitted by an AP to a non-AP STA. The format of the GAS Comeback Response action frame body is shown in Table 7-57ae.
Table 7-57ae—GAS Comeback Response Action frame body format

	Order 
	Information

	0
	Category

	1
	Action

	2
	Dialog Token

	3
	Status Code

	4
	GAS Query Response Fragment ID

	5
	GAS Comeback Delay

	6
	Advertisement protocol information element

	
	

	
	

	7
	Query Response Length

	8
	Query Response (optional)

	9 - 255
	Reserved


The Category field is set to the value indicating a Public Action frame, as specified in Table 7-24. 

The Action field is set to the value specified in Table 7-57aa for a GAS Comeback Response action frame.

The Dialog Token field is copied from the Dialog Token field of the corresponding GAS Initial Response action frame. 
The Status Code values are defined in Table 7-23. The same status code value will be present in all fragments of a multi-fragment query response.


The GAS Query Response Fragment ID is defined in 7.3.1.33. If the AP has not received a response to the query that it posted on behalf of a non-AP STA, then the AP sets the GAS Query Response Fragment ID to 0. When there is more than one query response fragment, the AP sets the GAS Query Response Fragment ID to 1 for the initial fragment and increments it by 1 for each subsequent fragment in a multi-fragment Query Response. The More Fragments bit is set to 0 whenever the final fragment of a query response is being transmitted. A GAS Query Response Fragment ID field having a non-zero Fragment ID and the More Fragments bit set to 1 indicates to the non-AP STA that another GAS Comeback Action frame exchange should be performed to continue the retrieval of the query response.

The GAS Comeback Delay field format is provided in Figure 7-101r. A non-zero GAS Comeback Delay value is returned by the AP in this frame to indicate that the Non-Native GAS query being carried out on behalf of the non-AP STA is still in process .

· A non-zero value indicates to the non-AP STA that another GAS Comeback Action frame exchange should be performed after expiry of the GAS Comeback Delay timer in order to retrieve the query response. 

· This field is set to zero for all GAS Comeback Response Action frames containing a query response or a fragment of a multi-fragment query response.

· 
The Advertisement Protocol information element is defined in 7.3.2.60.

The Query Request length field is defined in Figure 7-101p. The value of the Query Request length field is set to the total number of octets in the Query Request field.  If the Query Request length field is set to 0, then there is no Query Request included in this action frame. If the AP has not received a re​sponse to the query that it posted on behalf of a non-AP STA, then the Query Request length field is set to 0. It is also set to 0 for the 2nd and subsequent fragments of a multi-fragment query response.  The Query Request Length field is not included in a GAS Comeback Request Action frame transmitted to an individual MAC address.


The Query Response field is defined in Figure 7-101t. The value of the Query Response field is a generic container dependent on the Advertisement Protocol specified in the Advertisement protocol information element and the query itself. In a multi-fragment query response, the response to the query posted on behalf of a non-AP STA is fragmented such that each fragment to be transmitted fits within the MMPDU size limitation. 

11
MLME
11.18
WLAN Interworking with External Networks Procedures
11.18.2
Interworking Procedures: Generic Advertisement Services
Modify the text as shown below:
This subclause describes the actions and procedures that are used to invoke Generic Advertisement Services (GAS). GAS may be used to enable network selection for Interworking-capable STAs as well as for multi-radio-capable STAs (e.g., a device containing an 802.11 radio and a 3GPP radio). GAS provides transport mechanisms for advertisement services while non-AP STAs are in unassociated state (State 1 or State 2) as well as the associated state (State 3), as defined in 11.3. This is accomplished via the use of Public Action management frames which are class 1 frames. 

There are two forms for GAS: Native GAS and Non-Native GAS. Native GAS is used with Native Query protocol (see Table 7-43x) and the Non-Native GAS is used for all other advertisement protocols. Native GAS uses GAS Public action frames for transport of Native Query protocol. Native Query protocol supports the query request and response mechanism for information defined in clause 7.3.3. It is referred to as "native" since typically this information would be available at an AP without the need to query a server in the DS for the requested information. Non-native GAS uses GAS Public action frames for transport of a query request and response using one of the query protocols in Table 7-43u. 

Native GAS shall be supported by a non-AP STA when dot11InterworkingServiceEnabled is true. Non-native GAS shall be enabled whenever dot11InterworkingServiceEnabled is true and one or more dot11GasAdvertisementID MIB objects exist. The Advertisement Protocol information element specifies the Advertisement Protocols that a non-AP STA may use to communicate with Advertisement servers, which may be located in the DS or other external network. The Advertisement Protocol identifies the query language used by the advertisement server. Vendor specific advertisement protocols are also supported. Non-native GAS information delivery is supported using only using individually addressed action frames.

11.18.2.1
Native GAS Protocol
Native GAS shall be supported by a STA whenever dot11InterworkingServiceEnabled is true. A non-AP STA may use GAS Native protocol to discover supported services. A non-AP STA accomplishes this by transmitting one or more 1-octet Info IDs selected from Table 7-43y in the Query Request field in a GAS Initial Request Action frame. The AP responds to the query using a GAS Initial Response Action frame. GAS Comeback Response Action frames are not used for Native GAS.

11.18.2.1.1
Native GAS Procedures at the Non-AP STA

Upon receipt of an MLME-GAS.request primitive with Advertisement Protocol ID set to Native Query protocol, the non-AP STA shall engage in a Native GAS message exchange according to the following procedure:

a. The non-AP STA sends a Native GAS query by transmitting a GAS Initial Request Action frame containing a Dialog Token, an Advertisement Protocol information element containing an Advertisement Protocol ID set to Native Query protocol and one or more Native Query Info ID value, drawn from Table 7-43y, in the Query Request field. If one of the Native Query Info ID values is equal to the Vendor Specific Native Query value, then it shall be the last Info ID present in the query request and followed by one or more Vendor Specific Native Query elements (see 7.3.3.7 )
b. Upon transmission of the GAS Initial Request Action frame, the non-AP STA shall set a timer equal to the dot11GasResponseTimeout MIB object or the QueryFailureTimeout parameter provided in the MLME-GAS.request primitive. If both values are present, the timer shall be set to the lesser of the two values.

c. If the non-AP STA is not in State 3, it shall remain in active mode until the receipt of a GAS Initial Response Action frame with the same Dialog Token as in the GAS Initial Request Action frame or until the expiry of the timer, whichever occurs first. If the non-AP STA is in State 3, it may go into power save state while waiting the receipt of the GAS Initial Response Action frame or the timer expiry, whichever occurs first.

d. If a GAS Initial Response Action frame is received with a status value of “successful”, the Native query was successful and the MLME shall issue an MLME-GAS.confirm primitive indicating successful completion of the query along with the query response.

e. If the timer expires before a GAS Initial Response Action frame is received, the Native query was not successful and the MLME shall issue an MLME-GAS.confirm primitive indicating timeout and shall set the  Query Response Length field to zero.

f. If a GAS Initial Response Action frame is received with a status value indicating “Request Info Not Configured” (Table11-17b), the Native query was not successful because the information corresponding to the query was not configured on the AP. The MLME shall issue an MLME-GAS.confirm primitive so indicating and shall set the  Query Response Length field to 0.

g. If a GAS Initial Response Action frame is received with a status value indicating “Query response too large” (Table11-17b), the Native query was not successful because the query response was larger than the MMPDU size. The MLME shall issue an MLME-GAS.confirm primitive so indicating and shall set the Query Response Length field to 0.  Upon receiving this response, the SME may split the original query into one or more subsequent queries whose individual responses are smaller thant the MMPDU limit.
Table 11-17b—GAS MLME Primitive’s Encoding of Result Code to Status Code field

	StatusCode
	ResultCode

	<ANA>
	NO_REQUEST_OUTSTANDING

	<ANA>
	ADVERTISEMENT_PROTOCOL_NOT_SUPPORTED

	<ANA>
	QUERY_RESPONSE_OUTSTANDING

	<ANA>
	TIMEOUT

	<ANA>
	QUERY_RESPONSE_TOO_LARGE

	<ANA>
	SERVER_UNREACHABLE

	<ANA>
	REQUEST_INFO_NOT_CONFIGURED

	<ANA>
	TRANSMISSION_FAILURE


11.18.2.1.2
Native GAS Procedures at the AP

Upon receipt of a GAS Initial Request Action frame with Advertisement Protocol ID set to Native Query protocol, an MLME-GAS.indication primitive shall be issued to the AP’s SME. Upon receipt of an MLME-GAS.response primitive, the AP shall transmit a GAS Initial Response Action frame to the requesting non-AP STA according to the following procedures. If the requesting non-AP STA is in State 3 and in the power-save mode, the AP shall buffer the frame for transmission according to the procedures in 11.2.1; otherwise the AP shall queue the frame for transmission. The following fields in a GAS Initial Response Action frame are not used by The Native GAS and shall be set to 0: GAS Query ID, GAS group address and GAS Comeback delay.

a. If the query request corresponds to information that has been configured on the AP, the AP shall transmit a directed GAS Initial Response action frame to the requesting non-AP STA containing a dialog token whose value is identical to the dialog token in the GAS Initial Request action frame, a Status Code set to “success”, an Advertisement Protocol information element containing an Advertisement Protocol ID set to Native Query protocol and a query response containing the one or more Native Info element corresponding to the query (Table 7-43x). If the query request Info ID value is equal to the Vendor Specific value, then the Native Query protocol Vendor Specific information element (see 7.3.3.7) shall be returned in the Query Response field.

b. If one or more of the query requests corresponds to information that has not been configured on the AP, the AP shall transmit a directed GAS Initial Response action frame to the requesting non-AP STA containing a dialog token whose value is identical to the dialog token in the GAS Initial Request action frame, a Status Code corresponding to “Request Info Not Configured”, an Advertisement Protocol information element containing an Advertisement Protocol ID set to Native Query protocol and a Query Response Length set to 0.

c. If the query response is larger than the MMPDU maximum payload size, the AP shall transmit a directed GAS Initial Response action frame to the requesting non-AP STA containing a dialog token whose value is identical to the dialog token in the GAS Initial Request action frame, a Status Code corresponding to “Query Response too large”, an Advertisement Protocol information element containing an Advertisement Protocol ID set to Native Query protocol and a Query Response Length set to 0.

11.18.2.2
Non-Native GAS Protocol
A non-AP STA obtains GAS advertisement capability information from Beacon or Probe Response frames. The Advertisement Protocol information element(s) present indicate the Advertisement Protocol IDs supported in the BSS. A non-AP STA transmits a Non-Native GAS query using GAS Initial Request Action frames and the AP provides information on how to receive the query response via a GAS Initial Response Action frame. 
11.18.2.2.1
Non-AP STA Procedures to Post a Non-Native GAS Query
Upon receipt of an MLME-GAS.request primitive with Advertisement Protocol ID not set to Native Query Protocol, the non-AP STA shall engage in the following procedure to transmit a query:

The non-AP STA sends a Non-Native GAS query by transmitting a GAS Initial Request Action frame containing a Dialog Token, an Advertisement Protocol information element containing an Advertisement Protocol ID not set to Native Query protocol and the Query Request field.

a. Upon transmission of the GAS Initial Request Action frame, the STA shall set a timer, referred to as the dot11GasResponseTimer, equal to the dot11GasResponseTimeout MIB object or the QueryFailureTimeout parameter provided in the MLME-GAS.request primitive. If both values are present, the timer shall be set to the lesser of the two values.

b. If the non-AP STA is not in State 3, it shall remain in active mode until the receipt of a GAS Initial Response Action frame with the same Dialog Token as in the GAS Initial Request Action frame or until the expiry of the timer, whichever occurs first. If the non-AP STA is in State 3, it may go into power save state while waiting the receipt of the GAS Initial Response Action frame or the timer expiry, whichever occurs first.

c. If a GAS Initial Response Action frame is received with a status value corresponding to “successful”, the Non-Native query was successfully sent and the non-AP STA shall use the procedures outlined in 11.18.2.2.4 to retrieve the query response. Upon reception of the GAS Initial Response Action frame with a status value corresponding to “successful”, the non-AP STA shall reset the dot11GasResponseTimer to the value in the dot11GasResponseTimeout MIB object.

d. If a GAS Initial Response Action frame is received with a status value corresponding to “Advertisement Protocol Not Supported”, the Non-Native GAS query was not successful and the MLME shall issue an MLME-GAS.confirm primitive with status so indicating and shall set the Query Response Length field to 0.

e. If a GAS Initial Response Action frame is received with a status value corresponding to “Server unreachable”, the Non-Native GAS query was not successful and the MLME shall issue an MLME-GAS.confirm primitive with status so indicating and shall set the Query Response Length field to 0.
f. If the dot11GasResponseTimer expires before a GAS Initial Response Action frame is received, the Non-Native GAS query was not successful and the MLME shall issue an MLME-GAS.confirm primitive indicating “timeout” and shall set the Query Response Length field to 0.

11.18.2.2.2
AP Procedures to respond a Non-Native GAS Query
Upon receipt of a GAS Initial Request Action frame with Advertisement Protocol ID not set to Native Query Protocol, an MLME-GAS.indication primitive shall be issued to the AP’s SME. Upon receipt of an MLME-GAS.response primitive, the AP shall transmit a GAS Initial Response Action frame to the requesting non-AP STA according to the following procedures. If the requesting non-AP STA is in State 3 and in the power-save mode, the AP shall buffer the frame for transmission according to the procedures in 11.2.1; otherwise the AP shall queue the frame for transmission.

a. If the Advertisement Protocol ID in the Advertisement Protocol information element does not correspond to the value contained in any dot11GasAdvertisementID MIB object, then the AP shall not post the query to any Advertisement server in the DS. The AP shall transmit a directed GAS Initial Response Action frame to the requesting non-AP STA containing a dialog token whose value is identical to the dialog token in the GAS Initial Request Action frame, a Status Code corresponding to “Advertisement Protocol Not Supported” (see Table 11-17b), an Advertisement Protocol information element corresponding to the Advertisement Protocol ID contained in the GAS Initial Request Action frame and a Comeback Delay and Query Response Length both set to 0.
b. If the query request corresponds to an advertisement protocol whose server in the DS or external network is currently unreachable, the AP shall transmit a directed GAS Initial Response Action frame to the requesting non-AP STA containing a dialog token whose value is identical to the dialog token in the GAS Initial Request Action frame, a Status Code corresponding to “Server Unreachable”, an Advertisement Protocol information element containing an Advertisement Protocol ID corresponding to the Advertisement Protocol ID contained in the GAS Initial Request Action frame and a Comeback Delay and Query Response Length both set to 0. The method used by the AP to determine the server is unreachable is out-of-scope of this specification

c. If the Advertisement Protocol ID in the Advertisement Protocol information element corresponds to the value contained in any dot11GasAdvertisementID MIB object, then the AP shall post the query to the Advertisement server in the DS. The methods and protocols the AP uses to post the query are outside the scope of this specification.

d. Upon posting the query to the server in the DS the AP initializes a timer, referred to as the PostReplyTimer, to the value in dot11GasResponseTimeout MIB object.

e. The AP shall then transmit an individually addressed GAS Initial Response Action frame to the requesting non-AP STA containing a dialog token whose value is identical to the dialog token in the GAS Initial Request Action frame, a Status Code set to “success”, an Advertisement Protocol information element corresponding to the Advertisement Protocol ID contained in the GAS Initial Request Action frame, a GAS Comeback Delay set to the value in dot11GasComebackDelay for this Advertisement Protocol and a Query Response Length set to 0.






a. 
b. 
c. 


a. 
b. 
c. 
d. 
11.18.2.2.3
AP Procedures for delivering a non-Native query response
After receiving a query response from a server in the DS, an AP shall buffer the query response for a minimum of dot11GasResponseBufferingTime after the expiry of the GAS Comeback Delay. If the AP does not receive a GAS Comeback Request frame whose source MAC address and Dialog Token match the destination MAC address and Dialog Token respectively of the corresponding GAS Initial Response Action frame within this time, it may drop the query response.

If an AP receives a Query Response which is larger than the configured Query Response Length Limit, it shall discard the response and instead return a status code of GAS Query Response larger than permitted per configured AP policy in the GAS Comeback Response Action frame. This behavior helps to prevent abuses of the medium which may be caused by overly general queries (which evoke a very large query response).

The GAS protocol supports Query Responses whose length is greater than the 802.11 maximum MMPDU size by the AP’s use of the GAS Query Response Fragment ID field in the GAS Comeback Response Action frame; the Query Response Fragment ID shall be set to 1 for the initial fragment and incremented by 1 for each subsequent fragment in a multi-fragment query response. If the Query Response is a multi-fragment response (i.e., contains more than 1 fragment), the AP shall transmit all fragments that belong to the same Query Response until all fragments are exhausted. The AP shall set the More GAS Fragments bit of the GAS Query Response Fragment ID to 0 when the transmitted fragment is the final fragment. 

An AP shall use the following procedures to deliver a Non-Native GAS Query Response.
a. If the PostReplyTimer expires before the query response is received from the advertisement server in the DS, then the AP shall buffer  for transmission a GAS Comeback Response Action frame with a status code corresponding to “Timeout” (see Table 11-17b); this frame shall be transmitted to a non-AP STA in response to the AP receiving a GAS Comeback Request Action frame whose source MAC address and Dialog Token match the destination MAC address and Dialog Token respectively of the corresponding GAS Initial Response Action frame. If the query response is subsequently received from the server in the DS, it shall be dropped by the AP.

b. If the query response received from the server is larger than dot11GasQueryResponseLengthLimit, it shall be dropped by the AP. Then the AP shall buffer for transmission a GAS Comeback Response Action frames with status code set to “Query Response too large”; this frame shall be transmitted to a non-AP STA in response to the AP receiving a GAS Comeback Request Action frame whose source MAC address and Dialog Token match the destination MAC address and Dialog Token respectively of the corresponding GAS Initial Response Action frame.

c. If the query response is received from the DS before the expiry of the PostReplyTimer and its length is less than dot11GasQueryResponseLengthLimit, then the query response shall be buffered in one or more GAS Comeback Action frames with a status code set to “success”. These frames shall be transmitted to a non-AP STA in response to the AP receiving a GAS Comeback Request Action frame whose source MAC address and Dialog Token matches the destination MAC address and Dialog Token respectively of the corresponding GAS Initial Response Action frame.

d. If a query response has not been received from the DS and PostReplyTimer has not expired, the AP shall transmit a GAS Comeback Response Action frame with status corresponding to “Query response outstanding” (see Table 11-17b) and GAS Comeback Delay set to indicate when the non-AP STA should comeback to obtain its query response. This frame shall be transmitted in response to the AP receiving a GAS Comeback Request Action frame whose source MAC address and Dialog Token matches the destination MAC address and Dialog Token respectively of the corresponding GAS Initial Response Action frame.

e. If an AP receives a GAS Comeback Request Action frame whose source MAC address and Dialog Token do not match the destination MAC address and Dialog Token respectively of an outstanding GAS Initial Response Action frame, the AP shall transmit a GAS Comeback Action frames with a status code corresponding to “No request outstanding”.

11.18.2.2.4
Non-AP STA Procedures to retrieve a non-Native query response
A non-AP STA shall transmit a GAS Comeback Request Action frame including the Dialog Token (provided in the earlier GAS Initial Response Action frame) immediately after the expiry of the GAS Comeback Delay. The AP shall provide the query response in one or more GAS Comeback Response Action frames with the corresponding Dialog Token.

If a non-AP STA receives a GAS Comeback Response Action frame with status set to “Query response outstanding”, the non-AP STA shall wait for the GAS Comeback Delay from that frame and upon expiry of the GAS Comeback Delay, transmit another GAS Comeback Request Action frame. If the non-AP STA’s dot11GasResponseTimer (set in 11.18.2.2.1 step b) expires prior to receiving a GAS Comeback Response Action frame whose source MAC address and Dialog Token match those in the corresponding GAS Initial Response Action frame not having a query response, the STA shall issue an MLME-GAS.confirm primitive with result code set to “timeout” and shall set the Query Response Length to 0.
The receiving non-AP STA’s MLME shall wait to receive all the fragments unicast from the AP to reassemble the entire query response. The non-AP STA’s MLME determines that all fragments have been received by confirming that all fragment IDs from 1 to the value in the GAS Query Response Fragment ID when the More GAS Fragments bit was set to 0 have been received. Upon receipt of the first GAS Comeback Response frame and every GAS Comeback Response Action frame thereafter, the dot11GasResponseTimer shall be reset. If all of the query response fragments were received before the expiry of the dot11GasResponseTimer, then the MLME shall issue an MLME-GAS.confirm with result code set to “success” along with the query response. If all of the query response fragments were not received before the expiry of the dot11GasResponseTimer, then the MLME shall issue an MLME-GAS.confirm with result code set to “transmission failure” and shall set the Query Response Length to 0.

If a non-AP STA receives a GAS Comeback Response with status set to “Timeout” or “Query Response too large”, then the MLME shall issue an MLME-GAS.confirm with result code so indicating and shall set  the Query Response Length to 0.

If a non-AP STA receives a GAS Comeback Response with status set to “No request outstanding”, then the MLME shall issue an MLME-GAS.confirm with result code set to “unspecified failure” and shall set the Query Response Length to 0.
Modify the text as shown below:
Dot11StationConfigEntry::=


SEQUENCE {
dot11StationID 


MacAddress,



dot11MediumOccupancyLimit 

INTEGER,



dot11CFPollable 


TruthValue,



dot11CFPPeriod 


INTEGER,



dot11CFPMaxDuration 


INTEGER,



dot11AuthenticationResponseTimeOut 
Unsigned32,



dot11PrivacyOptionImplemented 

TruthValue,



dot11PowerManagementMode 

INTEGER,



dot11DesiredSSID 


OCTET STRING,



dot11DesiredBSSType 


INTEGER,



dot11OperationalRateSet 


OCTET STRING,



dot11BeaconPeriod 


INTEGER,



dot11DTIMPeriod 


INTEGER,



dot11AssociationResponseTimeOut 

Unsigned32,



dot11DisassociateReason 


INTEGER,



dot11DisassociateStation 

MacAddress,



dot11DeauthenticateReason 

INTEGER,



dot11DeauthenticateStation 

MacAddress,



dot11AuthenticateFailStatus 

INTEGER,



dot11AuthenticateFailStation 

MacAddress,



dot11MultiDomainCapabilityImplemented 
TruthValue,



dot11MultiDomainCapabilityEnabled 

TruthValue,



dot11CountryString 


OCTET STRING,



dot11SpectrumManagementImplemented 
TruthValue,



dot11SpectrumManagementRequired 

TruthValue,



dot11RSNAOptionImplemented 

TruthValue,



dot11RSNAPreauthenticationImplemented 
TruthValue,



dot11RegulatoryClassesImplemented 

TruthValue,



dot11RegulatoryClassesRequired 

TruthValue,



dot11QosOptionImplemented 

TruthValue,



dot11ImmediateBlockAckOptionImplemented 
TruthValue,



dot11DelayedBlockAckOptionImplemented 
TruthValue,



dot11DirectOptionImplemented 

TruthValue,



dot11APSDOptionImplemented 

TruthValue,



dot11QAckOptionImplemented 

TruthValue,



dot11QBSSLoadOptionImplemented 

TruthValue,



dot11QueueRequestOptionImplemented 
TruthValue,



dot11TXOPRequestOptionImplemented 

TruthValue,



dot11MoreDataAckOptionImplemented 

TruthValue,



dot11AssociateinNQBSS 


TruthValue,



dot11DLSAllowedInQBSS 


TruthValue,



dot11DLSAllowed 


TruthValue,



dot11InterworkingServiceImplemented 
TruthValue,



dot11InterworkingServiceEnabled 

TruthValue,



dot11QosmapImplemented 


TruthValue,



dot11QosMapEnabled 


TruthValue,



dot11EbrImplemented 


TruthValue,



dot11EbrEnabled 


TruthValue,





dot11ESNetwork 


TruthValue,




dot11GasResponseBufferingTime

INTEGER



}




























-- **********************************************************************

-- * dot11GasAdvertisement TABLE

-- **********************************************************************














Abstract


This proposal addresses a number of comments related to the GAS protocol, which resulted from LB132.  This proposal addresses the following CIDs: 100, 443, 444, 454, 467, 508, 584, 585, 596, 609, 645, 647, 899, 901 and 902.





Comment on CID 467: this comment is resolved by allocating to the AP’s MLME the function of transmitting frames multiple times when the group addressed delivery method is used—thus, the MAC sublayer will use a new sequence number for each frame; the non-AP STA’s MLME is responsible for query response re-assembly which includes duplicate frame detection and frame re-ordering if necessary.  This is conceptually analogous to reliability improvement via application-layer re-transmission (except here the “application layer” is the MLME).





The submissions differs from 11-08/1028r1 in that it removes multicast delivery method from GAS.





This document is based on 802.11u-d3.01.
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