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Introduction

Interpretation of a Motion to Adopt

A motion to approve this submission means that the editing instructions and any changed or added material are actioned in the TGn Draft.  This introduction, is not part of the adopted material.

Editing instructions formatted like this are intended to be copied into the TGn Draft (i.e. they are instructions to the 802.11 editor on how to merge the TGn amendment with the baseline documents).

TGn Editor:  Editing instructions preceded by “TGn Editor” are instructions to the TGn editor to modify existing material in the TGn draft.   As a result of adopting the changes, the TGn editor will execute the instructions rather than copy them to the TGn Draft.
TGn Editor: Please delete all those indicating the related CID as "(# XXXX)" after appropriate time.

Summission Note: Notes to the reader of this submission are not part of the motion to adopt.  These notes are there to clarify or provide context.
9147 (C)
CID 9147
	CID
	Page
	Clause
	Comment
	Proposed change
	Proposed Resolution

	9147
	10.00
	6.1.5
	This comment is basically carried over from CID 8075 in LB129, CID 5899 in LB115 and CID 6232 in LB124. More types of potential DoS attacks have been identified since LB115, for example:

-Forged packets with advanced Sequence Numbers (SN)

-Captured and Replayed packets with modified SN.

-False Block ACK Request (BAR) with advanced SN.

Those DoS attacks possess a unique character of "hit-and-run" that a hacker only needs to transmit  one frame to cause the receiver drops packets for a period of time. The proposed change is a part of a whole set of solutions to address the DoS issues.

This comment was rejected in LB115 on the following basis:

 "It is accepted that a denial of service (DoS) attack exists in which a forger generates Data MPDUs with an arbitrary SN, forcing a STA to consider validly sent MPDUs to be outside its BA window.  The proposed change correctly addresses this attack.

However, the same DoS attack also exists as a replay attack.  In this case the hacker captures a single encrypted Data MPDU addressed to the victim. It then replays this MPDU as much as it wants to, while changing its SN field.  Because the SN field is not part of the AAD, this MPDU continues to pass through the integrity check logic, and will still cause the Block Ack receiver buffer to be flushed.  Eventually the problematic MPDU reaches the replay logic, where it is discarded - but not before the damage to the BlockAck buffer has been done.

Given that the proposed solution does not

 fully address the attack on the block ack reordering buffer."

In responding to the resolution, multiple solutions have been proposed to 

address the whole set of the issues since LB115. Unfortunately, we didn't reach a converged solution good 

enough to be widely acceptable in the comment resolution process for LB 124.

The issue remains unaddressed and the comment was rejected as:

"GEN: 2008-05-15 17:35:58Z Reject - While the described DoS attack is a potential 

vulnerability, the additional complexity and cost of implementation of the jointly 

developed solutions in 08/0665r4 was considered to be unacceptable. ".  

With this guideline, we will work with TGn on a less complexity solution.

Following up on this resolution, we submitted  802.11-08/0833r3 for a scaled down version of the joint proposal (802.11-08/0665r0) to simplify the solutions by focusing only on those DoS types witht he most significant damages. Unfortunately, this proposal was rejected with the following resolution during LB129: 

"MAC: 2008-07-17 15:43:49Z Reject - the group is unclear as to whether the issues cited by this CID are significant enough to warrant a change to the draft."

We don't think this resolution is acceptable in that we have clearly described the issues in a number of submissions ( see 802.11-08/0703r0 for example) and a number of security experts from various companies have assessed their severities (see 802.11-07/2163r0 for example). While we have had a good start that multiple solutions from variuos companies have been proposed, as summarized in 802.11-08/0755r1, we should continue working on converging the solutions.
	Change the order of "Block ACK Reordering" and "MPDU Decryption and Integrity" Will work with TGn on a proposal for this.
	Counter- Allow an option to reverse the order of “BA Reordering” and “MPDU Decryption and Intergrity”. In line 46 on P.9 before “After replay…”, insert “If the Block ACK mechanism is used, decryption may be chosen to occur before reordering to reduce vulnerabilities. “


Proposed Resolution: Counter
Allow an option to reverse the order of “BA Reordering” and “MPDU Decryption and Intergrity” to reduce vulnerabilities as described in the comment . In line 46 on P.9 before “After replay…”, insert “If the Block ACK mechanism is used, decryption may be chosen to occur before reordering to reduce vulnerabilities. “
Discussion for CID 9147: 

· The current order of blocks for “BA Reordering” and “MPDU Decryption and Intergrity” is a source of vulnerabilities as described in the comment.
· An option to allow the reversing order of “BA Reordering” and “MPDU Decryption and Intergrity” reduces such vulnerabilities, although it is understood that this option does not address all the identified vulnerabilities described in the comment.

Edits for CID 9147: 

TGn Editor: insert “If the Block ACK mechanism is used, decryption may be chosen to occur before reordering to reduce vulnerabilities. “ in subclause 6.1.5 line 46 on P.9 before “After replay…”
References:
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Abstract


This document contains proposed changes to the IEEE P802.11n Draft to address the following LB134 comments:


9147 





The changes marked in this document are based on TGn Draft version 6.00.
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