May 2008

doc.: IEEE 802.11-08/0652r0

IEEE P802.11
Wireless LANs

	Proposal to Update SSPN and QoS features

	Date:  2008-05-12

	Author(s):

	Name
	Affiliation
	Address
	Phone
	email

	Dave Stephenson
	Cisco Systems, Inc.
	170 W. Tasman Dr.
San Jose, CA 95134
	+1 408 527 7991
	daves@cisco.com



6. MAC service definition

6.2 Detailed service specification

6.2.1 MAC Data services

6.2.1.2 MA-UNITDATA.indication

Change 6.2.1.2.4 as shown below:

6.2.1.2.4 Effect of receipt

The effect of receipt of this primitive by the LLC sublayer is dependent on the content of the MSDU.
At an AP for which dot11InterworkingServiceEnabled is TRUE and dot11QosOptionImplemented is TRUE, if the source MAC address corresponds to a non-AP STA which has the QoS bit in the Capabilities element in the (Re)-Association request frame set to 0 and for which the AP has an dot11InterworkingEntry, then the AP shall update the following MIB variables in the non-AP STa’s dot11InterworkingEntry:

· dot11NonApStaBestEffortFrameCount shall be incremented by 1 and dot11NonApStaBestEffortOctetCount shall be incremented by the number of octets in the data
At an AP for which dot11InterworkingServiceEnabled is TRUE and dot11QosOptionImplemented is FALSE, if the source MAC address corresponds to a non-AP STA for which the AP has an dot11InterworkingEntry, then the AP shall update the following MIB variables in the non-AP STa’s dot11InterworkingEntry:

· dot11NonApStaBestEffortFrameCount shall be incremented by 1 and dot11NonApStaBestEffortOctetCount shall be incremented by the number of octets in the data
At an AP for which dot11InterworkingServiceEnabled is TRUE and dot11QosOptionImplemented is TRUE, if the source MAC address corresponds to a non-AP STA which has the QoS bit in the Capabilities element in the (Re)-Association  request frame set to 1 and for which the AP has an dot11InterworkingEntry and the priority is an integer in the range of 0 to 7 inclusive, then the access category shall be derived from the priority using the mapping in Table 9-1 and the AP shall update the following MIB variables in the non-AP STa’s dot11InterworkingEntry:

· If the access category is AC_VO, then dot11NonApStaVoiceFrameCount shall be incremented by 1 and dot11NonApStaVoiceOctetCount shall be incremented by the number of octets in the data.
· If the access category is AC_VI, then dot11NonApStaVideoFrameCount shall be incremented by 1 and dot11NonApStaVideoOctetCount shall be incremented by the number of octets in the data
· If the access category is AC_BE, then dot11NonApStaBestEffortFrameCount shall be incremented by 1 and dot11NonApStaBestEffortOctetCount shall be incremented by the number of octets in the data
· If the access category is AC_BK, then dot11NonApStaBackgroundFrameCount shall be incremented by 1 and dot11NonApStaBackgroundOctetCount shall be incremented by the number of octets in the data
At an AP for which dot11InterworkingServiceEnabled is TRUE and dot11QosOptionImplemented is TRUE, if the source MAC address corresponds to a non-AP STA which has the QoS bit in the Capabilities element in the (Re)-Association  request frame set to 1 and for which the AP has an dot11InterworkingEntry and the priority is an integer in the range of 8 to 15 inclusive, then the AP shall update the following MIB variables in the non-AP STa’s dot11InterworkingEntry:

· dot11NonApStaHCCAFrameCount shall be incremented by 1, and
· dot11NonApStaHCCAOctetCount shall be incremented by the number of octets in the data.
An AP is responsible for enforcing authorized access limits from an SSPN. These limits are stored in the dot11InterworkingTable based on information received over the SSPN interface.

6.2.1.3 MA-UNITDATA.confirm

Change 6.2.1.3.4 as shown below:

6.2.1.3.4 Effect of receipt

The effect of receipt of this primitive by the LLC sublayer is dependent on the content of the MSDU.
At an AP for which dot11InterworkingServiceEnabled is TRUE and dot11QosOptionImplemented is TRUE, if the source MAC address corresponds to a non-AP STA which has the QoS bit in the Capabilities element in the (Re)-Association  request frame set to 0 and for which the AP has an dot11InterworkingEntry, then the AP shall update the following MIB variables in the non-AP STa’s dot11InterworkingEntry:

· dot11NonApStaBestEffortFrameCount shall be incremented by 1 and dot11NonApStaBestEffortOctetCount shall be incremented by the number of octets in the data
At an AP for which dot11InterworkingServiceEnabled is TRUE and dot11QosOptionImplemented is FALSE, if the source MAC address corresponds to a non-AP STA for which the AP has an dot11InterworkingEntry, then the AP shall update the following MIB variables in the non-AP STa’s dot11InterworkingEntry:

· dot11NonApStaBestEffortFrameCount shall be incremented by 1 and dot11NonApStaBestEffortOctetCount shall be incremented by the number of octets in the data
At an AP for which dot11InterworkingServiceEnabled is TRUE and dot11QosOptionImplemented is TRUE, if the source MAC address corresponds to a non-AP STA which has the QoS bit in the Capabilities element in the (Re)-Association  request frame set to 1 and for which the AP has an dot11InterworkingEntry and the provided priority is an integer in the range of 0 to 7 inclusive, then the access category shall be derived from the provided priority using the mapping in Table 9-1 and the AP shall update the following MIB variables in the non-AP STa’s dot11InterworkingEntry:

· If the access category is AC_VO, then dot11NonApStaVoiceFrameCount shall be incremented by 1 and dot11NonApStaVoiceOctetCount shall be incremented by the number of octets in the data.
· If the access category is AC_VI, then dot11NonApStaVideoFrameCount shall be incremented by 1 and dot11NonApStaVideoOctetCount shall be incremented by the number of octets in the data
· If the access category is AC_BE, then dot11NonApStaBestEffortFrameCount shall be incremented by 1 and dot11NonApStaBestEffortOctetCount shall be incremented by the number of octets in the data
· If the access category is AC_BK, then dot11NonApStaBackgroundFrameCount shall be incremented by 1 and dot11NonApStaBackgroundOctetCount shall be incremented by the number of octets in the data
At an AP for which dot11InterworkingServiceEnabled is TRUE and dot11QosOptionImplemented is TRUE, if the source MAC address corresponds to a non-AP STA which has the QoS bit in the Capabilities element in the (Re)-Association  request frame set to 1 and for which the AP has an dot11InterworkingEntry and the provided priority is an integer in the range of 8 to 15 inclusive, then the AP shall update the following MIB variables in the non-AP STa’s dot11InterworkingEntry:

· dot11NonApStaHCCAFrameCount shall be incremented by 1, and
· dot11NonApStaHCCAOctetCount shall be incremented by the number of octets in the data.
An AP is responsible for enforcing authorized access limits from an SSPN. These limits are stored in the dot11InterworkingTable based on information received over the SSPN interface.

9
MAC sublayer functional definition

9.2
DCF

9.2.7. Broadcast and multicast MPDU transfer procedure

Change the text as shown below:

Subsequent to an AP having dot11InterworkingServiceEnabled set to TRUE receiving a group addressed frame and before forwarding it, the AP shall determine if the frame was received from a STA for which the AP has an dot11InterworkingEntry .  If so, it shall only forward the frame if the dot11NonApStaAuthSourceMulticast in the STA’s dot11InterworkingEntry is TRUE, otherwise the frame shall be dropped. If dot11NonApStaAuthSourceMulticast is TRUE, then the AP shall measure the aggregate datarate of all group addressed MSDUs sourced from that non-AP interworking-capable STA and drop any group addressed MSDUs causing the dot11NonApStaMaxAuthSourceMulticastRate to be exceeded in any dot11MulticastAveragingPeriod.
11.4
TS Operation

11.4.1
Introduction
11.4.2
TSPEC construction
11.4.3
TSPEC construction
Change the following paragraph as indicated: 

An active TS becomes inactive following a TS deletion process initiated at either non-AP STA or HC. It also becomes inactive following a TS timeout detected at the HC, or if the HC within an AP having dot11InterworkingServiceEnabled set to TRUE determines per 11.18.6 that the non-AP STA’s TS has exceeded the transmitted MSDU limit for the access category in which the TS was admitted.. When an active TS becomes inactive, all the resources allocated for the TS are released.
11.4.4
TS setup
Change the following paragraphs as indicated: 

The SME in the HC decides whether to admit the TSPEC as specified, refuse the TSPEC, or not admit but suggest an alternative TSPEC. If the TSPEC is received from a non-AP STA for which the AP having dot11InterworkingServiceEnabled set to TRUE has SSPN policy in the STA’s dot11InterworkingEntry, the HC shall use the STA’s policy in the decision to admit or deny the request as described in the following paragraph.  The SME then generates an MLME-ADDTS.response primitive containing the TSPEC and a ResultCode value. The contents of the TSPEC and Status fields contain values specified in 10.3.24.4.2.
When the AP’s HC receives a TSPEC, the AP shall inspect it to determine the requested access policy, user priority and maximum datarate.

a) For a TS to be admitted when the requested access policy is set to EDCA, both of the following shall be true:

i) The access category shall be determined from the user priority according to Table 9-1. The bit corresponding to this access category in dot11NonApStaAuthAccessCategories from the non-AP STA’s dot11InterworkingEntry is set to 1.

ii) The sum of the mean data rate of all active TSs in this access category plus the mean data rate in the TSPEC shall be less than or equal to the non-AP STA’s dot11InterworkingEntry for dot11NonApStaAuthMaxVoiceRate, dot11NonApStaAuthMaxVideoRate, dot11NonApStaAuthMaxBestEffortRate, or dot11NonApStaAuthMaxBackgroundRate depending on whether the derived access category is voice, video, best effort of background respectively.

b) For a TS to be admitted when the requested access policy is set to HCCA, all of the following shall be true:

i) The dot11NonApStaAuthHCCA value shall be set to TRUE.

ii) The sum of the mean data rate of all active TSs having access policy set to HCCA plus the mean data rate in the TSPEC shall be less than or equal to dot11NonApStaAuthMaxHCCARate in the non-AP STA’s dot11InterworkingEntry.

iii) The delay bound which will be provided by the HC in the TSPEC response shall be less than or equal to dot11NonApStaAuthHCCADelay in the non-AP STA’s dot11InterworkingEntry.

The HC MAC transmits an ADDTS Response frame containing this TSPEC and status. The encoding of the ResultCode values to Status Code field values is defined in Table 11-2. If the requesting non-AP STA is an interworking capable STA for which the AP has a dot11InterworkingEntry, then the HC shall set the dot11nonApStaAddtsResultCode from this entry to a value equal to the ResultCode. 

11.18.5
Interworking Procedures: Interactions with SSPN
11.18.5.1
Authentication and cipher suites selection with SSPN

11.18.5.2
Reporting and Session Control with SSPN

Change the following paragraphs as indicated: 

If the SSPN has supplied resource utilization limits, the AP SME shall enforce those limits by comparing the values of octet counters to authorized access limits:

· dot11NonApStaVoiceOctetCount is compared to dot11NonApStaAuthMaxVoiceOctetCount. When the value of the authorized maximum octet count is exceeded, if the ACM bit for AC_VO is set to 1 then the HC shall delete all admitted TSs on this access category and deny all subsequent ADDTS request frames with TID=6 or 7, or if the ACM bit for AC_VO is set to 0 then the non-AP STA shall be disassociated.

· dot11NonApStaVideoOctetCount is compared to dot11NonApStaAuthMaxVideoOctetCount. When the value of the authorized maximum octet count is exceeded, if the ACM bit for AC_VI is set to 1 then the HC shall delete all admitted TSs on this access category and deny all subsequent ADDTS request frames with TID=4 or 5, or if the ACM bit for AC_VI is set to 0 then the non-AP STA shall be disassociated.

· dot11NonApStaBestEffortOctetCount is compared to dot11NonApStaAuthMaxBestEffortOctetCount. When the value of the authorized maximum octet count is exceeded, if the ACM bit for AC_BE is set to 1 then the HC shall delete all admitted TSs on this access category and deny all subsequent ADDTS request frames with TID=0 or 3, or if the ACM bit for AC_BE is set to 0 then the non-AP STA shall be disassociated.

· dot11NonApStaBackgroundOctetCount is compared to dot11NonApStaAuthMaxBackgroundOctetCount. When the value of the authorized maximum octet count is exceeded, if the ACM bit for AC_BK is set to 1 then the HC shall delete all admitted TSs on this access category and deny all subsequent ADDTS request frames with TID=1 or 2, or if the ACM bit for AC_BK is set to 0 then the non-AP STA shall be disassociated.

· dot11NonApStaHCCAOctetCount is compared to dot11NonApStaAuthMaxHCCAOctetCount. When the value of the authorized maximum octet count is exceeded, then the HC shall delete all admitted TSs with access policy = HCCA or HEMM and deny all subsequent ADDTS request frames with access policy = HCCA or HEMM..

· The sum of dot11NonApStaVoiceOctetCount, dot11NonApStaVideoOctetCount, dot11NonApStaBestEffortOctetCount, dot11NonApStaAuthMaxBackgroundOctetCount, and dot11NonApStaHCCAOctetCount is compared to dot11NonApStaAuthMaxTotalOctetCount. When the value of the authorized maximum octet count is exceeded, the non-AP STA shall be disassociated.

When a non-AP STA has exceeded the resource limits listed above, the AP terminates the connection. The AP SME invokes the disassociation procedure defined in 11.3.2.7 by issuing a MLME-DISASSOCIATE.request with the reason code of Authorized Access Limit Reached.

Insert the following text as shown below:

Annex D

dot11NonApStaBestEffortFrameCount OBJECT-TYPE


SYNTAX Counter32


MAX-ACCESS read-only


STATUS current


DESCRIPTION



“For EDCA operation, this counter shall be incremented for



each MSDU successfully transmitted by the AP on the best



effort access category and for each MSDU successfully 



received on either user priority 0 or 3. For DCF or PCF 

operation, this counter shall be incremented for each MSDU

successfully transmitted or received by the AP."


::= { dot11InterworkingEntry 21 }
dot11NonApStaBestEffortOctetCount OBJECT-TYPE


SYNTAX Counter32


MAX-ACCESS read-only


STATUS current


DESCRIPTION



“For EDCA operation, this counter shall be incremented by



the length in octets in each MSDU successfully transmitted 



by the AP on the best effort access category and by the 



length in octets in each MSDU successfully received on 



either user priority 0 or 3. For DCF or PCF 

operation, this counter shall be incremented for each MSDU

successfully transmitted or received by the AP."


::= { dot11InterworkingEntry 25 }
-- **********************************************************************

-- * dot11Operation TABLE

-- **********************************************************************

dot11OperationTable OBJECT-TYPE

SYNTAX SEQUENCE OF Dot11OperationEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"Group contains MAC attributes pertaining to the operation

of the MAC. This has been implemented as a table in order

to allow for multiple instantiations on an agent."

::= { dot11mac 1 }

dot11OperationEntry OBJECT-TYPE

SYNTAX Dot11OperationEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"An entry in the dot11OperationEntry Table.

ifIndex - Each IEEE 802.11 interface is represented by an

ifEntry. Interface tables in this MIB module are indexed

by ifIndex."

INDEX { ifIndex }

::= { dot11OperationTable 1 }
Dot11OperationEntry ::=


SEQUENCE { dot11MACAddress MacAddress,



dot11RTSThreshold INTEGER,



dot11ShortRetryLimit INTEGER,



dot11LongRetryLimit INTEGER,



dot11FragmentationThreshold INTEGER,



dot11MaxTransmitMSDULifetime Unsigned32,



dot11MaxReceiveLifetime Unsigned32,



dot11ManufacturerID DisplayString,



dot11ProductID DisplayString,



dot11CAPLimit INTEGER,



dot11HCCWmin INTEGER,



dot11HCCWmax INTEGER,



dot11HCCAIFSN INTEGER,



dot11ADDBAResponseTimeout INTEGER,



dot11ADDTSResponseTimeout INTEGER,



dot11ChannelUtilizationBeaconInterval INTEGER,



dot11ScheduleTimeout INTEGER,



dot11DLSResponseTimeout INTEGER,



dot11QAPMissingAckRetryLimit INTEGER,



dot11EDCAAveragingPeriod INTEGER,

dot11MulticastAveragingPeriod INTEGER }
dot11MulticastAveragingPeriod OBJECT-TYPE

SYNTAX INTEGER (1..100)

MAX-ACCESS read-write

STATUS current

DESCRIPTION

"This attribute shall indicate the number of seconds over which

the MSDU data rate for group addressed frames transmitted by a 

single STA is averaged. The default value for this parameter shall 
be 5."

DEFVAL (5)

::= { dot11OperationEntry <ANA> }
-- **********************************************************************

-- * End of dot11Operation TABLE

-- **********************************************************************

dot11MACbase2 OBJECT-GROUP

OBJECTS { dot11MACAddress, dot11Address,

dot11GroupAddressesStatus,

dot11RTSThreshold, dot11ShortRetryLimit,

dot11LongRetryLimit, dot11FragmentationThreshold,

dot11MaxTransmitMSDULifetime,

dot11MaxReceiveLifetime, dot11ManufacturerID,

dot11ProductID, dot11CAPLimit, dot11HCCWmin,

dot11HCCWmax, dot11HCCAIFSN,

dot11ADDBAResponseTimeout, dot11ADDTSResponseTimeout,

dot11ChannelUtilizationBeaconInterval, dot11ScheduleTimeout,

dot11DLSResponseTimeout, dot11QAPMissingAckRetryLimit,

dot11EDCAAveragingPeriod, dot11MulticastAveragingPeriod }

STATUS current

DESCRIPTION

"The MAC object class provides the necessary support for the

access control, generation, and verification of frame check

sequences (FCSs), and proper delivery of valid data to upper

layers."

::= { dot11Groups 31 }



Abstract


This proposal addresses LB122 CID #160, 166, 266, 420, 534, 562 and 563.





This document is based on 802.11u-d2.0 as modified by 11-08-0534r0.
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