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1 Introduction

IEEE 802.11u-d2.0 currently provides a Network Type field in the Network Metadata field included in the Interworking element.  Using the Network Type field, a non-AP STA may quickly scan and discover hotspots by sending a Probe Request in which the Network Type field is set to “chargeable”.  Only APs configured with Network Type = “chargeable” will reply with a Probe Response.

This behavior greatly benefits fast discovery of hotspots.  Using 802.11u’s GAS protocol in conjunction with 802.21-IS, a full and robust method for determining whether a user possesses the proper security credentials to access a particular hotspot is provided.  However, if the list of potential hotspots is long, then performing a series of 802.21-IS queries may take a long time and consume too much battery energy.  

What is lacking is a fast method to determine whether a user’s security credentials will allow association with a particular hotspot.  This proposal adds a “Roaming Consortium” information element, to be transmitted in Beacon and Probe Response frames, which provides such a fast method.  The Roaming Consortium element provides a short list of Organizationally Unique Identifiers (3) which, upon recognition by a non-AP STA, can be used by the device in conjunction with local information as a strong indication on whether it has the proper security credentials to access the hotspot.  This list should be considered by the non-AP STA as a “hint”; normal authentication procedures determine whether or not a STA can actually authenticate with the candidate AP.
The list of OUIs is intentionally kept short so as to avoid Beacon bloat.  If a hotspot supports more than 3 roaming consortiums and/or SSPs, then it is up to the Hotspot operator to determine which 3 to advertise in the beacon frame (i.e., in the Roaming Consortium element); how a Hotspot operator makes this determination is outside the scope of this document.  In addition, the Roaming Consortium element contains an indication that additional OUIs may be obtained via a Native-GAS query.

The benefit of this proposal is that it provides improved battery life to mobile terminals.  It is not intended as a replacement to 802.21-IS.  Clearly this is not possible given the richness of the 802.21-IS query language and the small amount of information conveyed by this element.  However, since it is anticipated that many hotspots will support just a few SSPs and/or roaming consortiums; as such, it is expected this proposal will be practical in many deployments.
7.2.3 Management frames

7.2.3.1 Beacon frame format
Add the following to the contents of Table 7-8 as shown below:

Table 7-8—Beacon frame body 

	Order
	Information
	Notes

	28
	Roaming Consortium 
	The Roaming Consortium element is present if dot11InterworkingServiceEnabled is true and the dot11RoamingConsortiumTable has one or more non-null entries.


7.2.3.9 Probe Response frame format

Add the following to the contents of Table 7-15 as shown:

Table 7-15—Probe Response frame body 
	Order
	Information
	Notes

	28
	Roaming Consortium 
	The Roaming Consortium element is present if dot11InterworkingServiceEnabled is true and the dot11RoamingConsortiumTable has one or more non-null entries.


7.3.2
Information elements
Insert the following to the contents of Table 7-26 as shown below:

Table 7-26—Element IDs

	Information Element
	Element ID
	Length

	Roaming Consortium
	<ana>
	Variable


Insert the following new subclause, renumbering clauses as necessary:

7.3.2.66 Roaming Consortium element

The Roaming Consortium Information element contains information about the roaming consortium and/or SSPs whose networks are accessible via the AP transmitting this element.  The element’s format is shown in Figure 7-95bb.

	
	
	
	
	
	
	

	
	Element ID
	Length
	Number of Native-GAS
OUIs
	OUI
#1
	OUI
#2
(optional)
	OUI
#3
(optional)

	Octets:
	1
	1
	1
	3
	3
	3


Figure 7-95bb—Roaming Consortium element format
The Length field is the length of the Roaming Consortium element. The value of the Length field is 4, 7 or 10 octets depending on the number of OUI fields present.
The Number of Native-GAS OUIs field’s format is a 1-octet unsigned integer whose value is the number of additional roaming consortium OUIs obtainable via Native Query protocol.  A value of zero means that no additional OUIs will be returned in response to a Native GAS query for the Roaming Consortium List.  A value of 255 means that 255 or more additional OUIs are obtainable via Native Query protocol.
The OUI field is a public OUI assigned by the IEEE. It is 3 octets in length.  Each OUI identifies a roaming consortium (group of SSPs with inter-SSP roaming agreement) or a single SSP.  A non-AP STA in possession of security credentials for the SSPN(s) identified by the OUI should be able to successfully authenticate to this AP.
7.3.3
Native Query Protocol information elements
Insert the following to the contents of Table 7-43x as shown below:

Table 7-43x—Native query protocol info ID definitions
	Info Name
	Info ID
	Native Info Element (clause)

	Capability List
	1
	7.3.3.1

	multiple SSID Set
	2
	7.3.3.2

	Venue Name
	3
	7.3.3.3

	Emergency Call Number Information
	4
	7.3.3.4

	Emergency Public Network Access
	6 5
	7.3.3.5

	Network Authentication Type
	5 6
	7.3.3.6

	Roaming Consortium List
	7
	7.3.3.7

	Reserved
	7 8 – 220
	n/a

	Vendor Specific
	221
	n/a

	Reserved
	222 – 255
	n/a


Insert the following new subclause, renumbering clauses as necessary:

7.3.3.7 Roaming Consortium List

The Roaming Consortium List element provides a list of information about the Roaming Consortium and/or SSPs whose networks are accessible via this AP.  This list element may be returned in response to a Native GAS Query Request.  The format of the Roaming Consortium List element is provided in Figure 7-95bl.

	
	
	
	
	
	
	
	

	
	Info ID
	Length
	Status Code
	OUI
#1
(optional)
	OUI
#2
(optional)
	…
	OUI
#N
(optional)

	Octets:
	1
	2
	2
	3
	3
	
	3


Figure 7-95bl—Roaming Consortium list format
The Length field is 2-octet length of the Capabilities List element and is equal to 2 plus 3 times the number of OUIs present in the element.

The Status Code is a 2-octet field whose value is drawn from Table 23.

The OUI field is a public OUI assigned by the IEEE. It is 3 octets in length.  Each OUI identifies a roaming consortium (group of SSPs with inter-SSP roaming agreement) or a single SSP.  There are zero or more OUIs in this list.  A non-AP STA in possession of security credentials for the SSPN(s) identified by the OUI, should be able to successfully authenticate to this AP.  OUIs contained within the Roaming Consortium element (7.3.2.66) are also included in this list.
Insert the following text as shown below:

Annex D

dot11imt OBJECT IDENTIFIER ::= { ieee802dot11 4 }
-- IMT GROUPS 
-- dot11ApRadioTable::


::= { dot11imt 1 } 
-- dot11InterworkingTable


::= { dot11imt 2 } 
-- dot11ApGeospatialLocation

::= { dot11imt 3 } 

-- dot11ApCivicLocation:


::= { dot11imt 4 } 

-- dot11RoamingConsortiumTable

::= { dot11imt 5 } 

dot11RoamingConsortiumTable   OBJECT-TYPE

        SYNTAX                SEQUENCE OF Dot11RoamingConsortiumEntry

        MAX-ACCESS            not-accessible

        STATUS                current

        DESCRIPTION

                "This is a Table of OUIs which are to be transmitted



In a Beacon or Probe Response frame.  Each table entry



Corresponds to a roaming consortium or single SSP.



A maximum of 3 entries may be in this table."

    ::= { dot11imt 5 }

dot11RoamingConsortiumEntry OBJECT-TYPE

        SYNTAX     Dot11RoamingConsortiumEntry

        MAX-ACCESS not-accessible

        STATUS     current

        DESCRIPTION



"Each OUI identifies a roaming consortium (group of


SSPs with inter-SSP roaming agreement) or a single SSP.


A non-AP STA in possession of security credentials for the


SSPN(s) identified by the OUI, should be able to successfully



authenticate to this AP."

        INDEX { dot11RoamingConsortiumOui }

        ::= { dot11RoamingConsortiumTable 1 }

Dot11RoamingConsortiumEntry ::=

        SEQUENCE {

             dot11RoamingConsortiumOui        OCTET STRING
             dot11RoamingConsortiumRowStatus  RowStatus
           }
dot11RoamingConsortiumOui OBJECT-TYPE


SYNTAX OCTET STRING (SIZE(3))


MAX-ACCESS not-accessible

STATUS current


DESCRIPTION



"This attribute contains the 6 hexadecimal characters which



correspond to the IEEE defined OUI.

::= { dot11RoamingConsortiumEntry 1 }
dot11RoamingConsortiumRowStatus OBJECT-TYPE


SYNTAX RowStatus

MAX-ACCESS read-create

STATUS current


DESCRIPTION



"This object represents the status column for a

                 conceptual row in this table.”

::= { dot11RoamingConsortiumEntry 2 }




Abstract


P802.11u-d2.0 provides methods to facilitate fast discovery of hotspots (e.g., scanning for “chargeable” Network Type).  However, what is lacking is a fast and battery-efficient method for discovering the SSPs and/or roaming consortiums accessible from a particular hotspot AP.  This proposal provides such a method.





This document is based on IEEE 802.11-2007 and 802.11u-d2.0 as modified by 11-08-0534-00-000u.





Note: the abbreviations SSP and SSPN are already defined in 802.11u-d2.0.
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