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Change Clause 7.2.2.1.1 “TDLS Setup Request Frame Format” of the draft:
Delete row with order 6 DH_I

Change row with order 5 as “FTIE       TPK handshake Message 1 (optional)

Insert row with order 6, as “Timeout Interval IE

TPK Key Lifetime (optional)”

Change Clause 7.2.2.1.2 “TDLS Setup Response Frame Format” of the draft:
Delete row with order 7 DH_P
Change row with order 6 as “FTIE       TPK handshake Message 2 (optional)

Insert row with order 7, as “Timeout Interval IE

TPK Key Lifetime (optional)”

Change Clause 7.2.2.1.3 “TDLS Setup Confirm Frame Format” of the draft:
Change row with order 3 as “FTIE       TPK handshake Message 3 (optional)

Insert row with order 4, as “RSN IE


RSN IE (optional)”

Insert row with order 5, as “Timeout Interval IE

TPK Key Lifetime (optional)”

Change Clause 7.2.2.1.4 “TDLS Teardown Request Frame Format” of the draft:
Insert an order 4 as “FTIE       If TPK handshake was successful for this session (optional)

Change Clause 7.2.2.1.5 “TDLS Teardown Response Frame Format” of the draft:
Insert an order 3 as “FTIE       If TPK handshake was successful for this session (optional)

Delete Clause 7.3.2.z2 “DH_I element” from the draft
Delete Clause 7.3.2.z3 “DH_P element” from the draft
Change Clause 7.3.2.25.2 “AKM Suites”, Page 19, Line 1
Change name of Key Management Type to “TPK Handshake”
Insert after 8.4.1.1.5:  

8.4.1.1.6 TPKSA

The TPKSA results frome a successful completion of the TDLS Peer Key Handshake. This security association is bidirectional between the initiator and the peer non-AP STAs.  The TPKSA is used to create session keys to protect this TDLS session. TPKSA is cached per the lifetime indicated in the TDLS Peer Key Handshake or until the TDLS ends, whichever comes first.  If the communicating peer STAs each initiate a TDLS Peer Key Handshake simultaneously, resulting in two TPKSAs, the STAs shall utilize the one initiated by the STA with the lower MAC address and delete the other. This limits the number of operational TPKSAs with the same initiator STA and peer MAC addresses to one at any time.
The TPKSA consist of the following:

· MAC addresses of Initiator and Peer non-AP STAs

· Pairwise cipher suite selector

· TPK Lifetime

· TPKName

Delete 8.5.9 and replace it with the following:  
8.5.9 TDLS Peer Key Security Protocol
The TDLS Peer Key security protocol is executed between the two non-AP STAs that intend to establish an RSNA for direct link communication.
8.5.9.1 TDLS Peer Key Handshake
The TDLS Peer key (TPK) handshake occurs as part of the TDLS Direct Link setup procedure.  The TPKSA is the result of the successful completion of the TDLS Peer Key Handshake protocol, which derives keys for providing confidentiality and data origin authentication.

In order to maintain TPK confidentiality, both the initiating and peer STAs must establish an RSNA with their common AP prior to executing the TDLS Peerkey handshake. To meet this criteria, a STA shall not initiate the TDLS Peerkey Handshake and shall reject TDLS setup messages seeking to construct a TPKSA if

1. The AP does not include an RSN IE in its Beacons and Probe Responses to advertise the availability of security;
2. The AP’s RSN IE indicates that WEP-40 (OUI 00-0F-AC:1) or WEP-104 (OUI 00-0F-AC:5) are enabled as either pairwise or group ciphersuites; and
3. The ‘No Pairwise’ subfield of the AP’s RSN IE Capabilities field is set to 1.

Violation of any of these cases would cause the TDLS Peerkey handshake to leak the TPK.

The TDLS Initiator and TDLS Peer perform the following exchange to setup a TPK.

TDLS PMK Handshake Message 1: Initiator STA ( Peer STA



Link_ID_IE, RSNIE, Timeout_Interval_IE(..), FTIE(....)

TDLS PMK Handshake Message 2: Peer STA -> Initiator STA



Link_ID_IE, RSNIE, Timeout_Interval_IE, FTIE

TDLS PMK Handshake Message 3: Initiator STA -> Peer STA



Link_ID_IE, RSNIE, Timeout_Interval_IE, FTIE
where

· The SourceAddress field of the Link_ID_IE is the MAC address of the message sender (initiator or peer);
· The DestinationAddress field of the Link_ID_IE is the MAC address of the message receiver (peer or initiator);
· The PairwiseCipherSuite field of the RSNIE identifies the cipher suite used to protect these messages end-to-end;
· The TimeoutIntervalType field of the Timeout_Interval_IE is the key lifetime

· The SNonce field of the FTIE is a 256 bit value randomly generated by the initiator for this instance of the protocol

· The ANonce field of the FTIE is a 256 bit value randomly generated by the peer for this instance of the protocol (set to 0 in message 1)
· The MIC field of the FTIE is zero for message 1 and computed using the negotiated TPK-KCK and Group Management Cipher Suite for messages 2 and 3.
The TDLS PMK Handshake Message 1 shall be transmitted in the TDLS Setup Request frame.  
TDLS PMK Handshake Message 2 shall be transmitted in the TDLS Setup Response frame.  
TDLS PMK Handshake Message 3 shall be transmitted in the TDLS Setup Confirm frame.  
This exchange replaces the 4-Way Handshake for DL.

The TPK shall be derived using the key derivation function defined in 8.5.1.5.2.
TPK = KDF-XXX(0, “TDLS PMK”, min(MAC_I, MAC_P) || max (MAC_I, MAC_P) || min (Nonce_I, Nonce_P) || max (Nonce_I, Nonce_P) || BSSID || XXX)

Here, 0 denotes the all zeros key. XXX denotes the number of bits of keying material derived. XXX is ciphersuite dependent.

Each TPK has two component keys, TPK-KCK, and TPK-TK, defined as follows: 

The Key Confirmation Key (KCK) shall be computed as the first 128 bits (bits 0-127) of the TPK

TPK-KCK = L(TPK, 0, 128)
where, L(-) is defined in 8.5.1. 
The KCK is used to provide data origin authenticity in TDLS Response and TDLS Confirm messages.

The Temporal keys (TK) shall be computed as the remaining bits (for CCMP, the second 128 bits, i.e., bits 128-255) of the PTK
TPK-TK = L(TPK, 128, XXX – 128) 
The TPK-TK is used to provide confidentiality for direct link data and management messages.
The KEK derived by the 4-Way Handshake is not used by DL, because DL does not use group communications, so is not derived by the TDLS key handshake.
The temporal key is configured into the STA by the SME through the use of the MLME-SETKEYS.request primitive. 
The PTK is referenced and named as follows:

TPK-NAME = Truncate-128(SHA-256(min(MAC_I, MAC_P) || max (MAC_I, MAC_P) || min (Nonce_I, Nonce_P) || max (Nonce_I, Nonce_P) || BSSID || XXX))
8.5.9.2 TDLS Peer Key Handshake Security Assumptions

The TDLS PMK handshake shall satisfy the following security assumptions:
a. Initiator STA have an RSNA established with the AP which is being used for TDLS Setup. 
b. The AP does not expose the nonces exchanged by the initiator and peer to any external party.
c. The AP does not use these nonces to derive the TPK and attack the DL instance.

d. TDLS message security (encryption and integrity computations) processing at the AP is protected from illegal eavesdropping, alterations, insertions and substitutions.
e. The Initiator and Peer STAs do not expose Nonce_I, Nonce_P, or the derived key to a third party.

8.5.9.3 TDLS Peer Key (TPK) Security Protocol Handshake Messages
8.5.9.3.1. Overview

The TDLS Peer Key Handshake consists of 3 messages.  Each message is comprosed of a number of information elements, and are included in the TDLS Setup Request, TDLS Setup Repsonse, and TDLS Setup Confirm messages.

In an RSN, these handshake messages serve to provide a session identifier, identified by the  nonces, and used as association instance identifiers.  These nonces are chosen randomly or pseudorandomly, and used to generate the TPK 
8.5.9.3.2 TPK Handshake Message 1

If the initiator wants to create a TPKSA for this TDLS instance, the initiator shall add an RSN IE, FTIE, and Timeout Internal IE to its TDLS Setup frame. The IEs shall be formatted as follows:
· The RSN information element shall be present only if dot11RSNAEnabled is set true. If present, the RSN information element shall be set as follows:
· Version shall be set to 1
· The pairwise cipher suite list field indicating the pairwise cipher suites the initiator is willing to use with the TPKSA. WEP-40 and WEP-104 shall not be included in this list.

· The group cipher suite shall be set to the all zeros OUI

· The AKM suite count field shall be set to 1

· The AKM suite list field shall be set to TPK Handshake (00-0F-AC:<ANA>)

· The Capabilities field shall set the ‘No Pairwise’ subfield to 0 and ‘PeerKey Enabled’ subfield to 1
· PMKID count shall be 0

· PMKID list shall not be present.
· Include the lifetime of the TPKSA in the Timeout_Interval IE using Lifetime Interval Type as ‘2’ (Key Lifetime Interval). The minimum lifetime shall be 300 seconds.

· The Fast BSS Transition information element (FTIE) shall be present only if dot11RSNAEnabled is set true. If present, the FTIE shall be set as follows: 

· SNonce shall be set to a value chosen randomly by the Initiator non-AP STA, following the recommendations of 8.5.7. 
· Optional Parameter subfield value 6 set to the common BSSID
· All other fields shall be set to 0.
The TDLS Initiator sends Message 1 to the TDLS Peer.  
On reception of Message 1, the TDLS Peer checks whether the RSNIE is present.

· If the Peer does not have an RSNA with the AP, it shall reject the request with status code <ANA> (“Security disabled”).

· If the peer does have an RSNA with the AP, it checks whether the request includes an RSN IE. If not, the Peer may reject the request with status code 40 (“Invalid Information Element”) if it requires security for the direct link.
· If the version field of the RSN IE is less than 1, then the Peer shall silently discard the frame.

· Otherwise, the peer checks the version field of the RSN IE. When the RSN IE version is greater than or equal to 1 the Peer processes the message as follows:
· If the contents of the RSNIE do not indicate AKM of TPK Handshake (suite type 00-0F-AC:<ANA>), the Peer shall reject the Handshake with status code 43 ("Invalid AKMP").
· If none of the pairwise cipher suites are acceptable, or Pairwise ciphers include WEP-40 or WEP-104, then the Peer shall reject the TDLS Request with status code 19 (“Invalid Pairwise Cipher”).
· If the RSN Capabilities field has not set the subfields according to the decribed rules for this message, then the Peer rejects with status code 45 (“Peer STA does not support the requested cipher suite”).
· If the suggested lifetime is unacceptable or below the default value, the Peer shall reject the TDLS Request with status code <ANA> (“Unacceptable Lifetime”) 
· If the contents of the FTIE are not as per specified for this message, then the Peer shall reject the TDLS Request with status code 55 (“Invalid FTIE”).
· The Peer shall ignore all other fields
· Otherwise, the Peer may respond with TPK Handshake Message 2.
8.5.9.3.3 TPK Handshake Message 2
If the Peer validates the TPK Handshake Message 1 for this TDLS instance, the Peer may respond with TPK Handshake Message 2. To do so, the Peer shall add an RSN IE, FTIE, and Timeout Internal IE to its TDLS Setup frame. The IEs shall be formatted as follows:

· The RSN IE shall include the following:

· Include a pairwise cipher suite from one of those presented in RSN IE of message 1 of this sequence in the Pairwise Cipher Suite List, and set the Pairwise Cipher Suite count to 1.
· The version number shall be the minimum of the maximum version supported by the Peer and the version number received in the RSNIE of Message 1.
· All other RSN IE fields shall be same as those received in Message 1.
· The Timeout_Interval IE shall be the same as that received in the TPK Handshake message 1.

· The FTIE shall include the following: 

· ANonce shall be set to a value chosen randomly by the Peer, following the recommendations of 8.5.7. 

· SNonce shall be same as that received in message 1 of this sequence
· Optional Parameter subfield 6 set to the values received in message 1 of this instance
· The MIC shall be calculated on the concatenation, in the following order, of: 

· Link Identifier IE

· RSN IE 

· Timeout Interval IE 

· FTIE, with the MIC field of the FTIE set to 0. 

· All other fields shall be set to 0.
The TDLS Peer sends Message 2 to the TDLS Initiator.  The TDLS Initiator shall process Message 2 as follows:

· If the Source and Destination Addresses of the Link Identifier IE do not match those for an outstanding TDLS Request, silently discard the message.

· If the ANonce field of the FTIE does not match that of an outstanding request to the Peer, then the Initiator shall silently discard Message 2.

· Otherwise, the Initiator shall compute the TPK and then validate the MIC in the FTIE by recomputing this over the Link Identifier IE, RSN IE, Timeout Interval IE and FTIE. If invalid, silently discard the TDLS message.
· If the version of the RSN IE is 0 or greater than the version of the RSN IE sent in message 1, then the Initiator shall silently discard the TDLS message. Otherwise, when the RSN IE is greater than or equal to 1, the Initiator shall:
· With the exception of the Pairwise cipher suite count and Pairwise cipher suite list, if the contents of remaining fields in the RSNIE are not the same as what were sent by the Initiator in Message 1 of this sequence, then the Initiator shall silently discard the TDLS response.
· If the Pairwise Cipher Suite count is other than 1, then the Initiator shall silently discard the TDLS response
· If the selected pairwise cipher suite was not included in the Intiator’s requrest, or is WEP-40 or WEP-104, then the Initiator shall reject the TDLS Response with status code 19 (“Invalid Pairwise Cipher”).
· If the Timeout_Interval IE is not the same as that sent in Message 1, the Initiator shall reject the TDLS Response with status code <ANA> (“Unacceptable Lifetime”).
· If the Optional Parameter 6 is different from those sent in message 1, then the Initiator shall silently discard the message.
If the Initiator validates TDLS Message 2, the Initiator may create an TPKSA and respond with Message 3.  The Initiator uses the MLME-SETKEYS.request primitive to configure the Temporal Key into its STA.

8.5.9.3.4 TPK Handshake Message 3
If the Initiator wants to repond to Message 2 for this TDLS instance, the Initiator shall add an RSN IE, FTIE, and Timeout Internal IE to its TDLS Setup frame. The IEs shall be formatted as follows:

· The RSN information element shall be present only if dot11RSNAEnabled is set true. If present, the RSNIE shall be the same as the RSNIE received in Message 2.
· The Timeout_Interval IE shall be the same as that received in the TPK Handshake message 1.

· The Fast BSS Transition information element (FTIE) shall be present only if dot11RSNAEnabled is set true. If present, with the exception of the MIC field, the contents of the FTIE shall be the same as the FTIE received in Message 2.
- The MIC shall be calculated on the concatenation, in the following order, of: 

- Initiator non-AP STA MAC address (6 octets) 

- Peer non-AP STA MAC address (6 octets) 
- Transaction Sequence number (1 octet) which shall be set to the value 3
- Contents of the RSN information element. 

- Link Identifier IE

- Contents of the FTIE, with the MIC field of the FTIE set to 0. 

- Timeout Interval IE 

- All other fields shall be set to 0.
The TDLS Initiator sends Message 3 to the TDLS Peer.  The TDLS Peer shall process Message 3 as follows:

· If the Source and Destination Addresses of the Link Identifier IE do not match those for an outstanding TDLS Request, silently discard the message.

· If the ANonce and SNonce fields of the FTIE do not match that of an outstanding request to the Initiator, then the Peer shall silently discard Message 3.

· Otherwise, the Initiator shall compute the TPK and then validate the MIC in the FTIE by recomputing this over the Link Identifier IE, RSN IE, Timeout Interval IE and FTIE. If invalid, Peer shall silently discard the TDLS message.
· If any of the following checks fail, then the Peer shall silently discard Message 3, the Peer shall abandon the the TPK Handshake identified by the <ANonce, SNonce> combination, and delete existing TPK Handshake Key state for this sequence.
· Contents of RSNIE are not the same as what were sent by the Peer in Message 2

· The Timeout_Interval IE is not the same as that sent in Message 2

· Optional Parameter 6 is not the same as that sent in message 2
On successful processing of Message 3, the TPK Handshake is considered successful, and the TDLS Peer shall use the MLME-SETKEYS.request primitive to configure the Temporal Key into its STA.
Change 11.z1:Page 33, Lines 40-51
To setup a direct link, the initiator STA sends a TDLS Setup Request to the intended peer STA. If the peer STA accepts the direct link, it responds with a TDLS Setup Response frame with status code 0 (Successful).  If the peer STA does not accept the direct link, it responds with a TDLS Setup Response with a status code other than 0. If there is no response within the set timeout, the initiator STA should conclude that the intended peer STA does not support TDLS and the setup procedure is terminated. The initiator then sends a TDLS Setup Confirm to the peer STA to confirm the receipt of the TDLS Setup Response.  

If Dot11RSNAEnabled is set to TRUE, then the TPK Hansdshake messages will be included in the TDLS Setup messages, as follows:

· TPK Handshake message #1 shall be included in the TDLS Setup Request message

· TPK Handshake message #2 shall be included in the TDLS Setup Response message

· TPK Handshake message #3 shall be included in the TDLS Setup Confirm message

When the TDLS Setup Handshake has been completed, both STAs shall accept frames received over the direct link.
Change 11.z1: Page 34, Lines 25-30
To tear down a direct link, the STA sends a TDLS Teardown Request to the peer STA, after which the STA shall not transmit on the direct link any longer. Upon receipt of the TDLS Teardown Request, the peer STA shall disable the direct Rx and Tx paths and destroy the related security parameters, and then respond with a TDLS Teardown Response. Upon receipt of the TDLS Teardown Response, the STA which initiated the teardown shall disable the direct Rx path and destroy the related security parameters.  If dot11RSNAEnabled is TRUE, then the FTIE shall be included in the TDLS Teardown Request and Response messages.



Abstract


This document contains proposed resolution to comments submitted towards the TGz D1.0 on Clauses 7 (Frame Formats) and 8 (Security).





The DH-exchange in draft D1.0 seems to us to be a needlessly complex solution, given the security assumptions on which it is based. We propose an alternate scheme based on a random nonce exchange and the 802.11 key derivation function. We believe our scheme offers a security level comparable with the DH scheme, with 4 orders of magnitude lower computational cost, and with reduced message overhead and link setup cost.
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