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Introduction
The review was performed on 3 Dec 2007.  

Present at the initial review were:   Jesse Walker, Adrian Stephens, Solomon Trainin

We walked through the draft section by section, and the security related comments from LB 115.
The response created at that review was corrected after feedback related to CID 5899 from Luke Qian.
Items considered

Treatment of the order bit

A modification to the construction of the AAD in 8.3.3.3 was introduced in D3.0.  This bug was caught by the editor, and flagged during LB115.  7 commenters brought this issue forward as part of their ballot comments.

The consensus of the resolution is clear from these comments, and no further investigation is required.

Block Ack Denial-of-Service (DoS) Attack

This issue was raised in D2.0 by Nancy Cam-Winget in 11-07/2163r0.   Comment 5899 in LB115 by Luke Qian raises the same issue and proposes a change to the architecture as follows:  “change the order of "block ack reordering" and "MPDU decryption and intergrity"”.

Findings

We admit that there is a DoS attack here that can enable a third party STA to cause data loss by replaying data MPDUs with altered SN, or by forging BlockAckReq frames with arbitrary SSN.

The proposed change in CID5899 (reverse order of BA reordering and integrity check) will allow a STA to discard forged Data MPDUs intended to move the BlockAck window, but it does not prevent a replay attack in which Data MPDUs are captured and replayed with modified SN values (because reply detection occurs after Block Ack reordering).
Furthermore, it involves changing the 802.11 architecture, including for non-HT devices.  This is probably more a theoretical than a practical problem,  but it may still generate negative votes from those who don’t want to see TGn changing the architecture for non-HT devices.

An alternative solution is possible in which the order of the BA and replay detection receive processes are reversed and by using a sliding bitmap of size 64 as the “replay counter”. But this change would be a change to STD 802.11n-2007, unrelated to TGn’s amendment.  Note - this wouldn’t fix the vulnerability with respect to BAR operation, which would require separate treatment.

The changes proposed in 11-07/2163r0 have the following flaws:

· Tying together SN and PN actually makes MSDU loss worse,  as holes in the PN space interact with the BA reordering buffer to unnecessarily flush the buffer, resulting in MSDU loss.

· Constraining the BAR as described prevents its use to legitimately flush the buffer.

· Protecting the BAR is out of scope of TGn.

Recommendation

Reject CID 5899 as follows:

“Rejected.   It is accepted that a denial of service (DoS) attack exists in which a forger generates Data MPDUs with an arbitrary SN, forcing a STA to consider validly sent MPDUs to be outside its BA window.  The proposed change correctly addresses this attack.
However, the same DoS attack also exists as a replay attack.  In this case the hacker captures a single encrypted Data MPDU addressed to the victim.   It then replays this MPDU ad lib, while changing its SN field.  Because the SN field is not part of the AAD, this MPDU continues to pass through the integrity check logic, and will still cause the Block Ack receiver buffer to be flushed.  Eventually the problematic MPDU reaches the replay logic, where it is discarded – but not before the damage to the BlockAck buffer has been done.

Given that the proposed solution only makes it slightly harder for the hacker to mount this attack, there is no value seen in the proposed change.”

A-MSDU Signaling protection

The related comments were reviewed, and no significant issues were encountered – i.e., they are essentially beneficial clarifications.

The mechanism was reviewed and one new issue was discovered.

Page 97.20 (D3.0) includes the following:

“g)
QC – QoS Control field, if present, a 2-octet field that includes the MSDU priority. The QC TID field is used in the construction of the AAD. When both the STA and its peer have their SPP A-MSDU Capable fields set to 1, bit 7 (the A-MSDU Present field) is used in the construction of the AAD. ,, and tThe remaining QC fields are set to 0 for the AAD calculation (bits 4 to 6, bits 8 to 15, and bit 7 when either the STA or its peer has the SPP A-MSDU Capable field set to 0are set to 0).

The highlighted term carries the assumption that this is a pairwise use of CCM.  However, CCM can also be used as a group cyphersuite, so this assumption is incorrect.
The same assumption is present in 11.18.

There are two bits owned by the “peer(s)”.  The current description assumes that each bit may carry one of two states.  When used as a group cyphersuite, each field can carry one of three values:  “0”, “mixed”, “1”.   There are nine combinations of these bits, combined with 4 combinations of the local STA’s capabilities, there are 36 possible configurations.

Recommendation

Either:

· Disallow use of group-addressed A-MSDU

· Disallow use of encrypted group-addressed A-MSDU

· Disallow use of encrypted A-MSDU with a CCM group cyphersuite

· Update table 11-8a (or add a new table) to show the rules for the mixed cases.
My preference is for the first one of these.   Group-addressed A-MSDU is of reduced value compared to A-MPDU,  as the larger MPDUs caused by A-MSDU aggregation will increase the MSDU loss rate because they are protected by a MAC FCS.
Proposal:  Take a straw poll and see what people prefer, then we will prepare the text that reflects this.
Protection of the PSMP frame

When management frame protection is enabled, the PSMP frame will be a protected (group addressed) management frame – i.e., it will have protection element appended to it.
While not causing any security issue, the review was concerned that a STA may have to receive this frame and validate the integrity of the frame, to discover that it has an uplink slot starting a SIFS after the frame.   Does this create any new performance requirements of a non-AP STA?

An attacker could forge a PSMP frame with the following effects:

· It could cause a STA to stay awake longer than necessary.  For this to be effective, the PSMP has to be transmitted at the start of the service period (in a race with the AP to gain channel access).  A downlink period could be assigned to a STA to stay awake for the entire service period.

· It could cause a STA to go to sleep too soon and miss data by transmitting a PSMP with an EOSP flag set.

The first vulnerability is not new.  It can also be achieved simply by sending a CTS-to-self at the start of the service period, and repeating as often as necessary during the service period.

The second vulnerability is new, as far as we are aware.  A similar vulnerability exists in which data loss is targeted at a PSMP STA by receiving a PSMP frame and then transmitting during a STA’s downlink and uplink times,  thereby possibly interfering with the STA,  and this vulnerability is independent of protection of the PSMP.

Recommendation

Take no action.  
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