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Editing instruction: modify the following text in this clause as shown.
7.3.2.25 RSN information element
7.3.2.25.3 RSN capabilities
Editing instruction for figure 7-74 – change bit 8 from reserved to “Ext Grp Key ID enabled”
Editing instruction: modify the following text in this clause as shown.

— Bits 4–5: GTKSA Replay Counter. A STA sets the GTKSA Replay Counter subfield of the RSN

Capabilities field to the value contained in dot11RSNAConfigNumberofPTKSAReplayCounters.

The LSB of dot11RSNAConfigNumberofGTKSAReplayCounters is put in bit 4. See 8.3.2.6 and

8.3.3.4.3. The meaning of the value in the GTKSA Replay Counter subfield is defined in Table 7-35.
— Bits 9: PeerKey Enabled. An AP STA sets the PeerKey Enabled subfield of the RSN Capabilities

field to 1 to signal it supports PeerKey Handshake (see 8.5.8). This field is used by AP STA to

describe its ability to support PeerKey Handshake.
-- Bit 8: Extended Key ID enabled – this bit is set to indicate that the extended key ID field is used to identify keys as described in section 8.3.3.2 to support multiple SSID Sets (see 7.3.2.58).  This bit shall be set in associations to networks that advertise multiple SSIDs in the Interworking Capability field of the Interworking element. This ID is set to one when the dot11ExtendedGroupKeysEnabled MIB variable is true and is set to 0 when the dot11ExtendedGroupKeysEnabled MIB variable is false.
— Bits 6–7 and 10–15: Reserved. The remaining subfields of the RSN Capabilities field are reserved

and shall be set to 0 on transmission and ignored on reception.

8.3.3.2 CCMP MPDU format

Editing instructions for figure 8-15 – the Rsvd octet following PN1 should be labeled Ext Key ID and bit 4 in the Key ID octet  should be labeled Ext Key ID Enabled
Modify the following text as shown:
CCMP processing expands the original MPDU size by 16 octets, 8 octets for the CCMP Header field and 8 octets for the MIC field. The CCMP Header field is constructed from the PN, ExtIV, Key ID and Ext Key ID subfields. PN is a 48-bit PN represented as an array of 6 octets. PN5 is the most significant octet of the PN, and PN0 is the least significant. Note that CCMP does not use the WEP ICV.

The ExtIV subfield (bit 5) of the Key ID octet signals that the CCMP Header field extends the MPDU

header by a total of 8 octets, compared to the 4 octets added to the MPDU header when WEP is used. The ExtIV bit (bit 5) is always set to 1 for CCMP.

The Ext Key ID Enabled subfield (bit 4) of the Key ID octet signals that the CCMP Header field uses Octet  3 as the Extended Key ID.  When this bit is set to 1, bits 6-7 of the Key ID octet shall be ignored and Octet 3 of the CCMP Header shall be used as the Key ID. The Ext Key ID Enabled subfield is set to 1 when dot11ExtendedGroupKeysEnabled is true, otherwise it is set to 0.
Bits 6–7 of the Key ID octet are for the Key ID subfield.  These bits shall be ignored and the Extended Key ID octet shall be used as the Key ID when dot11ExtendedGroupKeysEnabled is true.
8.3.3.3.4 Construct CCMP header

Editing instruction: modify the following text in this clause as shown.
The format of the 8-octet CCMP header is given in 8.3.3.2.  The header encodes the PN, Key ID, and ExtIV field values used to encrypt the MPDU.  When dot11ExtendedGroupKeysEnabled MIB variable is true, the Key ID includes the Ext Key ID.  

8.5.2 EAPOL-Key frames

Editing instructions for Figure 8-26: bit 4 should now be indicated as the Ext Key ID Enabled and the Reserved Octet should now read “Extended Key ID” 
Add the following text after the sentence “The format of the GTK KDE is shown in Figure 8-26.” and after Figure 8-26:
If dot11ExtendedGroupKeysEnabled is TRUE, bit 4, the Ext Key ID Enabled bit shall be set to 1, the KeyID field (bits 0-1) shall be ignored and the Extended Key ID field shall be used as the GTK’s Key ID.
8.5.6 RSNA Authenticator key management state machine
Editing instruction: modify the following text in this clause as shown.
There is one state diagram for the Authenticator. In an ESS, the Authenticator will always be on the AP; and in an IBSS environment, the Authenticator will be on every STA.
The state diagram shown in parts in Figure 8-37 through Figure 8-40 consists of the following states:

a) The AUTHENTICATION, AUTHENTICATION2, INITPMK, INITPSK, PTKSTART,

PTKCALCNEGOTIATING, PTKCALCNEGOTIATING2, PTKINITNEGOTIATING, PTKINITDONE,

DISCONNECT, DISCONNECTED, and INITIALIZE states. These states handle the

initialization, 4-Way Handshake, tear-down, and general clean-up. These states are per associated

STA.

b) The IDLE, REKEYNEGOTIATING, KEYERROR, and REKEYESTABLISHED states. These

states handle the transfer of the GTK(s) to the associated client. These states are per associated STA.

c) The GTK_INIT, SETKEYS, and SETKEYSDONE states. These states change the GTK(s) when

required, trigger all the PTK group key state machines, and update the IEEE 802.11 MAC in the

Authenticator’s AP when all STAs have the updated GTK(s). These states are global to the

Authenticator.

Because there are two GTKs per SSID, responsibility for updating these keys is given to the group key state machine (see Figure 8-39). In other words, this state machine determines which GTK is in use at any time.

When a second STA associates, the group key state machine is already initialized, and a GTK is already

available and in use.

When the GTK for an SSID is to be updated, the variable GTKReKey for the SSID is set . The SETKEYS state updates the GTK and triggers all the PTK group key state machines that currently exist—one per associated STA.  Each PTK group key state machine sends the GTK to its STA. When all the STAs have received the GTK (or failed to receive the keys), the SETKEYSDONE state is executed which updates the APs encryption/integrity engine with the new keys.
Both the PTK state machine and the PTK group key state machine use received EAPOL-Key frames as an

event to change states. The PTK state machine only uses EAPOL-Key frames with the Key Type field set to Pairwise, and the PTK group key state machine only uses EAPOL-Key frames with the Key Type field set to Group.

8.5.6.1.1 Authenticator state machine: 4-Way Handshake (per STA)

Editing instruction: 

Add note to figure 8-40 – An authenticator supporting more than one SSID per BSSID may have at least one GTK active for each SSID for a BSSID.  Each of these would have a different key ID). 

10.3.17 SetKeys
10.3.17.1 MLME-SETKEYS.request
10.3.17.1.1 Function
10.3.17.1.2 Semantics of the service primitive
Editing instructions for the table entry for Key ID valid range – change to 0 – 255
Editing instruction: modify the table entry for Key ID Description as follows:
The Key ID for unicast traffic or for broadcast and multicast traffic when there is only group key per SSID shall have the values of 0 to 3.  In the case of broadcast traffic where multiple group keys per BSSID are supported (e.g. when dot11ExtendedGroupKeysEnabled is TRUE), the values can take on the range defined in section 8.3.3.2

11.10 WLAN Interworking with External Networks Procedures
11.10.3 Multiiple SSID operation

Editing instruction: Amend the text in P802.11u-d1.02 as follows:

Non-AP STAs discover supported SSIDs in an multiple SSID BSSID using Native GAS protocol. A non-AP STA accomplishes this by transmitting a GAS Initial Request Action frame containing a Native Query information element corresponding to the multiple SSID  Set. In response, the AP transmits the multiple SSID Set (if configured) in a GAS Initial Response Action frame.

Since not all the SSID information elements in a BSS configured for multiple SSID operation are broadcast in a Beacon frame, there needs to be some information which assures that a candidate AP, to which a STA may transition, supports the same SSIDs. This assurance is the HESSID Information element. All BSSIDs identified by the same HESSID shall support identical SSIDs.  In addition, the Index to SSID binding established with the SSIDC element shall be identical for all BSSs in the homogeneous ESS.  This assures that non-APs transitioning between APs in the same homogeneous ESS can observe the same bit in the partial virtual bitmap of the TIM element to determine when that AP has buffered broadcast or multicast frames.  Otherwise, subsequent to re-association to the same SSID on a new AP, a non-AP STA would need to perform a Native GAS Query to determine the index value in use for that SSID.

In order to provide more flexibility in security configurations, each SSID in the multiple SSID Set can have its own RSN information element. This provides SSPs sharing an AP the capability to configure security per their own policies whilst sharing the configuration of other parameters.  However, all BSSs in a homogeneous ESS having the same SSID shall have an identical RSN configuration.
When multiple SSIDs are configured on a BSSID, then the AP’s SME shall set dot11ExtendedGroupKeysEnabled to true; when multiple SSIDs are not configured on a BSSID, then the AP’s SME shall set dot11ExtendedGroupKeysEnabled to false.  When a non-AP STA associates to an SSID which is an SSID in a multiple SSID Set, it shall set its dot11ExtendedGroupKeysEnabled to true.

When dot11ExtendedGroupKeysEnabled is true, the Extended Key ID octet is used to identify the Key ID to identify the GTK key.  To minimize decrypt errors, bits 6 and 7 of the KeyID should be set to a value that is unused by STAs that have dot11ExtendedGroupKeysEnabled set to false.
Multiple SSID operation supports up to 32 SSIDs in a BSSID, with 1 default SSID and up to 31 non-default SSIDs.

Annex D

(normative)

ASN.1 encoding of the MAC and PHY MIB
Editing instruction: add the following text to the end of dot11RSNAConfigEntrys as shown.
dot11ExtendedGroupKeysEnabled OBJECT-TYPE


SYNTAX TruthValue


MAX-ACCESS read-write


STATUS current


DESCRIPTION

"This attribute, when TRUE indicates that the extended group
key is used for the GTK Key ID; that is, a full octet is used to identify the GTK; when false, it indicates that the the Key ID can only take on four values, 0-3."

::= {dot11RSNAConfigEntry <ANA>}




Abstract


This document describes proposed changes to resolve LB107 comments related to security.  This document (if approved) will resolve the following review comments (cf. 11-07-2204r12) CID #’s: 40, 154, 155, 325, 614, 633, 648, 719, 762, 774, 1076, 1078, 1079, 1322, 1660 and 1901.





These LB107 comments can be summarized by the following points:


Text neeeds to have a definition for KeyID in force when mSSID is not used either because it is not enabled or due to non-interworking capable STA.


Text should negotiate use of multiple GTKs via RSN IE.


Text should supply more details on CCMP header encoding.


Text should clarify that Ext key ID is not used for unicast frames.


Figures need updating


MLME-SETKEYs primitives need to be updated to describe extended KeyID


Text should update the authenticator state machine


Text should describe that when HESSID is used, each non-default SSID is to have identical RSN IE and Index for all BSSs in the ESS


This proposal is based on P802.11u-d1.02 and IEEE 802.11-2007.
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