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Tuesday, November 13, 2007, 8:00 AM to 10:00 PM
Chair: Jesse Walker

Acting recording secretary: Peter Yee
Call to order and agenda

The meeting was called to order on Tuesday, November 13, 2007 by Jesse Walker at 8:00 a.m. Eastern Time.  The chair then reviewed the following topics from the agenda:

· The chair disclosed his affiliation as Intel Corporation
· The TG Agenda is document number 11-07/2798r1.
· The chair read the IEEE patent policy

· The chair called for questions from the membership, and none were forthcoming, indicating that the membership understood the policy

· The chair requested information on patent claims and called for letters of assurance, and none were forthcoming

· The chair called for adoption of the agenda by unanimous consent.  No substantive changes were recorded, and the agenda was adopted.
· Major goals for November 2007 meeting

· Comment resolution for Letter Ballot 114
· Send draft 4.0 to recirculation if complete
· Submissions

· 11-07-2441-xx-000w-sa-teardown-protection.ppt
· 11-07-2798-02-000w-sa-teardown-protection.doc
· 11-07-2697-xx-000w-lb114-comment-resolution-spreadsheet.xls

Motion (8:30 a.m.): “Move to enable the editor to propose resolutions for all editorial and trivial technical comments received in LB 114”. 
· Moved by Peter Yee (NSA/IAD), seconded by Nancy Cam-Winget (Cisco).  No debate on the motion.  

· Adopted by unanimous consent.

Presentation: 11-07/2697r3, LB 114 Comment Resolution Spreadsheet, Nancy Cam-Winget
11-07/2697r3 represents proposed comment resolutions give up through the ad hoc meeting of Monday, November 11, 2007.

CID #76 is to be rejected as the group believes the sequence number space and MIC are sufficient for the CMAC algorithm and for future algorithms.  2^16 keys should also be sufficient and thus there isn’t a real need to change the MMIE length.  The comment submitter (Henry Ptasinski, Broadcom) believes the group has misinterpreted his comment and that he really is only interested in keeping the MMIE length flexible and not just for changing the length of existing fields, but to allow for addition of new fields.
CID #143 is to be rejected as it would force a change to the PAR and the group does not wish to make a change to its PAR at this time.  We are explicitly to protect disassociate and deauthenticate.

CID #67 is to be rejected; however there may be value in the submitted suggestion for IBSS (perhaps less likely so) and mesh networks.  Thus, a submission of text is requested if this comment is to be resolved otherwise.  Henry Ptasinski agreed to submit text so that the editor will be able to generate a new draft starting at the end of the current meeting.
CID #91 is best resolved by submitting text to TGn for their vote and incorporation in TGn Draft 3.0.  Otherwise, if TGn is unable to incorporate our text, TGw could bring forward the necessary change, although the change is still best made out of TGn.  The comment submitter (Nancy Cam-Winget) will make a submission to TGn as resolution to the concern; should TGn not respond favorably to the submission, TGw will re-address the comment.

CID #30 addresses a problem in key synchronization or “liveness”.  The commenter (Joe Epstein, Meru Networks) has made a pair of submissions (11-07/2441r2 and 11-07/2461r2) which will be discussed tomorrow.

CID #121 is similar to the “policy bit”, but it’s not completely obvious that creating a new RSN IE solves the problem expressed either.  The problem raised may not realistically represent how infrastructure networks are deployed.  This might be a more likely scenario for mesh or IBSS networks.  (A note, the reference in the comment to LB 102 CID #58 should be to CID #59.)
CID #142 essentially points to a previously submitted version of CID #121, but gives a different rationale.  The requested solution (use of a modified RSN IE or new IE) is similar, but would be better handled through use of a new AKM.  The comment will be rejected as the requested agility is already present in 802.11i by use of AKMs in the RSN IE.
The task group split into 3 ad hoc sub-task groups to deal with the 41 remaining technical comments in the spreadsheet.  The group recessed at 9:37 a.m. to work on the comment resolutions, but will reconvene prior to the end of the allotted time slot.
There being no further business to process during this session, the meeting recessed at 10:00 a.m. until 4:00 p.m. on Wednesday, with no objection.
Wednesday, November 14, 2007, 4:00 PM to 6:00 PM
Chair: Jesse Walker

Acting recording secretary: Peter Yee
Call to order and agenda

Meeting called to order on Wednesday, November 14, 2007 by Jesse Walker at 4:00 p.m. Eastern Time.  The chair reminded attendees to record attendance.  The chair reminded the attendees of the patent policy.  The chair also inquired of the attendees if there were any letters of assurance that needed to be made known.  There were none made known.
Presentation: 11-07/2441r3, SA Teardown Protection for 802.11w, Joe Epstein (Meru Networks)
Joe Epstein presented an updated briefing of material he had previously discussed at the Waikoloa meeting.  As before, the point is that SA teardowns do not have the same level of protection as deauthentication and disassociation under 802.11w.  Epstein’s proposal attempts to address that shortcoming.

SA teardown in the 802.11w world is primarily an attack on APs that leaves STAs in limbo.  The proposal provides 3 options (beyond the status quo) that attempt to alleviate the SA teardown attack.  All 3 options use a Ping Action frame (request and response).  The options are described as:

1. Detect and only “protect” post hoc
2. Protect and have explicit, time-bounded lockout

3. Protect and have implicit, time-bounded lockout

Proposal 1 allows the STA to determine that the AP has lost state, whereas Proposals 2 and 3 put the onus on the AP to initiate the check.  Proposals 2 and 3 are supersets of Proposal 1.
Dan Harkins (Aruba Networks) worries that the ping will become overused for a number of uses the task group has not considered.  Epstein notes that Null Data frames, for example, can be used similarly, if not equivalently.
Kapil Sood (Intel) is concerned with the overhead of so many frames sent in response to one attack frame.  Henry Ptasinski (Broadcom) argues that the protective proposals have less impact on the network and give quicker recovery against an attack.

Nancy Cam-Winget doesn’t see a lot of value in the “try again later” lockout time.  She suggests that if valid data is flowing from the STA following the AP’s transmission of an association response with a “try again later”, rather than sending pings, the AP can ignore the association request and assume that it was spoofed.  Jouni Malinen (Devicescape Communications) believes this is a minor optimization that isn’t worth the complexity because the first ping would probably have been sent prior to receipt of valid data (which only served to cancel the pings in the optimization).
Epstein held a sequence of straw polls: The first straw poll asked who would support the text for Proposal 1?  The group responded with a vote of 3 in favor, 4 against, and 8 abstaining.  The second straw poll asked who would support the text for Proposal 2?  The group responded with a vote of 7 in favor, 2 against, and 2 abstaining.  The third straw poll was, logically, who would support the text for Proposal 3?  The group responded with a vote of 1 in favor, 7 against, and 6 abstaining.  On that basis, Epstein decided to present Proposal 2 to the task group, which is found in 11-07/2461r3.  (NB, other revisions of this document cover the other proposals, so simply downloading only the newest version may not yield the desired result.)
Epstein briefed Proposal 2 which included the explicit instructions to the editor for the changes to incorporate it into Draft 3.0 of 802.11w.  Minor clarifications were requested from the floor and minor modifications were suggested.  Since they are minor (primarily typographically) changes to be made to the document but no desire to delay a motion on acceptance of the document, should such a motion be made, it will indicate the document modifications explicitly as long as this is acceptable to the group.  Nancy Cam-Winget, however, made suggestions that were essentially acceptable to Epstein but were substantive enough to justifiy a revision of his document.  Thus, a vote will not be able to be taken until a later session when the new revision has been posted for the requisite 4 hours.
Henry Ptasinski raised an issue with 11.3.2.2 in that the text does not seem to match the presentation in which there was an explicit timeout value as opposed a timeout value that is made up of a maximum number of pings times a ping timeout value.  The text needs to be made more consistent so that the maximum timeout can actually scale to cover the maximum value for the maximum number of pings times a plausible ping timeout.

Ptasinski suggested that the deletion of the second to last paragraph in 11.3.1.2 should be made conditional upon being an 802.11w-implementing entity.

Kapil Sood also doesn’t see value in the “come back later” scheme.  Epstein states that if no delay is introduced in the STA by the “come back later” mode, then the STA has to wait around awake for a ping request, which may not be such a good solution from a power saving perspective.

Dan Harkins (Aruba Networks) requested a straw poll to see how many people would like to see the negotiation of capabilities removed from the proposal #2?  The vote was 7 in favor, 1 against, and 6 abstaining.

Kapil Sood requested a straw poll that asked if the group would support the removal of the comeback duration (IE and everything referencing it) from proposal #2.  Epstein feels that STAs can ignore the comeback duration if they so desire.  The vote on this straw poll was in 2 favor, 5 against, and 5 abstaining.
Joe Epstein held a straw poll if people plan to vote yes on a modified proposal #2 tomorrow.  The changes will be to change the proposal to meet the outcomes of the successful straw polls.  The vote was 3 in favor, 2 against, and 8 abstaining.
Presentation: 11-07/2875r0, SA Unprotected Management Frame Policy, Henry Ptasinski
Henry Ptasinski is proposing to allow the advertisement of unprotected management frame policy, although he has really worded things in the positive – unprotected management frame capability is advertised by the lack of 802.11w management frame protection capability.  His use of the abbreviation RMFP (Robust Management Frame Policy) in his proposal goes against a previous comment resolution and his proposed Table 8-1a will be modified to avoid such usage.

Motion (5:55 p.m.): “Instruct the editor to incorporate the text of doc 11/07-2875r0 into the draft, as a resolution for CID 67”.
· Moved by Henry Ptasinski, seconded by Peter Yee
· Vote: 8 in favor, 0 against, and 5 abstentions

· Motion passes
Motion (5:58 p.m.): “To approve the minutes in document 11-07-2594-02-000w-sept-2007-tgw-meeting-minutes.doc”

· Moved by Peter Yee, seconded by Henry Ptasinski
· The chair asked for approval by unanimous consent

· There was no objection from the task group, so the minutes are approved
Seeing no objection, the meeting recessed at 6:00 p.m. to resume Thursday at 10:30 a.m.

Thursday, November 15, 2007, 10:30 AM to 12:30 PM
Chair: Jesse Walker

Acting recording secretary: Peter Yee
Call to order and agenda

Meeting called to order on Thursday, November 15, 2007 by Jesse Walker at 10:31 a.m. Eastern Time.  The chair then reviewed the following topics from the agenda:

· As per the 802.11 policies & procedures, the chair called for letters of assurance.  No response was made by the attendees.
The goal for the remainder of the meeting is to resolve letter ballot comments so that the draft can be sent to recirculation so that there will be work to do at the Taipei meeting.

Presentation: 11-07/2697r4, LB 114 Comment Resolution Spreadsheet, Nancy Cam-Winget
The technical editor has updated the comment resolution spreadsheet to revision 4.  Joe Epstein’s text (11-07/2461r6) on protecting against SA teardown attacks has been uploaded to the document server.  Given the tight timing of placing revisions to the comment spreadsheet on the server, the technical editor will place a revision 5 on the server which accepts the proposed resolution given by Epstein.  The task group will then be able to vote on a choice of spreadsheet revision once the updated 11-07/2461 text has been reviewed.

The technical editor led the group in looking over certain of the editorial comments that were not directly accepted so that these can be dispatched by a quick vote.
The editor then led the group in looking over the rejected/countered technical comment resolutions.  In particular, CID 45 is rejected.  Comments of this type have been received before and if received again, an explicit note will be made in the text clarifying the situation to reduce repetition of the comment. 

Next the technical editor reviewed the accepted technical comments, with the task group instructed to raise issues if there was disagreement with resolution.

Presentation: 11-07/2461r6, SA Unprotected Teardown Protection, Jesse Walker
Jesse Walker then presented the changes in document 11-07/2461r6.  The group found the updated wording in 8.4.10 to be a bit confusing owing to the number of conditional branches.  Also, the change in 8.4.10 refers to “has been successful” seeming to apply that phrase to the indication primitive as opposed to the Association or Reassociation request.  Further, the text appears to indicate that the SA is torn down when the ping sequence is initiated as opposed to when it completes and does not generate a successful ping response.

The replacement of “shall” with “may” in section 11.3.1.1 looks fine.  The change to section 11.3.1.2 appears to resolve the issue raised in that text, maintain “bug compatibility” with the past.

The suggested changes to the last paragraphs of 11.3.2.2 and 11.3.2.4 do not appear to be workable because the text stating “upon receiving a MLME-ASSOCIATE.indication primitive that results in a successful MLME-ASSOCIATE.confirm primitive” (for 11.3.2.2 and equivalent text for 11.3.2.4) require that the receiver of the indication primitive (AP) be able to determine (clairvoyantly?) the state of the confirm primitive which occurs on the other entity (STA).  Instead, the response primitives should be used.  The text may be different on the AP and STA sides.

In the change to Section 11.3.2.4, 1st paragraph, the last sentence should not indicate the deletion of all keys.  Terminating the security association as specified in 8.4.10 should suffice.  11.3.2.2 and 11.3.2.4 do not seem to cover the optimization that sending of the pings could be stayed if the AP receives valid, encrypted data from the STA.
Presentation: 11-07/2913r1, Protecting Associations Attacks – Some Considerations, Kapil Sood
Kapil Sood’s presentation looks at other aspects of the SA teardown attack and Joe Epstein’s proposed resolution.  The goal of protecting against masqueraded association attacks is that the client is able to recover.  Epstein’s proposal (#2) results in additional messages being sent on the WLAN even if an association is legitimate.  This changes the problem from one of client lockout to one of potential flooding of the WLAN.  Under Epstein’s proposal, an attacker sending forged associations for all valid STAs would result in an unstoppable ping flood.  On the other hand, an attacker sending forged associations now would result in lockout of all stations.  Jesse Walker argues that a flood attack is more like turning on a jammer, whereas the Epstein’s proposal doesn’t seem to bring about as serious consequences or generate equivalent traffic.  Henry Ptasinski characterized the transmission of multiple pings as being much less onerous than suffering through client lockout.
Sood also notes that Epstein’s proposal results in a secondary “power drain” attack in which STAs in Power-Save mode need to be awoken to respond to the proposed pings.

Sood further argues that care must be taken in setting the “come back later” value.  He feels that the design complexity introduced by SA teardown protection proposal leads to many changes in both the STA and the AP, leading to greater implementation costs and possibly non-uniform implementation of the features.

Furthermore, the deployment of 11w in enterprise environments (essentially environments that are large and frequently contain equipment from multiple vendors) might cause instability or erratic behavior, especially as the Association Mitigation feature can’t be turned off without turning off all of 11w.

It turns out that the 4-way Handshake often fails to create a common state between STAs and APs for a variety of reasons.  As a result, STAs may end up requesting more associations than might be expected.

Sood raised the issue as to whether 11w was a home-use feature, since the attacks were generally expected in such environments, not enterprises where 11w is more likely to be found – the question is whether it is worth putting in a complex fix that won’t be found in products by home AP vendors (of which some names were listed).  The chair brought this part of the discussion to a halt as potentially straying into anti-trust territory.

The proposal that Sood advocates is to add a Capability Bit to allow 11w deployment flexibility.  Bit 0 indicates TGw mandatory protection of Unicast Action Frames and BIP, while Bit 1 adds protection for disassociation/deauthentication/association.  Other alternatives would be to change 11i Association handshake procedure to require authentication before association, although this idea has been shot down in TGr and TGs.
In summary, the current proposal is believed to have significant, unmeasured impacts and its benefits may be outweighed by its costs.

Motion (12:23 p.m.): “Instruct the editor to incorporate the text of doc 11-07/2461r6 into the draft as a resolution of CID 30.”

· Moved by Jouni Malinen, seconded by Henry Ptasinski
· Kapil Sood spoke against the motion for reasons given in his presentation and apparent inconsistencies found in the proposal
· Vote: 3 in favor, 4 against, and 2 abstentions

· Motion fails
As a result, the group will need to move to accept the comment resolution spreadsheet revision which rejects CID 30.

Seeing no objection, the meeting recessed at 12:27 p.m. to resume at 1:30 p.m.


Thursday, November 15, 2007, 1:30 PM to 3:30 PM
Chair: Jesse Walker

Acting recording secretary: Peter Yee

Call to order and agenda

Meeting called to order on Thursday, November 15, 2007 by Jesse Walker at 1:33 p.m. Eastern Time.  The chair then reviewed the following topics from the agenda:

· As per the 802.11 policies & procedures, the chair called for letters of assurance.  No response was made by the attendees.
Preparation of Concluding Motion
The chair prepared (but did not offer) a motion which combines three objectives:

· Acceptance of the comment resolutions in 11-07/2697r6

· Empowering the editor to create P802.11w Draft 4.0

· Authorize a 15-day Working Group recirculation ballot on P802.11w Draft 4.0, with the ballot to close no later than January 11, 2008, but to start as early as practicable based on availability of Draft 4.0.
This motion will be offered at 3:29 p.m. when the comment resolution has been on the document server for the required 4 hours.

Official TGw Timeline
The official TGw timeline was updated to indicate an initial sponsor ballot expected in March 2008, a recirculation sponsor ballot in May, final working group/executive committee approval in November 2008, and then RevCom/Standards Board Approval in March 2009.  The last meeting of RevCom in 2008 is in October, so anything happening in the task group/working group after that point will not be addressed until the following RevCom meeting in March 2009, although RevCom could potentially process P802.11w via a letter ballot starting after the November 2008 working group plenary rather than waiting until the face-to-face RevCom meeting in November.

The chair feels that the March and May 2008 dates are realistic and the updated schedule posited here is probably close to the final schedule.

Ad hoc Meeting and Teleconferences
With the timing of the ballot and holidays, it seems unlikely that there would be a suitable time for an ad hoc meeting.  There does not appear to be a need for conference calls either.

Seeing no objection, the meeting recessed at 1:54 p.m. to resume at 3:29 p.m. for consideration of the closing motion.
The meeting came back to order at 3:23 p.m.
Motion (3:29 p.m.): “Move:

· To accept doc 11-07-2697-06-000w-lb114-comment-resolution-spreadsheet.xls as the resolutions to LB 114, and

· To empower the editor to create P802.11w D4.0 based on doc 11/07-2697-06, and

· Believing that all the conditions for a recirculation of P802.11w have been satisfied, to request the 802.11 Working Group authorize a 15-day Working Group Recirculation Ballot on P802.11w D4.0”

· Moved: by Jouni Malinen, seconded by Henry Ptasinski
· Vote: 6 in favor, 0 against, and 0 abstentions

· Motion passes
Without object, the meeting adjourned at 3:29 p.m.
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