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Modify clause 11A.4.3.8 as shown below:
11A.4.3.8 MIC Computation

The MIC computation can only be done after chosen a PMK-MA is chosen. The key used to compute MIC is the AKCK derived from the chosen PMK-MA as specified in the MSA element. 
The AES-128-CMAC algorithm (AES-128-CMAC is defined by FIPS SP800-38B) shall be used to compute the MIC value, over the content of the Peer Link Management frames used for Abbreviated Handshake. The contents protected by the MIC are specified as the following list in the specified order:

· The Sender’s MAC address

· The Receiver’s MAC address

· All contents in the frame, except the Message Integrity Check field


Modify sentence on page 127, line 64 as the following:

If either of above procedures fails, the received Peer Link Close frame shall be discarded, and corresponding event and status code shall be generated.

Modify sentence on page 129, line 39 as the following:

· If none of the above failures occur and the candidate peer MP’s GTK has not been unwrapped, the MP may proceed to perform key unwrapping operation to extract the peer MP’s GTK value, as specified in 11A.4.3.7. 
Modify sentence on page 130, line 44 as the following:

If above procedures fail, the received Peer Link Confirm frame shall be discarded, and corresponding event and status code shall be generated.

Modify sentence on page 131, line 1—line 22 as the following:
· The Selected AKM Suite checked. If the AKM Suite selection has been done and the received Selected AKM Suite value is not the same as the selected value, the MP shall reject the received frame by sending a Peer Link Close with the reason code “Invalid AKMP”.

· If the security capability selection has not been done and the received Chosen Pairwise Cipher Suite is not supported by the MP, the MP shall reject the frame received by sending a Peer Link Close frame with the reason code “Cipher suite rejected because of the security policy”.

· If the PMK selection has been done but the received Chosen PMK field is not the same as the value received earlier in a Peer Link Management frame for the instance. The MP shall reject the received frame by sending a Peer Link Close frame with the reason code “MESH-INCONSISTENT-PARAMETERS”

· Wrapped GTK is checked. If the received value is not the same as the MP sent to the candidate peer MP during the protocol instance, the MP shall reject the received frame by sending a Peer Link Close frame with the reason code “MESH-MISMATCH-GTK”. 

· If none of the above is true and the candidate peer MP’s GTK has not been unwrapped, the MP may proceed to perform key unwrapping operation to extract the peer MP’s GTK value, as specified in 11A.4.3.7. If this operation fails, the MP shall terminate the current protocol instance by sending a Peer Link Close frame with the reason code “MESH-INVALID-GTK”.



Abstract


This document provides a few changes to the text in 11A.4.3 to fix inconsistent specification and typos.
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