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Introduction
This proposal is for a MAC state convergence function to supply detailed information on the state of the 802.11 MAC to higher layer protocols, as originally outlined in 11-07/2488.  The initial consumer of events from the convergence function will be 802.21 MIH services, but this function is defined as generic support for potential new higher layer protocols.
The changes that this proposal implements are:

· Define a new clause (21) to describe the convergence function

· Define an additional MIB branch to support the convergence function

· Add time stamps on to relevant MLME events for the purpose of filtering events presented to higher layer protocols

Suggested Mapping of Events to 802.21 MIH

The first anticipated consumer of events from the MAC State Generic Convergence Function is the 802.21 media independent handover service.  Therefore, this submission suggests the following mapping between 802.21 primitive operations and events defined in this proposal.  If this proposal is accepted, this mapping would replace the existing mapping defined in Table L2 of 802.21.
	802.21 Primitive
	802.11 MSGCF Event or 802.11 Primitive

	LINK OPERATIONS

	     Link_Up
	MSGCF-Network-Up

	     Link_Down 
	MSGCF-Network-Down

	     Link_Going_Down 
	MSGCF-Network-Going-Down

	     Link_Event_Rollback
	MSGCF-Network-Event-Rollback

	     Link_Detected
	MSGCF-Network-Detected

	     Link_PDU_Transmit_Status
	MA-UNITDATA.confirm (convergence function not needed)

	MOBILITY OPERATIONS

	     Link_Handover_Imminent
	Not required

	     Link_Handover_Complete
	Not required

	MAC API

	     Link_Event_Subscribe
	Not required

	     Link_Event_Unsubscribe
	Not required

	     Link_Capability_Discovery
	MSGCF-Network-Capability.confirm

	     Link_Action
	MSGCF-Network-Command

	LINK PARAMETER OPERATIONS

	     Link_Configure_Thresholds 
	MSGCF-Set-Network-Parameters.request

	     Link_Get_Parameters
	MSGCF-Get-Network-Parameters.confirm

	     Link_Parameters_Report
	MSGCF-Network-Threshold-Report


Editing Instructions

Reason for change: MLME events do not have timestamps.  In order to enable the convergence function to filter association events based on time, a time for the association must be passed as part of the parameter list.

10. Layer Management

10.3 MLME SAP Interface

10.3.5 Associate

10.3.5.1 MLME-Associate.confirm

10.3.5.1.1 Semantics of the service primitive

Change the primitive parameter list as shown:

MLME-ASSOCIATE.confirm
(
PeerSTAAddress, 
CapabilityInformation, 
ListenInterval, 
SSID, 
Supported Rates, 
RSN, 
QoSCapability, 
Interworking,
VendorSpecificInfo,
Timestamp
)

Insert the following row at the end of the parameter table:

	Name
	Type
	Valid Range
	Description

	Timestamp
	Integer
	N/A
	The TSF timestamp of the request primitive.


EDITORIAL NOTE 1: This item uses clause 21 as a tentative clause number, with the final number to be assigned by the 802.11 Technical Editor at the appropriate time.  802.11-2007 has clauses 1-19.  802.11n-D2.07 adds clause 20.  No new clauses are added by 802.11k-D9.0, 802.11p-D3.0, 802.11r-D7.0, 802.11s-D1.06, 802.11v-D1.01, 802.11w-D2.0, and 802.11y-D5.0.
11. MAC State Generic Convergence Function

11.3 Overview of the convergence function

There is a requirement from higher layer entities, such as Interworking Gateways and Mobility Managers, to access detailed information, through the exposure of the MAC and PHY layers.  This information is available through the existing interfaces to the MAC and PHY sublayer management entities.  This clause defines a convergence function to support higher layer applications that require state-based information.
Figure 21-1 shows the interaction of this convergence function with the existing MAC management model.  The MAC State Generic Convergence Function (MSGCF) has access to all MLME and PLME events passed through the existing MLME and PLME SAPs.

This clause defines interactions between the MSGCF and the existing MLME and PLME through their SAPs, as well as a SAP for interaction with the SME.  The detailed manner in which the SAPs are implemented is not specified within this standard.
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Figure 21-1: MAC State Generic Convergence Function and the 802.11 management model
Many of the functions defined in this clause refer to higher layer network events.  Within the context of this clause, an 802.11 network is composed of a set of 802.11 access points offering identical services.  Two access points are considered to be part of the same wireless network if they advertise identically configured SSIDs, and a non-AP STA transitioning between the two access points is able to use the same source and destination MAC addresses without interruption at the LLC sublayer.

11.4 Convergence function state machine

11.4.5 Overview of state machine

The convergence function maintains information on the state of the layer 2 network.  Individual links to APs 
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Figure 21-2: MAC State Generic Convergence Function state machine

11.4.6 State list

11.4.6.1 NETWORK_UP

In the NETWORK_UP state, a non-AP STA is able to send class 3 frames to peer LLC entities.  All layer 2 setup activities have completed, that is, the non-AP STA has scanned for available networks, performed selected a network for attachment, and completed any required authentication and association protocol operations successfully.

11.4.6.2 NETWORK_DOWN

In the NETWORK_DOWN state, a non-AP STA is unable to send class 3 frames to peer LLC entities.  That is, layer 3 network protocols are not available.  However, there is no restriction placed on other classes of Data frames.  A non-AP STA may use the Generic Advertising Service and Public Action frames to perform network discovery and selection.  A non-AP STA will be in this state prior to the completion of the RSN 4-Way Handshake.

11.4.6.3 NETWORK_SEARCH

In the NETWORK_SEARCH state, the SME of a non-AP STA has made the decision to start seeking a network to attach to.  The non-AP STA will scan for networks, and make a decision on where to attach based on parameters configured in the SME, such as the SSID, network type code, and venue information.  It may also use the Generic Advertising Service to access servers that will report information on subscriptions required for accessing networks.
11.4.6.4 NETWORK_FAILING

In the NETWORK_FAILING state, the SME anticipates that link will be lost in a defined time interval.  This may be due to explicit disconnection by the peer, the imminent invalidation of cryptographic keys as usage limits (such as sequence counter exhaustion), or predictive signal strength algorithms.
11.4.7 Events that cause state transitions

11.4.7.1 Network-Up

The Network-Up event is a transition that occurs for the state machine to move into the NETWORK_UP state.  It may occur from either the NETWORK_DOWN or NETWORK_SEARCH states.  It indicates that the non-AP STA has successfully authenticated, associated, and if required, completed setup of any required RSN SAs.  This event is only issued on the initial attachment to a network, and is not triggered by intra-network transitions between APs.
11.4.7.2 Network-Down

This event is a transition into the NETWORK_DOWN state, from either the NETWORK_UP or NETWORK_FAILING states.  It indicates that the non-AP STA is no longer able to send class 3 frames to a network of APs.  It is caused by an explicit disconnection from the AP, expiration of the keys used by the RSN SA, a failure of the underlying physical link, or an indication frome the SME that sufficient battery power is no longer available to run the non-AP STA interface.

11.4.7.3 Network-Going-Down

This event is a transition into the NETWORK_FAILING state from the NETWORK_UP state.  It indicates that the SME has predicted the underlying physical link will fail soon, or that a disconnection event will occur within a defined period of time.  The algorithms used for making predictions about the underlying physical link are beyond the scope of this standard.
11.4.7.4 Network-Event-Rollback

This event is a transition into the NETWORK_UP state from the NETWORK_FAILING state.  It indicates that a prediction made about imminent link failure was incorrect and is being cancelled.  It may be caused by the SME's prediction algorithm revoking its indication of upcoming link failure, for example, by the non-AP STA moving back within coverage range.
11.4.7.5 Network-Command

The Network-Command event causes a transition into the NETWORK_DOWN state from any state if it is run with the DISCONNECT option because administrative action is requiring the link to be taken down.


11.4.7.6 Network-Threshold-Report

If the network parameters cross thresholds that indicate imminent link failure, this event causes a transition to the NETWORK_FAILING state from the NETWORK_UP state.  This may be caused, for example, by the non-AP STA moving out of the coverage of a network. 
11.4.8 Informational events
Informational events may occur in any state.  When they occur, the SME updates the convergence function MIB with new parameters.  Informational events are shown by example in Figure 21-2.

11.4.8.1 Network-Detected

The Network-Detected event is used to report on the presence of a new network.  When this event is called, the convergence function does not change state, but it does update the MIB with the information on the new network.  In the NETWORK_SEARCH state, the non-AP STA may use the new information to make a decision to attach to a new network.

11.4.8.2 Get-Parameters

The Get-Parameters event is called when a higher layer protocol entity requests the network parameters stored by the convergence function.  It does not cause the convergence function to change state.

11.4.8.3 Set-Parameters

The Set-Parameters event is called when a higher layer protocol entity requests the SME to set new network parameters stored by the convergence function.  It does not cause the convergence function to change state.
11.4.8.4 Network-Command

This event may indicate changes in the configuration of an 802.11 interface without changing the network state convergence function if executed with the LOW_POWER or SCAN options.

11.5 MAC_STATE_GENERIC_CONVERGENCE_SAP
The MAC_STATE_GENERIC_CONVERGENCE_SAP is the interface between the convergence function and higher layer protocols.  It presents a standardized interface for higher layer protocols to access the state of the MAC, whether that state information is available in the MLME, PLME, or SME.
11.5.5 Network status reporting
11.5.5.1 MSGCF-Network-Up

11.5.5.1.1 Function

This event is triggered when a new network has been made available for sending frames.
11.5.5.1.2 Semantics

The event's parameters are as follows:

MSGCF-Network-Up.indication(




NonAPSTAMACAddress,




NetworkIdentifier
)

	Name
	Type
	Valid Range
	Description

	NonAPSTAMACAddress
	 MAC Address
	Any valid individual MAC Address
	The MAC address of the non-AP STA that is reporting that an 802.11 ESS network has become available

	NetworkIdentifier
	String
	N/A
	An identifier for the network, composed of the string value of the SSID IE used to identify the network, concatenated with the value of the HESSID if it is in use


Instruction to editor: In the following informative note to be inserted into the text, clause number 11.10.4 is taken from 11-07/2494r2.  If necessary, replace "11.10.4" with an updated clause number.

NOTE: This event only supplies the MAC address of the non-AP STA interface that generates the event.  As long as the attachment to the network preserves the ability to utilize all open MAC-layer connections, there is no difference between the services provided by an AP.  Any association to an AP providing homogenous services (as defined in clause 11.10.4) by definition cannot be distinguished at higher layers from any other AP.
11.5.5.1.3 When generated

This primitive is generated when the MAC link to a network of APs is available to exchange data frames.  The generation of this primitive may vary depending on the contents of dot11WEPDefaultKeysTable and dot11WEPKeyMappingsTable and the setting of dot11RSNAOptionImplemented.

If there are no entries in the dot11WEPDefaultKeysTable, no entry for the current AP in dot11WEPKeyMappingsTable, and dot11RSNAOptionImplmented is set to false, then the network does not use encryption.  Therefore, this event is generated upon receipt of an MLME-Associate.confirm message with a result code of success.
If there are entries in the dot11WEPDefaultKeysTable, or an entry for the current AP in dot11WEPKeyMappingsTable, or dot11RSNAOptionImplmented is set to true, then the network requires the use of encryption on the link.  Before declaring that the link is ready to exchange data frames, the convergence function must receive a simultaneous MLME-Associate.confirm primitive along with an MLME-SetKeys.confirm, both with result codes of success.  The latter primitive is used to ensure that a WEP key is available, or that the RSN 4-Way Handshake has completed.

This event is not triggered by MLME-Reassociate.confirm messages because MLME-Reassociate.confirm messages are defined as transitions within the same network.

The MLME-Associate.confirm primitive may be issued upon AP transitions.  It is the objective of the MAC State Generic Convergence Function to generate this event only upon the "initial" connection to an 802.11 network.  Therefore, it may apply filtering rules to avoid generating unnecessary MSGCF-Network-Up events.  One implementation within the convergence function is to filter any Associate.confirm messages within the time window defined by dot11NetworkAssociateFilterInterval belonging to the same network as being connections to the same network.  A second potential implementation is to request an indication from the mobility manager in the SME as to whether a particular MLME-Associate.confirm message is the initial one.

11.5.5.1.4 Effect of receipt

This event is made available to higher-layer protocols by the convergence function.  Actions taken by higher layers are out of the scope of this standard, but may include router discovery, IP configuration, and other higher layer protocol operations.
11.5.5.2 MSGCF-Network-Down
11.5.5.2.1 Function

This event is triggered to indicate that an 802.11 ESS network is no longer available for sending frames.

11.5.5.2.2 Semantics

The event's parameters are as follows:

MSGCF-Network-Down (




NonAPSTAMACAddress,




NetworkIdentifier,




ReasonCode

)

	Name
	Type
	Valid Range
	Description

	NonAPSTAMACAddress
	 MAC Address
	Any valid individual MAC Address
	The MAC address of the non-AP STA that is reporting that an 802.11 ESS network is no longer available

	NetworkIdentifier
	String
	N/A
	An identifier for the network, composed of the string value of the SSID IE used to identify the network, concatenated with the value of the HESSID if it is in use

	ReasonCode
	Enumerated
	EXPLICT_DISCONNECT, LINK_PARAMETER_DEGRADATION,  KEY_EXPIRATION, LOW_POWER, QOS_UNAVAILABLE, VENDOR_SPECIFIC
	Reason code, drawn from Table 21- 1.


Table 21- 1: Reason codes for Network Down
	Name
	Description

	EXPLICIT_DISCONNECT
	An explicit disconnection operation (Disassociation or Deauthentication) was initiated by the non-AP STA or the non-AP STA's current serving AP

	LINK_PARAMETER_DEGRADATION
	The link parameters have dropped below the thresholds for performance set in the dot11MacStateParameter table.

	KEY_EXPIRATION
	Keys used by an RSN SA have expired due to time or traffic limitations, or TKIP countermeasures have invalidated the key hierarchy.

	LOW_POWER
	If the SME reports that the 802.11 interface was shut down to conserve power, that event may be reported to higher level protocols.

	QOS_UNAVAILABLE
	The non-AP STA was unable to allocate QoS resources requested from the network, such as when the MLME-ADDTS.confirm primitive reports a failure.

	VENDOR_SPECIFIC
	Vendor specific usage


EDITORIAL NOTE 2: After ratification of this amendment, the 802.11 ANA is responsible for the contents of Table 21- 1, and synchronizing the contents of the table with any consumers of MSGCF events.
11.5.5.2.3 When generated

This event is generated when layer 2 connectivity is lost.
It may be generated in the case of an explict disconnection from the link peer, received as an MLME-Deauthenticate.indication or an MLME-Diassociate.indication primitive message.  When dot11RSNAProtectedManagementFramesEnabled is set to true, this event is only generated if the disconnect messages successfully pass IGTK authentication.

The link may be declared down when link performance crosses the thresholds stored in the dot11MacStateParameterTable.  Additional implementation-specific functionality may be present in the SME to declare that the connection to an ESS has failed.
11.5.5.2.4 Effect of receipt

This event is made available to higher-layer protocols by the convergence function.  Actions taken by those higher layers are out of the scope of this standard, but may include removing entries from routing and forwarding, and attempting to initiate handover of open application connections to network interfaces which are still active.
11.5.5.3 MSGCF-Network-Going-Down
11.5.5.3.1 Function

This event is triggered to indicate that an 802.11 ESS network will no longer be available for sending frames in the near future.

11.5.5.3.2 Semantics

The event parameters are as follows:

MSGCF-NetworkGoingDown.indication ( 

NonAPSTAMacAddress,

NetworkIdentifier,

EventID,

TimeInterval,
ReasonCode




)

	Name
	Type
	Valid Range
	Description

	NonAPSTAMacAddress

	MACAddress
	Any valid individual MAC Address
	The MAC address of the non-AP STA that is reporting that an 802.11 ESS network is expected to go down

	NetworkIdentifier
	String
	N/A
	An identifier for the network, composed of the string value of the SSID IE used to identify the network, concatenated with the value of the HESSID if it is in use

	EventID
	String
	N/A
	A string used to identify the event that is used in the case of event rollback.

	TimeInterval

	Integer
	N/A
	Time Interval in time units which the link is expected to go down.  Connectivity is expected to be available at least for time specified by TimeInterval.

	Reason Code
	Enumerated
	EXPLICT_DISCONNECT, LINK_PARAMETER_DEGRADATION, 
KEY_EXPIRATION, LOW_POWER, QOS_UNAVAILABLE, VENDOR_SPECIFIC
	Indicates the reason the link is expected to go down, drawn from Table 21- 1.


11.5.5.3.3 When generated

This notification is generated by the MSGCF when the 802.11 network connection is currently established and is expected to go down within the specified time interval.  The network may be expected to go down because of an event whose timing is well understood, such as an explicit disconnection event observed on the MLME_SAP.  It may also be expected as the result of a predictive algorithm that monitors link quality.  The details of such a predictive algorithm used are beyond the scope of this standard.


The convergence function should attempt to deliver this event at least dot11NetworkDownTimeInterval time units before the link is predicted to go down.  Different higher layer network protocols may require different levels of advance notice, and may configure the dot11NetworkDownTimeInterval attribute accordingly.
Not all thresholds in the dot11MacStateParameterTable are supported by every PHY.  In the case where a threshold parameter is not supported (e.g. RSSI in clause 16), it is not applied.

11.5.5.3.4 Effect of receipt

This event is made available to higher-layer protocols by the convergence function.  Actions taken by those higher layers are out of the scope of this standard, but may include beginning preparations for handover of open connections.
11.5.5.4 MSGCF-Network-Event-Rollback
11.5.5.4.1 Function

This event is used to indicate that specific previous reports or events are no longer valid and should be disregarded.

11.5.5.4.2 Semantics

The event parameters are as follows:

MSGCF-Network-Event-Rollback ( 

NonAPSTAMacAddress,

NetworkIdentifier,

EventID




)

	Name
	Type
	Valid Range
	Description

	NonAPSTAMacAddress

	MACAddress
	Any valid individual MAC Address
	The MAC address of the non-AP STA that is reporting that a previous event relating to an 802.11 ESS network is no longer valid

	NetworkIdentifier
	String
	N/A
	An identifier for the network, composed of the string value of the SSID IE used to identify the network, concatenated with the value of the HESSID if it is in use

	EventID
	String
	N/A
	A string used to identify the event that is used in the case of event rollback.


11.5.5.4.3 When generated

This event is generated when a previous predictive event is no longer valid within its expiration time.

MSGCF-Network-Event-Rollback is used in conjuction with MSGCF-Network-Going-Down.  MSGCF-Network-Event-Rollback events are issued when the prediction of link failure is no longer valid.  Algorithms used to determine that link failure predictions are no longer valid are beyond the scope of this standard.

11.5.5.4.4 Effect of receipt

This event is made available to higher-layer protocols by the convergence function to cancel any actions begun by the previous event.  Actions taken by those higher layers are out of the scope of this standard, but may include cancelling any handover procedures started by the MSGCF-Network-Going-Down event.
11.5.5.5 MSGCF-Network-Detected

11.5.5.5.1 Function

This event reports on the presence of a new 802.11 ESS network.

11.5.5.5.2 Semantics

MSGCF-Network-Detected ( 

NonAPSTAMacAddress,

NetworkIdentifier,

MIHISSupport,
MIHCSESSupport




)

	Name
	Type
	Valid Range
	Description

	NonAPSTAMacAddress

	MACAddress
	Any valid individual MAC Address
	The MAC address of the non-AP STA that is reporting the new network

	NetworkIdentifier
	String
	N/A
	An identifier for the network, composed of the string value of the SSID IE used to identify the network, concatenated with the value of the HESSID if it is in use

	InformationServiceSupport
	Set of Boolean
	N/A
	A set of values indicating the type of information services supported on this network, as described in Table 21- 2.

	TriggerSupport
	Set of Boolean
	N/A
	A set of values indicating the support for the types of triggers that can be used to propose that the station take action, as described in Table 21- 3.


Table 21- 2: Information Services Support Values
	Name
	Description

	MIH__IS_Support
	This network supports the 802.21 MIH Information Service (IS)

	Vendor_Specific_IS_Support
	This network supports a vendor-specific information service.


Table 21- 3: Trigger Support Values

	Name
	Description

	MIH_CS_ES_Support
	This network supports the 802.21 MIH Command Service (CS) and Event Service (ES)

	Vendor_Specific_Trigger_Support
	This network supports a vendor-specific trigger service.


11.5.5.5.3 When generated

To maintain the list of detected networks, the convergence function will issue period MLME-SCAN.request primitives to the MLME.  Responses to these requests, received in the MLME-SCAN.confirm primitives, contain a list of detected networks.  Each network is stored in the MIB in the dot11MacStateNetworkDetectedTable.  This table holds a list of networks, organized by Network Identifier.  Each entry in the table contains a list of BSSIDs within the network, as well as indications of support for media independent handover.  Support for media independent handover is indicated by the presence or absence of the relevant GAS Advertising Protocol IDs in the Interworking IE.
This event is generated when a new entry is made into the dot11MacStateNetworkDetectedTable.  Modifications to existing entries in the list, such as an update to the BSSID list, do not trigger this event.

11.5.5.5.4 Effect of receipt

This event is made available to higher-layer protocols by the convergence function.  Actions taken by those higher layers are out of the scope of this standard.

11.5.6 Network configuration

11.5.6.1 MSGCF-Network-Capability.request
11.5.6.1.1 Function

This primitive requests a list of the capabilities supported by a network.

11.5.6.1.2 Semantics

MSGCF-Network-Capability.request ( 

NonAPSTAMacAddress,

NetworkIdentifier

)

	Name
	Type
	Valid Range
	Description

	NonAPSTAMacAddress

	MACAddress
	Any valid individual MAC Address
	The MAC address of the non-AP STA that is reporting the new network

	NetworkIdentifier
	String
	N/A
	An identifier for the network, composed of the string value of the SSID IE used to identify the network, concatenated with the value of the HESSID if it is in use


11.5.6.1.3 When generated

This primitive is issued to service higher layer protocols by reporting on the capabilities of a particular network.

11.5.6.1.4 Effect of receipt

The convergence function retrieves the capabilities and reports them via the MSGCF-Network-Capability.confirm primitive.

11.5.6.2 MSGCF-Network-Capability.confirm

11.5.6.2.1 Function

This primitive reports the convergence function capabilities of the network to higher layer protocols.
11.5.6.2.2 Semantics

MSGCF-Network-Capability.confirm ( 

NonAPSTAMacAddress,

NetworkIdentifier,

EventCapabilitySet,

CommandCapabilitySet,
ReasonCode

)

	Name
	Type
	Valid Range
	Description

	NonAPSTAMacAddress

	MACAddress
	Any valid individual MAC Address
	The MAC address of the non-AP STA that is reporting the new network

	NetworkIdentifier
	String
	N/A
	An identifier for the network, composed of the string value of the SSID IE used to identify the network, concatenated with the value of the HESSID if it is in use

	EventCapabilitySet
	As defined in following table
	N/A
	List of supported events 

	CommandCapabilitySet
	As defined in following table
	N/A
	List of supported commands

	ReasonCode
	Enumerated
	UNKNOWN_NETWORK, UNKNOWN_CAPABILITIES
	An error code, if applicable.


The EventCapabilitySet is defined as follows:
	Name
	Type
	Valid Range
	Description

	NonAPSTAMacAddress

	MACAddress
	Any valid individual MAC Address
	The MAC address of the non-AP STA that is reporting the new network

	NetworkIdentifier
	String
	N/A
	An identifier for the network, composed of the string value of the SSID IE used to identify the network, concatenated with the value of the HESSID if it is in use

	Network-Up
	Boolean
	TRUE, FALSE
	Indicates whether the MSGCF-Network-Up event as defined in 21.3.1.1 is supported

	Network-Down
	Boolean
	TRUE, FALSE
	Indicates whether the MSGCF-Network-Down event as defined in 21.3.1.2 is supported

	Network-Going-Down
	Boolean
	TRUE, FALSE
	Indicates whether the MSGCF-Network-Going-Down event as defined in 21.3.1.3 is supported

	Network-Event-Rollback
	Boolean
	TRUE, FALSE
	Indicates whether the MSGCF-Network-Event-Rollback event as defined in 21.3.1.4 is supported

	Network-Detected
	Boolean
	TRUE, FALSE
	Indicates whether the MSGCF-Network-Detected event as defined in 21.3.1.5 is supported

	Network-Threshold-Report
	Boolean
	TRUE, FALSE
	Indicates whether the MSGCF-Network-Threshold-Report event as defined in 21.3.3.1 is supported

	Network-Command
	Boolean
	TRUE, FALSE
	Indicates whether the MSGCF-Network-Command primitive as defined in 21.3.4.1 is supported


11.5.6.2.3 When generated

This primitive is generated in response to the MSGCF-Network-Capability.request primitive to report whether or not specific events are supported.

11.5.6.2.4 Effect of receipt

This event is made available to higher-layer protocols by the convergence function.
11.5.6.3 MSGCF-Set-Network-Parameters.request
11.5.6.3.1 Function

This primitive sets thresholds for reporting of network events.
11.5.6.3.2 Semantics

MSGCF-Set-Network-Parameters.request ( 

NonAPSTAMacAddress,

NetworkIdentifier,

NetworkParameterSet,

NetworkDetectionScanInterval,




)

	Name
	Type
	Valid Range
	Description

	NonAPSTAMacAddress

	MACAddress
	Any valid individual MAC Address
	The MAC address of the non-AP STA that is reporting the new network

	NetworkIdentifier
	String
	N/A
	An identifier for the network, composed of the string value of the SSID IE used to identify the network, concatenated with the value of the HESSID if it is in use

	NetworkParameterSet
	As defined in the following table
	N/A
	The NetworkParameterSet is used to configure when event reports will be sent to higher protocol layers.

	NetworkDetectionScanInterval
	Integer
	N/A
	The number of time units between the scan requests that populate the network table maintained by the MSGCF-Network-Detected operation


The NetworkParameterSet is defined as follows.  It may include any or all of the following elements:
	Name
	Type
	Valid Range
	Description

	PeakOperationalRate
	Integer
	As defined in 7.3.2.2
	The integer representing the desired modulation data rate used for data frame transmission

	MinimumOperationalRate
	Integer
	As defined in 7.3.2.2
	The integer encoding of the desired minimum modulation data rate used in data frame transmission

	NetworkDowntimeInterval
	Integer
	N/A
	Desired advance warning time interval for MSGCF-Network-Going-Down events

	DataFrameRSSI
	Integer
	Vendor Specific
	The RSSI of received data frames from the network

	BeaconRSSI
	Integer
	Vendor Specific
	The RSSI of Beacon frames received on the channel.  This may be time-averaged over recent history by a vendor-specifc smoothing function.

	DataFrameSNR
	Integer
	N/A
	The signal to noise ratio of the received data frames, in dB.  This may be time-averaged over recent history by a vendor-specifc smoothing function.

	DataThroughput
	Real
	N/A
	The data throughput in megabits per second, rounded to the nearest megabit

	FrameErrorRate
	Real
	N/A
	The frame error rate of the network

	BitErrorRate
	Real
	N/A
	The bit error rate of the network

	VendorSpecifc
	Vendor Specific
	As defined by 7.3.2.26
	Additional vendor-specific parameters may be included in this event


11.5.6.3.3 When generated

This event is generated when higher protocol layers wish to set the performance parameters for a network.  Higher protocol layers are responsible for ensuring that the set of configured network parameters is consistent with all subscribers to those higher layer protocols.
11.5.6.3.4 Effect of receipt

Parameters supplied in the event are stored in the MIB, either in the dot11MacStateConfigTable or the dot11MacStateParameterTable.
11.5.6.4 MSGCF-Set-Network-Parameters.confirm

11.5.6.4.1 Function

This primitive indicates whether network parameters were accepted.
11.5.6.4.2 Semantics

MSGCF-Set-Network-Parameters.confirm ( 

NonAPStaMacAddress,

NetworkIdentifier,

NetworkParameterSet,

NetworkDetectionScanInterval,

ResultCode




)

	Name
	Type
	Valid Range
	Description

	NonAPSTAMacAddress

	MACAddress
	Any valid individual MAC Address
	The MAC address of the non-AP STA that is reporting the new network

	NetworkIdentifier
	String
	N/A
	An identifier for the network, composed of the string value of the SSID IE used to identify the network, concatenated with the value of the HESSID if it is in use

	NetworkParameterSet
	As defined in 21.3.2.3.2.
	N/A
	The NetworkParameterSet is used to configure when event reports will be sent to higher protocol layers.

	NetworkDetectionScanInterval
	Integer
	N/A
	The number of time units between the scan requests that populate the network table maintained by the MSGCF-Network-Detected operation

	ResultCode
	Enumeration
	SUCCESS, INVALID_PARAMETERS
	The result code of the parameter set operation.


11.5.6.4.3 When generated

This primitive is generated in response to the MSGCF-Set-Network-Parameters.request primitive and is used to indicate whether the parameter set was accepted.
11.5.6.4.4 Effect of receipt

The SME is notified of the new parameter set.
11.5.6.5 MSGCF-Get-Network-Parameters.request
11.5.6.5.1 Function

This primitive retrieves the current network parameters for a specific network

11.5.6.5.2 Semantics

MSGCF-Get-Network-Parameters.request ( 

NetworkIdentifier




)

	Name
	Type
	Valid Range
	Description

	NetworkIdentifier
	String
	N/A
	An identifier for the network, composed of the string value of the SSID IE used to identify the network, concatenated with the value of the HESSID if it is in use


11.5.6.5.3 When generated

This primitive is used by higher layers to retrieve the currently stored parameters for a network.

11.5.6.5.4 Effect of receipt

The SME retrieves the network parameters and makes them available through the MSGCF-Get-Network-Parameters.confirm primitive.
11.5.6.6 MSGCF-Get-Network-Parameters.confirm

11.5.6.6.1 Function

This primitive reports the current network parameters.

11.5.6.6.2 Semantics

MSGCF-Set-Network-Parameters.confirm ( 

NetworkIdentifier,

NetworkParameterSet,

ResultCode




)

	Name
	Type
	Valid Range
	Description

	NetworkIdentifier
	String
	N/A
	An identifier for the network, composed of the string value of the SSID IE used to identify the network, concatenated with the value of the HESSID if it is in use

	NetworkParameterSet
	As defined 21.3.2.3.2.
	N/A
	The NetworkParameterSet is used to configure when event reports will be sent to higher protocol layers.

	NetworkDetectionScanInterval
	Integer
	N/A
	The number of time units between the scan requests that populate the network table maintained by the MSGCF-Network-Detected operation

	ResultCode
	Enumeration
	SUCCESS, INVALID_PARAMETERS
	The result code of the parameter set operation.


11.5.6.6.3 When generated

This primitive is generated by the MSGCF as a result of the MSGCF-Set-Network-Parameters.request primitive.

11.5.6.6.4 Effect of receipt

The higher layer protocols are notified of the current network parameters.

11.5.7 Network events
11.5.7.1 MSGCF-Network-Threshold-Report
11.5.7.1.1 Function

This event reports that the layer 2 network performance has crossed a threshold set by the operations described in 21.3.2.

11.5.7.1.2 Semantics

MSGCF-Network-Threshold-Report ( 

NonAPSTAMacAddress,

NetworkIdentifier,

NetworkParameterSet,
ThresholdCrossingDirectionSet




)

	Name
	Type
	Valid Range
	Description

	NonAPSTAMacAddress

	MACAddress
	Any valid individual MAC Address
	The MAC address of the non-AP STA that is reporting the threshold crossing

	NetworkIdentifier
	String
	N/A
	An identifier for the network, composed of the string value of the SSID IE used to identify the network, concatenated with the value of the HESSID if it is in use

	NetworkParameterSet
	As defined 21.3.2.3.2.
	N/A
	List of network parameters that have crossed pre-set thresholds for alerts

	ThresholdCrossingDirectionSet
	Set of ThresholdCrossingDirections, one for each value in the NetworkParameterSet
	UPWARD, DOWNWARD
	Whether the parameter has crossed the threshold while rising or falling


11.5.7.1.3 When generated

The convergence function is responsible for monitoring network performance.  If the monitored parameters cross the configured threshold, this event is generated to inform higher-layer protocols.

11.5.7.1.4 Effect of receipt

This event is made available to higher-layer protocols by the convergence function.  Actions taken by those higher layers are out of the scope of this standard, but may include preparations for handover or assessing whether handover should be imminent.
11.5.8 Network command interface

11.5.8.1 MSGCF-Network-Commmand
11.5.8.1.1 Function

This primitive requests that a STA take action for a network.
11.5.8.1.2 Semantics

MSGCF-Network-Command ( 

NonAPSTAMacAddress,

NetworkIdentifier,

CommandType




)

	Name
	Type
	Valid Range
	Description

	NonAPSTAMacAddress

	MACAddress
	Any valid individual MAC Address
	The MAC address of the non-AP STA that is reporting the threshold crossing

	NetworkIdentifier
	String
	N/A
	An identifier for the network, composed of the string value of the SSID IE used to identify the network, concatenated with the value of the HESSID if it is in use

	CommandType
	Enumerated
	DISCONNECT, LOW_POWER, SCAN
	Whether the parameter has crossed the threshold while rising or falling


11.5.8.1.3 When generated
This primitive is called when requested by a higher layer protocol.

11.5.8.1.4 Effect of receipt

The convergence function will issue commands to the MLME to implement the requested action on behalf of higher layers.

When the DISCONNECT command type is specified, the higher layer is requesting that the STA disconnect from its peer.  This action is accomplished by issuing an MLME-Deauthenticate.request or MLME-Disassociate.request primitive, depending on whether the STA is associated to an access point in infrastructure mode.

When the LOW_POWER command type is specified, the higher layer is requesting that the 802.11 interface be placed in a low power mode.  This action is accomplished by issuing an MLME-POWERMGT.request primitive with the PowerManagementMode parameter set to POWER_SAVE.

When the SCAN command type is specified, the higher layer is requesting that the STA search for 802.11 networks.  This action is accomplished by issuing an MLME-SCAN.request primitive.  Detected networks will be made available in the dot11MacStateNetworkDetectedTable, as well as through the MSGCF-Network-Detected event.
11.6 MAC_STATE_SME_SAP
11.6.5 Mobility Management
11.6.5.1 MSSME-InitialAssociate.indication
11.6.5.1.1 Function

This event is generated when a non-AP STA associates to a new 802.11 ESS network for the first time.

11.6.5.1.2 Semantics

MSSME-InitialAssociate.indication ( 

NonAPSTAMacAddress,

NewNetworkBSSID,

NetworkIdentifier




)

	Name
	Type
	Valid Range
	Description

	NonAPSTAMacAddress

	MACAddress
	Any valid individual MAC Address
	The MAC address of the non-AP STA that is associating with the network

	NewNetworkBSSID
	MACAddress
	Any valid individual MAC Address
	The BSSID of the AP that the non-AP STA has associated with

	NetworkIdentifier
	String
	N/A
	An identifier for the network, composed of the string value of the SSID IE used to identify the network, concatenated with the value of the HESSID if it is in use


11.6.5.1.3 When generated

This event is generated by the SME upon the successful initial association to a network, as determined by the mobility manager within a non-AP STA or by the IAPP implementation within an AP.

11.6.5.1.4 Effect of receipt

The MAC State Generic Convergence function uses this event as an indication that it should issue the MSGCF-Network-Up event to higher layer protocols.
11.6.5.2 MSSME-Network-Down-Predicted.indication

11.6.5.2.1 Function

This primitive indicates that the SME is predicting a link failure.

11.6.5.2.2 Semantics

The primitive parameters are as follows:

MSSME-Network-Going-Down.indication ( 

NonAPSTAMacAddress,

NetworkIdentifier,

TimeInterval,

ReasonCode




)

	Name
	Type
	Valid Range
	Description

	NonAPSTAMacAddress

	MACAddress
	Any valid individual MAC Address
	The MAC address of the non-AP STA that is reporting that an 802.11 ESS network is expected to go down

	NetworkIdentifier
	String
	N/A
	An identifier for the network, composed of the string value of the SSID IE used to identify the network, concatenated with the value of the HESSID if it is in use

	TimeInterval

	Integer
	N/A
	Time Interval in time units which the link is expected to go down.  Connectivity is expected to be available at least for time specified by TimeInterval.

	Reason Code
	Enumerated
	EXPLICIT_DISCONNECT, LINK_PARAMETER_DEGRADATION, KEY_EXPIRATION,  LOW_POWER,
QOS_UNAVAILABLE, 
VENDOR_SPECIFIC
	Indicates the reason the link is expected to go down, drawn from Table 21- 1.


11.6.5.2.3 When generated

This notification is generated by the SME when the 802.11 network connection is currently established and is expected to go down.  The details of the predictive algorithm used are beyond the scope of this standard.  One method of implementing this function would be to generate this indication when link quality is fading and no better AP can be found.

11.6.5.2.4 Effect of receipt

This indication is received by the MAC State Generic Convergence function and is used to generate the MSGCF-Network-Down event due to link parameter degradation.

Insert the following entries into the MIB, following the dot11imt table:
-- MAC State Generic Convergence Function attributes

   -- DEFINED AS "The MAC state generic convergence function object

   -- class provides the necessary support for support of event-driven

   -- triggers to higher-layer protocols and the capabilities to

   -- support those triggers

   dot11msgcf OBJECT IDENTIFIER ::= { ieee802dot11 <ANA> }

      -- MAC State GROUPS

      -- dot11MacStateConfigTable ::== { dot11msgcf 1 }

      -- dot11MacStateParameterTable ::== { dot11msgcf 2 }

      -- dot11MacStateNetworkTable ::== { dot11msgcf 3 }

-- *********************************************************************

-- * dot11NetworkIdentifier type definition

-- *********************************************************************

dot11NetworkIdentifier ::== OCTET STRING (SIZE(0..38))
   -- This object type holds the identifier for an 802.11

   -- network.  It is composed of the SSID string concatenated

   -- with the HESSID, if present.
-- *********************************************************************

-- * dot11MacStateConfig TABLE

-- *********************************************************************
dot11MacStateConfigTable OBJECT-TYPE

SYNTAX SEQUENCE OF dot11MacStateConfigEntry

MAX-ACCESS not-accessible

STATUS current


DESCRIPTION

"This table holds configuration parameters for the 802.11 MAC State Convergence Function."


::= { dot11msgcf 1 }

dot11MacStateParameterEntry OBJECT-TYPE

        SYNTAX     dot11MacStateParameterEntry

        MAX-ACCESS not-accessible

        STATUS     current

        DESCRIPTION



"Each entry represents a conceptual row in the



dot11MacStateParameterTable and provides information about



network configuration parameters used in the MAC State



Generic Convergence Function."

        INDEX { dot11NetworkIdentifier, dot11NonApStaMacAddress }

        ::= { dot11MacStateConfigTable 1 }

dot11MacStateParameterEntry ::=

SEQUENCE {


dot11NetworkDetectionScanInterval INTEGER,


dot11NetworkAssociateFilterInterval INTEGER
                }
dot11NetworkDetectionScanInterval OBJECT-TYPE


SYNTAX INTEGER


MAX-ACCESS read-write

STATUS current


DESCRIPTION

"This attribute is set to the number of time units (TUs) between MLME-SCAN.request operations to populate the contents of the dot11MacStateNetworkDetectedTable."


::= { dot11MacStateConfigTable 1 }

dot11NetworkAssociateFilterInterval OBJECT-TYPE


SYNTAX INTEGER


MAX-ACCESS read-write

STATUS current


DESCRIPTION

"This attribute is set to the number of time units (TUs) between MLME-Associate.confirm operations to the same ESS network

populate the contents of the dot11MacStateNetworkDetectedTable."


::= { dot11MacStateConfigTable 2 }

-- *********************************************************************

-- * dot11MacStateParameter TABLE

-- *********************************************************************

dot11MacStateParameterTable OBJECT-TYPE

        SYNTAX         SEQUENCE OF dot11MacStateParameterEntry

        MAX-ACCESS     not-accessible

        STATUS         current

        DESCRIPTION

                "This table holds the current parameters used for each

                 802.11 network for 802.11 MAC convergence functions."

    ::= { dot11msgcf 2 }

dot11MacStateParameterEntry OBJECT-TYPE

        SYNTAX     dot11MacStateParameterEntry

        MAX-ACCESS not-accessible

        STATUS     current

        DESCRIPTION



"Each entry represents a conceptual row in the



dot11MacStateParameterTable and provides information about



link configuration parameters used in the MAC State



Generic Convergence Function."

        INDEX { dot11NetworkIdentifier, dot11NonApStaMacAddress }

        ::= { dot11MacStateParameterTable 1 }

dot11MacStateParameterEntry ::=

SEQUENCE {


dot11NetworkDownTimeInterval INTEGER,


dot11NetworkRssiDataThreshold INTEGER,


dot11NetworkRssiBeaconThreshold INTEGER,


dot11NetworkDataSnrThreshold INTEGER,


dot11NetworkBeaconFrameErrorRateThresholdInteger INTEGER,


dot11NetworkBeaconFrameErrorRateThresholdFraction INTEGER,


dot11NetworkBeaconFrameErrorRateThresholdExponent INTEGER,


dot11NetworkBitErrorRateThresholdInteger INTEGER,


dot11NetworkBitErrorRateThresholdFraction INTEGER,


dot11NetworkBitErrorRateThresholdExponent INTEGER,


dot11PeakOperationalRate INTEGER,


dot11MinimumOperationalRate INTEGER,


dot11NetworkDataThroughputInteger INTEGER,


dot11NetworkDataThroughputFraction INTEGER,


dot11NetworkDataThroughputExponent INTEGER
                }
dot11NetworkDownTimeInterval OBJECT-TYPE


SYNTAX INTEGER


MAX-ACCESS read-write

STATUS current


DESCRIPTION

"This attribute defines the desired time interval that the MAC State Generic convergence function will attempt to predict the failure of an 802.11 network in time units (TUs).  The convergence function should issue predicted network failure events at least this time interval before the network failure is detected."


::= { dot11MacStateParameterTable 1 }

dot11NetworkRssiDataThreshold OBJECT-TYPE


SYNTAX INTEGER


MAX-ACCESS read-write

STATUS current


DESCRIPTION

"This attribute defines the threshold value for RSSI on Data frames.  When the RSSI drops below this threshold, a report is issued."


::= { dot11MacStateParameterTable 2 }

dot11NetworkRssiBeaconThreshold OBJECT-TYPE


SYNTAX INTEGER


MAX-ACCESS read-write

STATUS current


DESCRIPTION

"This attribute defines the threshold value for RSSI on Beacon frames.  When the RSSI drops below this threshold, a report is issued."


::= { dot11MacStateParameterTable 3 }

dot11NetworkDataSnrThreshold OBJECT-TYPE


SYNTAX INTEGER


MAX-ACCESS read-write

STATUS current


DESCRIPTION

"This attribute defines the threshold value for SNR on received Data frames.  When the SNR drops below this threshold, a report is issued."


::= { dot11MacStateParameterTable 4 }

dot11NetworkBeaconFrameErrorRateThresholdInteger OBJECT-TYPE


SYNTAX INTEGER


MAX-ACCESS read-write

STATUS current


DESCRIPTION

"The Beacon frame error rate is stored in scientific notation as a significand and exponent.  This attribute contains the integer value of the significand."


::= { dot11MacStateParameterTable 5 }

dot11NetworkBeaconFrameErrorRateThresholdFraction OBJECT-TYPE


SYNTAX INTEGER


MAX-ACCESS read-write

STATUS current


DESCRIPTION

"The Beacon frame error rate is stored in scientific notation as a significand and exponent.  This attribute contains the fractional value of the significand."


::= { dot11MacStateParameterTable 6 }

dot11NetworkBeaconFrameErrorRateThresholdExponent OBJECT-TYPE


SYNTAX INTEGER


MAX-ACCESS read-write

STATUS current


DESCRIPTION

"The Beacon frame error rate is stored in scientific notation as a significand and exponent.  This attribute contains the integer value of the exponent."


::= { dot11MacStateParameterTable 7 }

dot11NetworkBitErrorRateThresholdInteger OBJECT-TYPE


SYNTAX INTEGER


MAX-ACCESS read-write

STATUS current


DESCRIPTION

"The bit error rate is of the network is stored in scientific notation as a significand and exponent.  This attribute contains the integer value of the significand."


::= { dot11MacStateParameterTable 8 }

dot11NetworkBitErrorRateThresholdFraction OBJECT-TYPE


SYNTAX INTEGER


MAX-ACCESS read-write

STATUS current


DESCRIPTION

"The bit error rate is of the network is stored in scientific notation as a significand and exponent.  This attribute contains the fractional value of the significand."


::= { dot11MacStateParameterTable 9 }

dot11NetworkBitErrorRateThresholdExponent OBJECT-TYPE


SYNTAX INTEGER


MAX-ACCESS read-write

STATUS current


DESCRIPTION

"The bit error rate is of the network is stored in scientific notation as a significand and exponent.  This attribute contains the integer value of the exponent."


::= { dot11MacStateParameterTable 10 }

dot11PeakOperationalRate OBJECT-TYPE

SYNTAX INTEGER


MAX-ACCESS read-write

STATUS current


DESCRIPTION

"The highest operational rate used for transmission of data frames, encoded as defined in 7.3.2.2."


::= { dot11MacStateParameterTable 11 }

dot11MinimumOperationalRate OBJECT-TYPE

SYNTAX INTEGER


MAX-ACCESS read-write

STATUS current


DESCRIPTION

""The lowest operational rate used for transmission of data frames, encoded as defined in 7.3.2.2."


::= { dot11MacStateParameterTable 12 }

dot11NetworkDataThroughputInteger OBJECT-TYPE


SYNTAX INTEGER


MAX-ACCESS read-write

STATUS current


DESCRIPTION

"The data throughput rate is of the network is stored in scientific notation as a significand and exponent.  This attribute contains the integer value of the significand."


::= { dot11MacStateParameterTable 13 }

dot11NetworkDataThroughputFraction OBJECT-TYPE


SYNTAX INTEGER


MAX-ACCESS read-write

STATUS current


DESCRIPTION

"The data throughput rate is of the network is stored in scientific notation as a significand and exponent.  This attribute contains the fractional value of the significand."


::= { dot11MacStateParameterTable 14 }

dot11NetworkDataThroughputExponent OBJECT-TYPE


SYNTAX INTEGER


MAX-ACCESS read-write

STATUS current


DESCRIPTION

"The data throughput rate is of the network is stored in scientific notation as a significand and exponent.  This attribute contains the integer value of the exponent."


::= { dot11MacStateParameterTable 15 }

-- *********************************************************************

-- * dot11MacStateNetwork TABLE

-- *********************************************************************

dot11MacStateNetworkDetectedTable OBJECT-TYPE

        SYNTAX         SEQUENCE OF dot11MacStateNetworkEntry

        MAX-ACCESS     not-accessible

        STATUS         current

        DESCRIPTION

                "This table holds the detected 802.11 network list used for

                 MAC convergence functions."

    ::= { dot11msgcf 2 }

dot11MacStateNetworkDetectedTableEntry OBJECT-TYPE

        SYNTAX     dot11MacStateParameterEntry

        MAX-ACCESS not-accessible

        STATUS     current

        DESCRIPTION



"Each entry represents a conceptual row in the



dot11MacStateNetworkTable and provides information about



available networks for use in the MAC State



Generic Convergence Function."

        INDEX { dot11NetworkIdentifier, dot11NonApStaMacAddress }

        ::= { dot11InterworkingTable 1 }

dot11MacStateNetworkDetectedTableEntry ::=

SEQUENCE {


dot11NetworkDetectedNetworkId STRING,


dot11NetworkDetectedBssidList SEQUENCE OF MacAddress,


dot11NetworkDetectedNetworkDetectTime INTEGER,


dot11NetworkDetectedNetworkModifiedTime INTEGER,


dot11NetworkDetectedMIHCapabilities BITS
                }
dot11NetworkDetectedNetworkId OBJECT-TYPE

SYNTAX STRING


MAX-ACCESS read-only

STATUS current


DESCRIPTION

"The string used to identify the network represented by this row in the table.  It is composed of the SSID of the network concatenated with the HESSID, if present."

::= { dot11NetworkDetectedTable 1 }

dot11NetworkDetectedBssidList OBJECT-TYPE

SYNTAX SEQUENCE OF MacAddress


MAX-ACCESS read-only

STATUS current


DESCRIPTION

"The list of BSSIDs currently detected which are advertising the network described by this row in the table."


::= { dot11NetworkDetectedTable 2 }

dot11NetworkDetectedNetworkDetectTime OBJECT-TYPE

SYNTAX INTEGER


MAX-ACCESS read-only

STATUS current


DESCRIPTION

"The STA's TSF timer when any BSSID supporting the network was first detected."

::= { dot11NetworkDetectedTable 3 }

dot11NetworkDetectedNetworkModifiedTime OBJECT-TYPE

SYNTAX INTEGER


MAX-ACCESS read-only

STATUS current


DESCRIPTION

"The STA's TSF timer value when changes were made to any part of this row in the table, such as by addition of a BSSID to the BSSID list."


::= { dot11NetworkDetectedTable 4 }

dot11DetectedNetworkMIHCapabilities OBJECT-TYPE

        SYNTAX     BITS {




MihIsSupport(0),




MihCsEsSupport(1)




}

        MAX-ACCESS read-only

        STATUS     current

        DESCRIPTION

"The object reports whether the network supports 802.21 MIH information services and/or 802.21 MIH command/event services.  These values are determined by examining the Interworking information in frames that caused the network to be detected."
        ::= { dot11NetworkDetectedTable 5 }
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Abstract


This proposal provides the text to implement the proposed convergence function to report MAC state, as described in document 11-07/2488r2.  The convergence function is defined to support higher-layer applications that may need access to extensive information on the state of an 802.11 interface.
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